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Importance of Protecting Consumer Genetic Data

� Privacy in the Digital Age presents a host of challenges:

� Permanency

� Duplication

� Transferability

� Genetic data is our most sensitive data

� “Genetic data is not just data about people—it is people. Our genome is our unique 

individual source code. It cannot be changed, and thus it is immutable.” 

- Prof. Richards, Report of Consumer Privacy Ombudsman, Case No. 25-40976-357 (E.D. Mo. 2025) at 43-44

Mar. 26, 2026AGO - H.639 (SEDHGA)



23andMe Data Breach

� October 2023 – 23andMe reported data breach as a result of 

cyber attack.

� While nation-wide roughly 14,000 accounts were breached, 

because of linking DNA-related relatives, nearly 7 million users’ 

information was compromised.
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23andMe Bankruptcy

� March 2025 – 23andMe sought bankruptcy 

protection

� The AGO issued a consumer alert

�Provided steps for consumers to delete 

account—a multi-step process

�Company faced technical challenges

� States intervened
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23andMe Bankruptcy

Consistent rehearsal

� Strengthen
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23andMe Bankruptcy
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23andMe Bankruptcy – States’ Objections

� States sought to prevent sale of 23andMe assets, including 

genetic material and genetic data

� Argued that transfer of company was equivalent to the 

unauthorized sale of genetic data

� Objected to sale without safeguards on transfer of data
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23andMe Bankruptcy – States’ Action

� States began negotiating with alternative potential buyer

� Through negotiations, States established an agreement that 

would protect consumer data and consumer genetic material

� Reached a voluntary agreement between potential buyer and 

the States

AGO - H.639 (SEDHGA) Mar. 26, 2026



23andMe Bankruptcy – Outcome

� Court rejected States’ objections to free transfer of consumer 

genetic data as part of transfer of 23andMe

� Permitted sale to potential buyer

� States’ negotiated agreement still protects consumer data

� Vermont continues to have an interest in remaining company assets 

as bankruptcy continues

�No damages for individual consumers
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How H.639 Responds to these risks – Informed Consumers

� Greater consumer information (§ 2421b(a)(1)):

�Summary of privacy practices – in plain language

�Prominent and accessible privacy notice, including data 

collection practices and data security and deletion practices

�Notice about lawful data sharing – deidentified data for 

research purposes under federal law
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How H.639 Responds to these risks – Engaged Consumers

� Consumer consent (§ 2421b(a)(2) & 

(c)):

� Express consent for collection and 

storage of data & sample

� Express consent for use beyond

primary purpose of genetic testing

� Express consent for transfer

� Simple process to revoke consent
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How H.639 Responds to these risks – Data Security

� Greater data protection (§ 2421b(d) & (e)):

�Reasonable practices to prevent unauthorized access

�Enable a consumer to both access data AND delete account 

and data

�Prohibit service providers from combining consumer genetic 

data with other, separately obtained data
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H.639 – Discrimination & Non-disclosure

� Similar to federal law (GINA), § 2421b(f) prohibits discrimination based on 

consumer’s exercise of rights:

� Denying services or goods

� Charging different prices (including discounts or incentives)

� Providing different level or quality of goods or services

� DTC cannot disclose consumer’s information to insurance companies or 

employers (§ 2421b(g))

� Does not regulate life insurance companies
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H.639 – Enforcement

� Violation of Genetic Information Privacy Act is violation of 

Consumer Protection Act (Tit. 9, Ch. 63)

� AGO enforcement

� Similar to Act 63 (2025), Age-Appropriate Design Code 

� Core information about us as humans

� Cannot be changed

AGO - H.639 (SEDHGA) Mar. 26, 2026


