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CalPrivacy was established in 2020 with the mission to protect consumer 

privacy, ensure consumers and businesses are well-informed about their 

rights and obligations, and vigorously enforce the California Consumer 

Privacy Act (CCPA) and the Delete Act.

KEY ROLES OF CALPRIVACY

California Privacy Protection Agency
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What is a data broker?
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“[A] business that knowingly collects and sells to third parties the 

personal information of a consumer with whom the business does not 

have a direct relationship.” (Civ Code § 1798.99.80(c)) 

 
“’Direct relationship’ means that a consumer intentionally 

interacts with a business. . . . A business is still a data broker if it has a 

direct relationship with a consumer but also sells personal 

information about the consumer that business did not collect directly 

from the consumer.” (11 CCR § 7601(a)) 
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CA Data Broker Laws Similar to H211

Defined “Data Broker” in California Law

Created a public registry that was 
specially funded through annual fees.

Expands consumer deletion rights to 
include personal information held by 

data brokers.

Requires CalPrivacy to build an 
“accessible deletion mechanism”, now 

known as the Deletion Request and 
Opt-out Platform (DROP).

Data Broker Registration Law
(AB 1202)

California Delete Act 
(SB 362)

Defending Californians’ Data Act
(SB 361)

Expanded disclosure requirements, 
including collection practices (whether the 

data broker collects information, including 
precise geolocation data, biometric 

information, and sexual orientation) and 
selling practices (whether a data broker 

sells to certain entities, including foreign 
actors, federal government, or developers 

of GenAI systems or models).

2019 2023 2025



Delete Act Overview
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Data Broker Requirements

• Registration:  Annual form + fee every January 

• Deletion: Process consumer deletion requests every 45 days via the 
accessible deletion mechanism beginning August 1, 2026

• Website Disclosures: Publish mandatory information about consumer 
rights requests every July 1 on website privacy policy

• Audit: Undergo independent audit every three years starting January 1, 
2028
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Delete Act Implementation Timeline
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Data 
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How DROP works
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• Data brokers only download the types of information they 
already have (e.g., email) from deletion request lists, and skip 
other types (e.g., phone) they don’t have.



Consumer experience
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Verify your eligibility

STEP 

1

Create your profile

STEP 2

Submit your request

STEP 3



10

Step 1: Verify residency

Verify California residency 

via Login.gov or by 
entering basic personal 

information

*Subject to change, CalPrivacy, April 1, 2026



California Identity Gateway

CDT
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Consumer enters 

personal info

Yes/No 

confirmation

Redirect consumer back to DROP to 

submit deletion request

Identity 

Provider 

Account

PII Based ID 

Verification
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California resident?

Remove all personally identifiable information 

and translate to a yes/no claim for DROP

Consumer lands 

on DROP
Redirects to IDG
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Step 2: Create the consumer profile

Enter basic 

information that data 

brokers can use to 

match you in their 

records 

*Subject to change, CalPrivacy, April 1, 2026



Privacy By 
Design

Hashing consumer identifiers

1 2 3

What consumers enter: emailaddress@email.com

What consumers see in DROP: e###@e###m

What data brokers see: IokUeTFxXZdmjolr4Kn...

Consumer identifiers are hashed immediately upon 

collection

Brokers hash their own records to match – no raw PI is 

shared 
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Step 3: Submit the deletion request

Review and submit —

save the DROP ID to 

track status 

*Subject to change, CalPrivacy, April 1, 2026



DROP since launch

Deletion requests 

submitted since Jan 
1st

of consumers are 

verified as California 
residents

Average time to 

complete DROP 
request
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As of 

5/1/2026



What happens next?

16

Data brokers begin processing DROP 
requests in August 2026 

Data brokers may build and test 

their integration within DROP 

Sandbox (manual or via API) 

Consumer can check their DROP 
status or edit or add more information 
to their request, anytime



Deletion request processing 
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Choose consumer deletion 

lists based on identifier(s)

Select list(s) Download list(s)

Download deletion list via API 

or manually 1x every 4 days 

Identify matches1 2

*Subject to change, CalPrivacy, April 1, 2026

3

Standardize, hash and match 

identifiers in list(s) to data broker 

records. 



Deletion request processing, cont. 
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Process and 
delete records

4 Delete all consumer personal information, including inferences based 
in whole or in part on personal information collected from third 
parties or from a consumer in a non-“first party” capacity, that is associated 
with a matched identifier in the data broker’s records. (§7613(a)(1)(A)) 

Continue to maintain the minimum personal information necessary 
to facilitate compliance for each consumer that submits a deletion 
request (§7613(a)(1)(A)) 

Direct all service providers and contractors to delete all 
personal information in its possession related to a consumer associated with 
a matched identifier (§7613(d))



Deletion request processing, cont. 
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*Subject to change, CalPrivacy, April 1, 2026

Report deletion status 5 DELETED — Match found and non-exempt personal 
information was deleted

EXEMPT — Match found and personal information is 
exempt

OPTED-OUT — Multiple consumers are linked to the 
same identifier and all were opted out of sale or 
sharing

RECORD NOT FOUND — No match found 



Enforcement
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Administrative fines: 

Failure to register — $200 per day plus unpaid fees and 

enforcement costs

Failure to delete consumer personal information — $200 per 

day, per consumer request plus enforcement costs

Nearly a dozen CalPrivacy actions against data brokers for failure to register. 

You can find them at: https://cppa.ca.gov/announcements/



What Californians are saying
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VERY HELPFUL, I WAS EVEN ABLE TO GO ON MY TV AND 

CHANGE AD SETTINGS!

This rocks. Thank you so much for giving us tools to 

protect our privacy!

Thank you so much for spearheading the efforts to 

protect our data in CA and for providing this free service! 



Questions

22

Privacy.ca.gov/DROP


