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WHAT IS A "SECURITY BREACH"? (9 V.S.A. § 2430)

https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430


WHO IS A "DATA COLLECTOR"? (9 V.S.A. § 2430)

https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430


WHAT IS "PERSONALLY IDENTIFYING INFORMATION"? 
(9 V.S.A. § 2430)

https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430


WHAT ARE "LOGIN CREDENTIALS? (9 V.S.A. § 2430)

BACK TO THE SECURITY BREACH NOTICE ACT...

https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430
https://legislature.vermont.gov/statutes/section/09/062/02430


WHEN MUST NOTICE BE PROVIDED?

• It depends on who is being notified:

• Consumers (whose PII has been compromised) must be notified by the data collector not later 
than 45 days* after discovery or notification of the breach (a copy must be sent to the Attorney 
General)

• This 45-day timeline can be delayed through a request from law enforcement

• The Attorney General (or Department of Financial Regulation if it’s a data collector governed by 
DFR), must be given "preliminary notification" by the data collector not later than 14 business 
days* after discovery or notification of the breach

• This 14 business day timeline is waived for data collectors that previously submitted a sworn affirmation 
to the AG's office

https://ago.vermont.gov/sites/ago/files/wp-content/uploads/2018/01/2012-06-29-14-day-Affirmation.pdf


WHEN IS IT NOT REQUIRED TO PROVIDE NOTICE?



ENFORCEMENT FOR VIOLATIONS

This Act is governed by the Vermont Consumer Protection Act. It 
provides for injunctive relief + $10,000 fine per violation.



This is from a publicly-
available AG guidance 
document (source):

https://ago.vermont.gov/sites/ago/files/wp-content/uploads/2020/07/2020-07-14-Security-Breach-Guidance.pdf
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