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S.71

Introduced by Senators Clarkson, Harrison, Hashim, Major, Vyhovsky and
White

Referred to Committee on Institutions

Date: February 18, 2025

Subject: Commerce and trade; consumer protection; data privacy

Statement of purpose of bill as introduced: This bill proposes to provide data

privacy and online surveillance protections to Vermonters.

An act relating to consumer data privacy and online surveillance

It is hereby enacted by the General Assembly of the State of Vermont:
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&PTER 61A. VERMONT DATA PRIVACY AND ONLINE

SURVEILLANCE ACT

§ 2415. DEFINITIONS

As used in this chapter:

1)(A) “Affiliate” means a legal entity that sharcSagmmon branding

with another legal entity or controls, is controlled by, or is under cOMgon
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“comtrolled” means:

(1) ownership of, or the power to vote, more than 50 percent of the

outstandin®shares of any class of voting security of a company;

(i1)%control in any manner over the election of a majority of the

directors or of indiWduals exercising similar functions; or

1i1) the poWer to exercise controlling influence over the
management of a company?

(2)_“Authenticate” mean%to use reasonable means to determine that a

request to exercise any of the right$fforded under subdivisions 2418(a)(1)—

(6) of this title is being made by, or on ¥¢half of, the consumer who is entitled

to exercise the consumer rights with respec&to the personal data at issue.

(3)(A) “Biometric data” means data gen®ated from the technological

processing of an individual’s unique biological, phWsical. or physiological

characteristics that allow or confirm the unique identiff$ation of the consumer,

including:

(1) iris or retina scans;

(ii) fingerprints;

(ii1) facial or hand mapping, geometry, or templates;

(iv) vein patterns;
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(B) “Biometric data” does not include:

(1) a digital or physical photograph;

ii) an audio or video recording: or

(ii1)%Many data generated from a digital or physical photograph, or

an audio or video re@ording, unless such data is generated to identify a specific

individual.

(4) “Business associat®’ has the same meaning as in HIPAA.

(5) “Child” has the same fh¢aning as in COPPA.

(6)(A) “Consent” means a cle#gaffirmative act signifying a consumer’s

freely given, specific, informed, and unaMbiguous agreement to allow the

processing of personal data relating to the cofgumer in response to a specific

request, provided the request:

(1) is provided to the consumer in a clear %nd conspicuous

disclosure;

(i1) includes a description of the processing purpo% for which the

consumer’s consent is sought:

(ii1) clearly distinguishes between an act or practice that i

necessary to fulfill a request of the consumer and an act or practice that is
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corpoller intends to collect or process under each act or practice;

(v) clearly states the specific categories of personal data that the

controller Mtends to collect or process under each act or practice; and

(vilis accessible to a consumer with disabilities.

(B) “Con%nt” may include a written statement, including by

electronic means, or an% other unambiguous affirmative action.

(C) “Consent” doW%s not include:

(1) _acceptance of a%general or broad terms of use or similar

document that contains description®of personal data processing along with

other, unrelated information;

(i1) hovering over, muting, paling, or closing a given piece of

content;

(ii1) inaction of the consumer or the cosumer’s continued use of a

service or product provided by the controller; or

(iv) an agreement obtained through the use of ®ark patterns.

(N(A) “Consumer” means an individual who is a residet¥ of the State.

(B) “Consumer” does not include an individual acting in 3

commercial capacity or as an owner, director, officer, or contractor of &

company, partnership, sole proprietorship, nonprofit, or government agency
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prowrietorship, nonprofit, or government agency.

(W “Consumer health data” means any personal data that a controller

uses to ideMify a consumer’s physical or mental health condition or diagnosis,

including gend&-affirming health data and reproductive or sexual health data.

(9) “Consuntgr health data controller” means any controller that, alone

or jointly with others, &gtermines the purpose and means of processing

consumer health data.

(10) “Consumer reportirfg agency’ has the same meaning as in the Fair

Credit Reporting Act, 15 U.S.C. § W81a(f).

(11) “Contextual advertising” orfcontextual advertisement.” as subject

to provisions set forth in subsection 2418(g%of this chapter, means displaying

or presenting an advertisement that does not vaty based on the identity of the

individual recipient and is based solely on:

A) the immediate content of a web page or OWline service within

which the advertisement appears; or

(B) a specific request of the consumer for informatiotor feedback.

(12) “Controller” means a person who. alone or jointly with%thers,

determines the purpose and means of processing personal data.

13) “COPPA” means the Children’s Online Privacy Protection Act &

790, U.0.C. N OJUT—0JU0, dlIU dIly TCZUIAdTOILS, TUICS, 8 UTUdITCT, dIIx
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cuiance, and exemptions may be amended.

(W) “Covered entity” has the same meaning as in HIPAA.

15) Y¥Credit union” has the same meaning as in 8 V.S.A. § 30101.

(16) “DMk pattern” means a user interface designed or manipulated

with the substantiaMeffect of subverting or impairing user autonomy, decision-

making, or choice and Wgcludes any practice the Federal Trade Commission

refers to as a “dark pattern.§

(17) “Data broker” has th¢ same meaning as in section 2430 of this title.

(18) “Decisions that producelegal or similarly significant effects

concerning the consumer” means decisMgns that result in or materially affect

access to, the provision or denial of, or the%erms and conditions of financial or

lending services, housing, insurance, education¥gnrollment or opportunity,

criminal justice, employment opportunities, health Ware services, or access to

essential goods or services.

(19) “De-identified data” means data that does not idntify and cannot

reasonably be used to infer information about. or otherwise be Wnked to, an

identified or identifiable individual, or a device linked to the indivitual, if the

controller that possesses the data:

A) takes reasonable physical, technical, or administrative measu
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linRgd or reasonably linkable to an individual or household, provided that such

reasonaWle measures for protected health information covered by HIPAA shall

include the W@e-identification requirements set forth under 45 C.F.R. § 164.514

(other requirem®ats relating to uses and disclosures of protected health

information);

(B) publicly cOfamits to process the data only in a de-identified

fashion and not attempt to ré¥gdentify the data; and

(C) contractually oblig¥es any recipients of the data to satisfy the

criteria set forth in subdivisions (A) Md (B) of this subdivision (19).

20) “Financial institution” as useMin subdivision 2417(a)(11) of this

title, has the same meaning as in 15 U.S.C. §'§809.

(21) “First party” means a consumer-facindcontroller with which the

consumer intends or expects to interact.

(22) “First-party advertising” means processing by &first party of its

own first-party data for the purposes of advertising and marke®ng and is

carried out:

A) through direct communications with a consumer, such aslirect

mail, email, or text message communications;




10

11

12

13

14

15

16

17

18

19

20

21

BILL AS INTRODUCED AND PASSED BY SENATE AND HOUSE  S.71
2025 Page 8 of 122

party’s own website, application, or its other online content.

(W) “First-party data” means personal data collected directly from a

consumer Dk a first party in compliance with this chapter, including based on a

visit by the corfumer to or use by the consumer of a website, a physical

location, or an onlife service operated by the first party.

(24) “Gender-atfgming health care services” has the same meaning as in

1 V.S.A. § 150.

25) “Gender-affirming Mgalth data” means any personal data

concerning a past, present, or futureffort made by a consumer to seek, or a

consumer’s receipt of, gender-affirmin&health care services, including:

(A) precise geolocation data that % used for determining a

consumer’s attempt to acquire or receive gendéaffirming health care services;

(B) efforts to research or obtain gender-aMirming health care

services; and

C) any gender-affirming health data that is deriv8g from nonhealth

information.

(26) “Genetic data” means any data, regardless of its format¥hat results

from the analysis of a biological sample of an individual, or from anot%

source enabling equivalent information to be obtained, and concerns genet
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RN, single nucleotide polymorphisms (SNPs), epigenetic markers

uninterfgeted data that results from analysis of the biological sample or other

source, andW\ny information extrapolated, derived, or inferred therefrom.

(27) “Ge®™ence” means any technology that uses global positioning

coordinates, cell towgr connectivity, cellular data. radio frequency

identification, wireless Melity technology data. or any other form of location

detection, or any combinatio% of such coordinates, connectivity, data,

identification, or other form of 18gation detection, to establish a virtual

boundary.

(28) “Health care component” has%e same meaning as in HIPAA.

(29) “Health care facility” has the sam®&meaning as in 18 V.S.A. § 9432.

(30) “HIPAA” means the Health Insurance®Rortability and

Accountability Act of 1996, Pub. L. No. 104-191, andény regulations

promulgated pursuant to the act, as may be amended.

31) “Hybrid entity’ has the same meaning as in HIPA A

(32) “Identified or identifiable individual” means an individ§al who can

be readily identified, directly or indirectly, including by reference to af

identifier such as a name, an identification number, specific or historical
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“Investment adviser” has the same meaning as in 9 V.S.A. § 5102.

(35) ™arge data holder” means a person who during the preceding

calendar year prdgessed the personal data of not fewer than 100,000

consumers.

(36) “Marketing m&@surement” means measuring and reporting on

marketing performance or me&a performance by the controller, including

processing personal data for meastement and reporting of frequency,

attribution, and performance, providedShat such measurement data is not

processed or transferred for any other purp®e.

(37) “Mental health facility” means any Malth care facility in which at

least 70 percent of the health care services provided W the facility are mental

health services.

(38) “Minor” means any consumer who is younger thal 18 years of age.

(39) “Neural data” means information that is collected throteh

biosensors and that could be processed to infer or predict mental state$

40) “Nonpublic personal information” has the same meaning as in

U.0.C. N UOUZ.
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pro®uict, or feature that is provided online, except as provided in subdivision

(B) of this subdivision (41).

B%.“Online service, product. or feature” does not include:

(1) ®lecommunications service, as that term is defined in the

Communications AMof 1934, 47 U.S.C. § 153;

(i1) broadbdWd internet access service, as that term is defined in

47 C.F.R. § 54.400 (univers#service support); or

(ii1) the delivery or e of a physical product, but not including

the provision or use of an online servige, product. or feature through use of an

internet-connected physical product.

(42) “Patient identifying information” Was the same meaning as in

42 C.F.R. § 2.11 (confidentiality of substance useMisorder patient records).

(43) “Patient safety work product” has the sam&meaning as in 42

C.E.R. § 3.20 (patient safety organizations and patient saf8 work product).

(44)(A) “Personal data” means any information, includMe derived data

and unique identifiers, that is linked or reasonably linkable, alone & in

combination with other information, to an identified or identifiable indWidual

or to a device that identifies, is linked to, or is reasonably linkable to one 0
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avdilable information.

(W) (A) “Precise geolocation data” means information derived from

technology%hat reveals the past or present physical location of a consumer or

device that idetifies or is linked or reasonably linkable to one or more

consumers with pré&gision and accuracy within a radius of 1,850 feet.

(B) “Precise &olocation data” does not include:

(1) the contentf communications:

(i1) data generatedWgy or connected to an advanced utility metering

infrastructure system;

(ii1) a photograph, or metalata associated with a photograph or

video, that cannot be linked to an individud or

(iv) data generated by equipment ed by a utility company.

(46) “Process” or “processing” means any ofgration or set of operations

performed, whether by manual or automated means, orpersonal data or on

sets of personal data, such as the collection, use, storage, dMgclosure, analysis

deletion, or modification of personal data.

(47) “Processor” means a person who processes personal dat&on behalf

(A) a controller:
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48) “Profiling” means any form of automated processing performed on

person®k data to evaluate, analyze, or predict personal aspects, including an

individual "&economic situation, health, personal preferences, interests,

reliability, beh®&ior, location, movements, or identifying characteristics.

49) “Protectgd health information” has the same meaning as in HIPAA.

(50)(A) ‘““Publicgavailable information” means information that:

(1) is made avallable:

(I)_through fed®al, state, or local government records; or

(II) to the general pWblic from widely distributed media: or

(i1) a controller has a reasdfable basis to believe that the consumer

has lawfully made available to the general Mublic.

(B) “Publicly available information” ®oes not include:

(1) biometric data collected by a busin®gs about a consumer

without the consumer’s knowledge;

(i1) information that is collated and combined M create a

consumer profile that is made available to a user of a publicly dkailable

website either in exchange for payment or free of charge;

(ii1) information that is made available for sale;

(iv) an inference that is generated from the information descriBgd

UUULYV U U U UUULYV U U D ).
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(vi) any inference made exclusively from multiple independent

sourceswf publicly available information that reveals sensitive data with

respect to Mgonsumer;

(vil personal data that is created through the combination of

personal data with Wublicly available information;

(viii) gencWc data, unless otherwise made publicly available by

the consumer to whom the Wgformation pertains;

(ix) information pMyvided by a consumer on a website or online

service made available to all membBWrs of the public, for free or for a fee,

where the consumer has maintained a r&asonable expectation of privacy in the

information, such as by restricting the infoMgation to a specific audience:; or

(x) intimate images, authentic or c@nputer-generated, known to

be nonconsensual.

51) “Qualified service organization” has the saiy meaning as in

42 C.F.R. § 2.11 (confidentiality of substance use disorder Matient records).

(52) “Reproductive or sexual health care” has the same réecaning as

“reproductive health care services” in 1 V.S.A. § 150(c)(1).

(53) “Reproductive or sexual health data” means any personal d¥%

concerning a past, present, or future effort made by a consumer to seek, or'8

U U C CLCIPDL UL, ICTPIOUUU vC U CAUd Cd cll C
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facity in which at least 70 percent of the health care-related services or

productrendered or provided in the facility are reproductive or sexual health

carc.

(55)(A) “Wale of personal data” means the exchange of a consumer’s

personal data by the®gontroller to a third party for monetary or other valuable

consideration.

(B) “Sale of persorl data” does not include:

(1) the disclosure of Wersonal data to a processor that processes the

personal data on behalf of the controMer:

(i1) the disclosure of persondWdata to a third party for purposes of

providing a product or service requested by tfg consumer:

(ii1) the disclosure or transfer of pers&al data to an affiliate of the

controller;

(iv) the disclosure, with the consumer’s cons®gt. of personal data

where the consumer directs the controller to disclose the persowal data or

intentionally uses the controller to interact with a third party;

(v)_the disclosure of publicly available information;

(vi) the disclosure or transfer of personal data to a third party 2

dIT dSSCTUIAUTS Pdlt OT o IITCTPCT, dCCUISITION, DAIRIUPICY, O OUICT L aIISdetio
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the%hird party assumes control of all or part of the controller’s assets.

(%) “‘Sensitive data” means personal data that:

A reveals a consumer’s government-issued identifier, such as a

Social Securitygumber, passport number, state identification card, or driver’s

license number, th&is not required by law to be publicly displayed;

B) reveals a @onsumer’s racial or ethnic origin, national origin

citizenship or immigration %atus, religious or philosophical beliefs, a mental

or physical health condition, di§enosis, disability or treatment, status as

pregnant, income level or indebtedMess, or union membership;

(C) reveals a consumer’s sextll orientation, sex life, sexuality, or

status as transgender or nonbinary;

(D) reveals a consumer’s status as a Vigtim of a crime;

(E) is a consumer’s tax return and accoungnumber, financial account

log-in, financial account, debit card number, or credit C&d number in

combination with any required security or access code, pas$vord, or

credentials allowing access to an account;

(F) is consumer health data;

G) is collected and analyzed concerning consumer health dat%that

describes or reveals a past, present, or future mental or physical health

OLIUIIO CALITIC UISAUIIITY, O U1dgOSIS, HICTUUITY PICgHAIICy, (U
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spcwific consumer’s physical or mental health condition or diagnosis;

(H) is biometric or genetic data;

W is collected from a consumer that a controller knew or should

have known is %minor;

(J)_is pre@se geolocation data;

K) are keystMgkes:

(L) is driving behWyvior:

(M) is neural data: o

N) are the online activiti® of a consumer over time and across

devices, websites, online applications, #d mobile applications, that do not

share common branding, or data generated profiling performed on such
data.

(57)(A) “Targeted advertising” means displa%ing or presenting an online

advertisement to a consumer or to a device identified b%a unique persistent

identifier, if the advertisement is selected based, in whole O&in part, on known

or predicted preferences, characteristics, behavior, or interests Msociated with

the consumer or a device identified by a unique persistent identific® “Targeted

advertising” includes displaying or presenting an online advertisement ¥or a

product or service based on the previous interaction of a consumer or a devige

CIC CU UY d U (JUCT PC C CIC C W U PDIOUUU U ClV C U d
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weBlgite or online service displaying or presenting the advertisement, and

market®e measurement related to such advertisements.

DA “Targeted advertising” does not include:

(1) Wrst-party advertising: or

(i) coMextual advertising.

(58) “Third part® means a person who collects personal data from

another person who is not the consumer to whom the data pertains and is not a

processor with respect to such ®ta. “Third party” does not include a person

who collects personal data from an®her entity if the entities are affiliates.

(59) “Trade secret” has the same¥neaning as in section 4601 of this title.

(60)(A) “Unique persistent identifie™ means a technologically created

identifier to the extent that such identifier is regonably linkable to a consumer

or a device that identifies or is linked or reasonablylinkable to one or more

consumers, including device identifiers, internet protoc®l addresses, cookies,

beacons, pixel tags, mobile ad identifiers or similar technoMgy customer

numbers, unique pseudonyms, user aliases, telephone numbers¥r other forms

of persistent or probabilistic identifiers that are linked or reasonablWlinkable to

one or more consumers or devices.

(B) “Unique persistent identifier” does not include an identifier

d 21ICU UY d CU U1IC U C DUIC PDUILpPUSC Ul EIVIIIEZ CILIC U C CAC C U
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pro¥essing of personal data or otherwise limiting the collection or processing

of pers@gal data.

61 ictim services organization” means a nonprofit organization that

1s established toWgrovide services to victims or witnesses of child abuse,

domestic violence, Myman trafficking, sexual assault, violent felony, or

stalking.

§ 2416. APPLICABILITY

(a) Except as provided in sub¥ection (b) of this section, this chapter applies

to a person who conducts business in%his State or a person who produces

products or services that are targeted to r&idents of this State and that during

the preceding calendar year:

(1) controlled or processed the personal daty of not fewer than 25.000

consumers, excluding personal data controlled or prodssed solely for the

purpose of completing a payment transaction; or

(2) controlled or processed the personal data of not few® than 12.500

consumers and derived more than 25 percent of the person’s gross%evenue

from the sale of personal data.

(b) Section 2425 of this chapter and the provisions of this chapter

PPy tO
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profucts or services that are targeted to residents of this State.

§ 241 7TREXEMPTIONS

(a)_Thisghapter does not apply to:

(1) a fedal, state, tribal, or local government entity in the ordinary

course of its operati®ig;

(2) protected heal¥h information under HIPAA;

(3) patient—identifyin®information, for purposes of 42 U.S.C.

§ 290DD-2;

(4)(1) information to the extentit is used for public health, communit

health, or population health activities and¥urposes, as authorized by HIPAA,

when provided by or to a covered entity or when provided by or to a business

associate in accordance with the business associat§agreement with a covered

entity;

(i1) information that is a health care record, aSihat term is defined

in 18 V.S.A. § 9419, if the information is held by an entity tha%is a covered

entity or business associate under HIPAA because it collects, uses. Wr discloses

protected health information;

(ii1) information that is de-identified in accordance with the
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HIMAA: and

(iv) personal information consistent with the human subject

protection réguirements of the U.S. Food and Drug Administration;

(5) infortMation used only for public health activities and purposes

described in 45 C.FR. § 164.512 (disclosure of protected health information

without authorization);

(6) information that idgntifies a consumer in connection with:

(A) activities that are stbiect to the Federal Policy for the Protection

of Human Subjects, codified as 45 C R. Part 46 (HHS protection of human

subjects) and in various other federal reg@lations;

(B) activities that are subject to the Wrotections provided in 21 C.EF.R.

Parts 50 (FDA clinical investigations protection o%human subjects) and

56 (FDA clinical investigations institutional review b&rds); or

(C) research conducted in accordance with the r&guirements set forth

in subdivisions (A) and (B) of this subdivision (a)(6) or otherMise in

accordance with applicable law;

(7) patient identifying information that is collected and processc&in

accordance with 42 C.F.R. Part 2 (confidentiality of substance use disorde
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patignt safety improvement in accordance with 42 C.F.R. § 3. established in

accordMce with 42 U.S.C. §§ 299b—21 through 299b—26;

(9) 1Wformation or documents created for the purposes of the Healthcare

Quality Improvgment Act of 1986, 42 U.S.C. § 11101-11152, and regulations

adopted to implem®&t that act;

(10) informatiomrocessed or maintained solely in connection with, and

for the purpose of, enablin®notice of an emergency to persons that an

individual specifies;

(11) any activity that involv® collecting, maintaining, disclosing

selling, communicating, or using inforfation for the purpose of evaluating a

consumer’s creditworthiness, credit standii¥g, credit capacity, character,

general reputation, personal characteristics, or Mode of living if done strictly

in accordance with the provisions of the Fair Credi®Reporting Act, 15 U.S.C.

§ 1681-1681x, as may be amended. by:

(A) a consumer reporting agency;

(B) a person who furnishes information to a consumeMgreporting

agency under 15 U.S.C. § 1681s-2 (responsibilities of furnishers of

information to consumer reporting agencies); or

(C)_a person who uses a consumer report as provided in 15 U.S.

\ VO 1Ud JC UIC PDUIL PUSC U U U C C PV
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acc@rdance with the following laws and regulations:

A) the Driver’s Privacy Protection Act of 1994, 18 U.S.C. § 2721—

(B) dawg that is subject to the Family Educational Rights and Privacy

Act,20U.S.C.§ 1 o. and regulations adopted to implement that act;

(C) data that iSNgubject to the Airline Deregulation Act, Pub. L. No.

95-504, only to the extent th% an air carrier collects information related to

prices, routes, or services, and oy to the extent that the provisions of the

Airline Deregulation Act preempt thichapter;

(D) data that is subject to the F#%m Credit Act, Pub. L. No. 92-181,

as may be amended; and

(E) data that is subject to federal policy %nder 21 U.S.C. § 830

(regulation of listed chemicals and certain machines);

(13) nonpublic personal information that is process®8] by a financial

institution subject to the Gramm-Leach-Bliley Act, Pub. L. NO§106-102, and

regulations adopted to implement that act;

(14) a state or federally chartered bank or credit union, or an affjate or

subsidiary that is principally engaged in financial activities, as described i
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ot than a person who. alone or in combination with another person

establiSkes and maintains a self-insurance program and who does not otherwise

engage in the business of entering into policies of insurance;

(16) a th%d-party administrator, as that term is defined in the Third

Party Administrato%Rule adopted pursuant to 18 V.S.A. § 9417;

(17) personal da® of a victim or witness of child abuse, domestic

violence, human traffickingy sexual assault, violent felony, or stalking that a
victim services organization co¥ects, processes, or maintains in the course of

its operation;

18) a nonprofit organization tha%is established to detect and prevent

fraudulent acts in connection with insuranc

(19) information that is processed for pulposes of compliance,

enrollment or degree verification, or research servi®gs by a nonprofit

organization that is established to provide enrollment d&a reporting services

on behalf of postsecondary schools as that term is defined M 16 V.S.A. § 176;

or

(20) noncommercial activity of:

(A) a publisher, editor, reporter, or other person who is connctged

with or employed by a newspaper, magazine, periodical, newsletter, pamph¥gt

CPUIL, Ul U C PDUU dllV 2 C1ICI d UldllOI1l,
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FeMgral Communications Commission;

C) a nonprofit organization that provides programming to radio or

television n&works: or

(D) a Mgess association or wire service.

(b) Controllers, Mgocessors, and consumer health data controllers that

comply with the verifiabbe parental consent requirements of COPPA shall be

deemed compliant with any &bligation to obtain parental consent pursuant to

this chapter.

§ 2418. CONSUMER PERSONAL RATA RIGHTS

(a) A consumer shall have the right td

(1) confirm whether a controller is pro®ssing the consumer’s personal

data and. if a controller is processing the consum®’s personal data. access the

personal data;

(2) know whether a consumer’s personal data is or Will be used in any

artificial intelligence system and for what purpose;

(3) obtain from a controller a list of third parties to which ti# controller

has disclosed the consumer’s personal data or, if the controller does no

maintain this information in a format specific to the consumer, a list of thi

Dd C U W C U ULIC d C UdCU PC Ulldl Udld,
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accunt the nature of the personal data and the purposes of the processing of

the comyumer’s personal data;

(5) dwlete personal data, including derived data, provided by, or

obtained about®he consumer unless retention of the personal data is required

by law;

(6) obtain a copWof the consumer’s personal data processed by the

controller in a portable and%to the extent technically feasible, readily usable

format that allows the consuméito transmit the data to another controller

without hindrance; and

(7)_opt out of the processing of grsonal data for purposes of:

(A) targeted advertising;

(B) the sale of personal data; or

C) profiling in furtherance of automatedNecisions that produce legal

or similarly significant effects concerning the consume

(b)(1) A consumer may exercise rights under this sectio® by submitting a

request to a controller using the method that the controller speciies in the

privacy notice under section 2419 of this title.

(2) A controller shall not require a consumer to create an accountfor the

purpose described in subdivision (1) of this subsection, but the controller
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beglf of the parent’s child or on behalf of a child for whom the guardian has

legal réponsibility. A guardian or conservator may exercise the rights under

this sectiorMn behalf of a consumer that is subject to a guardianship

conservatorshif or other protective arrangement.

4)(A) A comgumer may designate another person to act on the

consumer’s behalf as tMg consumer’s authorized agent for the purpose of

exercising the consumer’s Mghts under subdivision (a)(5) or (a)(7) of this

section.

(B) The consumer may d&ignate an authorized agent by means of an

internet link, browser setting, browser 8&tension, global device setting, or

other technology that enables the consumeMgo exercise the consumer’s rights

under subdivision (a)(5) or (a)(7) of this sectio

(¢) Except as otherwise provided in this chapte™a controller shall comply

with a request by a consumer to exercise the consumer Wehts authorized

pursuant to this chapter as follows:

(1)(A) A controller shall respond to the consumer withoti undue delay,

but not later than 45 days after receipt of the request.

(B) The controller may extend the response period by 45 addMonal

days when reasonably necessary, considering the complexity and number o¥

U U C CUUC . Y1UVIUCU C U U1IC U C U U Cl U
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ext@sion.

C) If the consumer appointed an agent, the controller shall interact

with the ag&gt throughout the process and, with the exclusion of a data access

request, not req®ire the consumer to be involved in the fulfillment of the

request.

(2) If a controllereclines to take action regarding the consumer’s

request, the controller shall Mgorm the consumer without undue delay, but not

later than 45 days after receipt oMghe request, of the justification for declining

to take action and instructions for hoW to appeal the decision.

(3)(A) Information provided in reSgonse to a consumer request shall be

provided by a controller, free of charge, once®ger consumer during any 12-

month period or after every time the controller m#kes material changes to its

personal data practices and policies.

B) If requests from a consumer are manifestly Mgfounded, excessive,

or repetitive, the controller may charge the consumer a reason®ble fee to cover

the administrative costs of complying with the request or decline t&act on the

request.

C) The controller bears the burden of demonstrating the manife
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unfunded, excessive, or repetitive, the controller shall inform the consumer

and shile the controller’s justification prior to disregarding the request or

charging th consumer a processing fee. That notice shall include instructions

for appealing tMe decision.

(4)(A) If a cntroller is unable to authenticate a request to exercise any

of the rights afforded ulder subdivisions (a)(1)—(6) of this section, the

controller shall not be requ¥ed to comply with a request to initiate an action

pursuant to this section and sha¥l provide notice to the consumer or the

consumer’s agent that the controllelis unable to authenticate the request to

exercise the right or rights until the corumer provides additional information

reasonably necessary to authenticate the colsumer and the consumer’s request

to exercise the right or rights.

(B) A controller shall not require authentMation to exercise an opt-

out request, but a controller may deny an opt-out requet if the controller has a

g00d faith, reasonable, and documented belief that the requ§st is fraudulent.

(C) If a controller denies an opt-out request because the controller

believes the request is fraudulent, the controller shall send a notice¥ the

person who made the request disclosing that the controller believes the%equest

1s fraudulent, why the controller believes the request is fraudulent, and that%he
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tha%notice.

(W A controller shall not condition the exercise of a right under this

section thr&ygh:

(A) tMe use of any false, fictitious, fraudulent, or materially

misleading statemelt or representation; or

(B) the empldkment of any dark pattern.

(d) A controller shall efdablish a process by means of which a consumer

may appeal the controller’s ret®gal to take action on a request under

subsection (b) of this section. The%ontroller’s process shall:

(1) Allow a reasonable period oM¢ime after the consumer receives the

controller’s refusal within which to appeal’

(2) Be conspicuously available to the coMgumer.

3) Be similar to the manner in which a con er must submit a request

under subsection (b) of this section.

(4) Require the controller to approve or deny the appgal within 45 days

after the date on which the controller received the appeal and tOnotify the

consumer in writing of the controller’s decision and the reasons for%he

decision. If the controller denies the appeal, the notice must provide oMgpecify

information that enables the consumer to contact the Attorney General to
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revial a trade secret.

(f) Mg response to a consumer request under subdivision (a)(1) of this

section, a troller shall not disclose the following information about a

consumer, but $gall instead inform the consumer with sufficient particularity

that the controller Mgs collected that type of information:

(1) Social Securfy number;

(2) _driver’s license tymber or other government-issued identification

number;
3) financial account numbe

(4) health insurance account number or medical identification number;

(5) account password, security quest¥gns, or answers; or

(6) biometric data.

(2)(1) A controller may use the following types%f information to display a

contextual advertisement:

(A) technical specifications as are necessary for tle ad to be

delivered and displayed properly on a given device;

B) a consumer’s immediate presence in a geographic arcwith a
radius not smaller than 10 miles, or an area reasonably estimated to inclgde
online activity from at least 5,000 users, but not including precise geolocat

Udld, dllU
—_— ey =
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broyser settings, or user settings.

(W A controller using information pursuant to subdivision (1) of this

subsection W display a contextual advertisement shall not use that information

to make infereMges about a consumer, profile a consumer, or for any other

purpose, and the cOltroller shall not prohibit a consumer from using technical

means to obfuscate or &gange a consumer’s physical location to specify a

language preference.

§ 2419. DUTIES OF CONTRQLLERS

(a) A controller shall;

1) limit the collection and proc&sing of personal data to what is

reasonably necessary and proportionate to Mgovide or maintain:

(A) a specific product or service requlsted by the consumer to whom

the data pertains; and

B) a communication, that is not an advertiseMent. by the controller

to the consumer that is reasonably anticipated within the cOtext of the

relationship between the controller and the consumer;

2) establish, implement, and maintain reasonable administr¥éve

technical, and physical data security practices to protect the confidentid¥it

integrity, and accessibility of personal data appropriate to the volume and

dlUlC U C PCIdUlIdI Udld d LT, LU 2 U DU 2 U PDC1SUlIdI UdLld
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wh& the data is required to be deleted by law or is no longer necessary for the

purposSfor which the data was collected or processed; and

3) pMvide an effective mechanism for a consumer to withdraw consent

provided pursudWt to this chapter that is at least as easy as the mechanism by

which the consumer®rovided the consent.

(b)(1) A controller tfgt offers any online service, product, or feature to a

consumer whom the controlMg knows is a minor shall:

(A) use reasonable cardo avoid any heightened risk of harm to

minors caused by processing of persdgal data in the course of providing the

online service, product, or feature;

B) provide to the minor a conspicul§us signal indicating that the
controller is collecting the minor’s precise geoloc&ion data and make the

signal available to the minor for the entire duration of%he collection of the

minor’s precise geolocation data; and

C) not process the personal data of a minor for the rposes of

targeted advertising or sell the personal data of a minor.

(2) For purposes of this subsection, ‘“knows” means a controller'%new or

should have known the consumer is a minor, including based on:

- U dllV U1IC CU dUUU C dZC U C U U Cl, U
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int®&red, derived, attributed to. or associated with the consumer for any

purpos® including marketing, advertising, or product development.

3 othing in this chapter shall be construed to require:

(A) tMe affirmative collection of any personal data with respect to the

age of users that a &ntroller is not already collecting in the normal course of

business; or

(B) a controller tOymplement an age gating or age verification

functionality.

(c) A controller shall not:

(1) process sensitive data concering a consumer except when the

processing is strictly necessary to provide Jgmaintain a specific product or

service requested by the consumer to whom th&sensitive data pertains;

(2) sell sensitive data;

3) discriminate or retaliate against a consumer Who exercises a right

provided to the consumer under this chapter or refuses to c8asent to the

processing of personal data for a separate product or service, imfgluding by:

(A) denying goods or services;

(B) charging different prices or rates for goods or services; o

(C) providing a different level of quality or selection of goods or
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prowibit unlawful discrimination; or

(W(A) except as provided in subdivision (B) of this subdivision (5),

process a casumer’s personal data in a manner that discriminates against

individuals or Jherwise makes unavailable the equal enjoyment of goods or

services on the basM of an individual’s actual or perceived race, color, sex,

sexual orientation or geMader identity, physical or mental disability, religion,

ancestry, or national origin$

(B) subdivision (A) o%this subdivision (5) shall not apply to:

(1) a private establishn¥gnt. as that term is used in 42 U.S.C.

§ 2000a(e) (prohibition against discrim¥gation or segregation in places of

public accommodation);

(i1) processing for the purpose of #Mgontroller’s or processor’s self-

testing to prevent or mitigate unlawful discriminati®§n or otherwise to ensure

compliance with State or federal law: or

(ii1) processing for the purpose of diversifying®n applicant,

participant, or consumer pool.

(d) Subsections (a)—(c) of this section shall not be construed to:

(1) require a controller to provide a good or service that require

personal data from a consumer that the controller does not collect or maint®n:
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quMity, or selection of goods or services to a consumer, including an offer for

no fee M charge, in connection with a consumer’s participation, with consent,

in a financi®k incentive program. such as a bona fide loyalty, rewards, premium

features, discouM, or club card program, provided that the controller may not

transfer personal dat§ to a third party as part of the program unless:

(A) the transfelis necessary to enable the third party to provide a

benefit to which the consum® is entitled; and

(B)(1) the terms of the Mgogram clearly disclose that personal data

will be transferred to the third party & to a category of third parties of which

the third party belongs; and

(i1) the third party uses the persoMgl data only for purposes of

facilitating a benefit to which the consumer is entM¥led and does not process or

transfer the personal data for any other purpose.

(e) The sale of personal data shall not be considered filMgctionally necessary

to provide a financial incentive program. A controller shall n®use financial

incentive practices that are unjust, unreasonable, coercive, or usurl§us in

nature.

(D(1) A controller shall provide to consumers a reasonably accessible,




10

11

12

13

14

15

16

17

18

19

20

BILL AS INTRODUCED AND PASSED BY SENATE AND HOUSE  S.71
2025 Page 37 of 122

sen¥itive data, that the controller processes with a clear description of what

data ea®} category includes;

BW.describes the controller’s purposes for processing each category

of personal datd%he controller processes in a way that gives consumers a

meaningful understding of how each category of their personal data will be

used;

(C) describes how #&consumer may exercise the consumer’s rights

under this chapter, including howka consumer may appeal a controller’s denial

of a consumer’s request under sectioM2418 of this title;

(D) lists all categories of persorl data. including the categories of

sensitive data. that the controller sells or shar8 with third parties:

(E) describes all categories of third partMgs with which the controller

sells or shares personal data at a level of detail that en®bles the consumer to

understand what type of entity each third party is and, to the extent possible,

how each third party may process personal data;

(F) describes the length of time the controller intends to Mgtain each

category of personal data or, if it is not possible to identify the length J&time,

the criteria used to determine the length of time the controller intends to refgin
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corumer can contact the controller that the controller actively monitors;

(H) identifies the controller, including any business name under

which the Mntroller registered with the Secretary of State and any assumed

business name Wat the controller uses in this State;

I) descriBgs any collection, processing, selling, or sharing of

personal data for trainiMg or use of artificial intelligence systems, if applicable:

(J) provides a cle® and conspicuous description of any processing of

personal data in which the conf¥ller engages for the purposes of targeted

advertising, sale of personal data tOé¢hird parties, or profiling the consumer in

furtherance of decisions that produce 18al or similarly significant effects

concerning the consumer, and a procedure % which the consumer may opt out

of this type of processing; and

(K) describes the method or methods the &ntroller has established

for a consumer to submit a request under subdivision 8(b)(1) of this title.

(2) The privacy notice shall adhere to the accessibilik and usability

guidelines recommended under 42 U.S.C. chapter 126 (the AmWicans with

Disabilities Act) and 29 U.S.C. § 794d (section 508 of the RehabilMgtion Act

of 1973). including ensuring readability for individuals with disabilitiecacross

various screen resolutions and devices and employing design practices that
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priYacy notice or practices, the controller must notify consumers affected by

the ma®rial change with respect to any prospectively collected personal data

and provid&a reasonable opportunity for consumers to withdraw consent to

any further ma®grially different transfer of previously collected personal data

under the changed Wolicy. The controller shall take all reasonable electronic

measures to provide noWfication regarding material changes to affected

consumers, taking into acc@unt available technology and the nature of the

relationship.

(4) A controller is not requir8d to provide a separate Vermont-specific

privacy notice or section of a privacy n&tice if the controller’s general privacy

notice contains all the information required¥y this subsection.

(5) The privacy notice must be posted ofine through a conspicuous

hyperlink using the word “privacy” or “surveillanc®” or both words if

applicable, on the controller’s website home page or ora mobile application’s

app store page or download page. A controller that mainta¥gs an application

on a mobile or other device shall also include a hyperlink to th&privacy notice
in the application’s settings menu or in a similarly conspicuous andgccessible
location. A controller that does not operate a website shall make the pfyac

notice conspicuously available to consumers through a medium regularly u8d
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subMitting a consumer’s request to a controller must:

b take into account the ways in which consumers normally interact

with the con®oller, the need for security and reliability in communications

related to the req@est, and the controller’s ability to authenticate the identity of

the consumer that md¥%es the request;

(2) provide a clear %ud conspicuous link to a website where the

consumer or an authorized agdgt may opt out from a controller’s processing of

the consumer’s personal data purstnt to subdivision 2418(a)(7) of this title or,

solely if the controller does not have a @gpacity needed for linking to a web

page, provide another method the consumeMgan use to opt out, which may

include an internet hyperlink clearly labeled “Y®ur Opt-Out Rights” or “Your

Privacy Rights” that directly effectuates the opt-out Mgquest or takes consumers

to a web page where the consumer can make the opt-out ¥quest; and

(3) allow a consumer or authorized agent to send a sighgl to the

controller that indicates the consumer’s preference to opt out of ti sale of

personal data or targeted advertising pursuant to subdivision 2418(a)(Mof this

title by means of a platform, technology, or mechanism that:
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corumer has made a legitimate request pursuant to subsection 2418(b) of this

title to @pt out pursuant to subdivision 2418(a)(7) of this title; and

11) for purposes of subdivision (i) of this subdivision (B), use of

an internet profcol address to estimate the consumer’s location may be

considered sufficieMg to accurately determine residency.

(h) If a consumer odauthorized agent uses a method under subdivision

(D(1)(J) of this section to Ot out of a controller’s processing of the

consumer’s personal data purstnt to subdivision 2418(a)(7) of this title and

the decision conflicts with a consuer’s existing controller-specific privacy

setting or voluntary participation in a b&na fide reward. club card, or loyalty

program or a program that provides premitd features or discounts, the

controller shall comply with the consumer’s op%out preference signal but ma

notify the consumer of the conflict and provide to ¢ consumer the choice to

confirm the controller-specific privacy setting or partication in the program.

§ 2420. DUTIES OF PROCESSORS

(a) A processor shall adhere to a controller’s instructions ar shall assist

the controller in meeting the controller’s obligations under this chafer. In

assisting the controller, the processor must:

(1) enable the controller to respond to requests from consumers purstant
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theNpformation available to the processor; and

B) use appropriate technical and organizational measures to the

extent reasO®ably practicable;

(2) adoptWdministrative, technical, and physical safeguards that are

reasonably designed%o protect the security and confidentiality of the personal

data the processor proce$es, taking into account how the processor processes

the personal data and the inf8mation available to the processor; and

(3) provide information ré%sonably necessary for the controller to

conduct and document data protectiodassessments.

(b) Processing by a processor must bgoverned by a contract between the

controller and the processor. The contract mtlt:

(1) be valid and binding on both parties;

(2)_set forth clear instructions for processing dd¥g. the nature and

purpose of the processing, the type of data that is subject & processing,

limitations, and the duration of the processing;

(3) specify the rights and obligations of both parties with reSgect to the

subject matter of the contract;

(4) ensure that each person that processes personal data is subject to

UULY U U CIC dl Y W COPC U C PC Ulldl Udld,
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per¥pnal data to the controller at the controller’s direction or at the end of the

provisi®g of services, unless a law requires the processor to retain the personal

data;

(6) requirg the processor to make available to the controller, at the

controller’s request.Wll information the controller needs to verify that the

processor has complied With all obligations the processor has under this

chapter;

(7) require the processor t8enter into a subcontract with a person the

processor engages to assist with proc@ssing personal data on the controller’s

behalf and in the subcontract require the Sabcontractor to meet the processor’s

obligations concerning personal data;

(8)(A) allow the controller, the controller’s¥gdesignee, or a qualified and

independent person the processor engages. in accordaMge with an appropriate

and accepted control standard, framework, or procedure, f&assess the

processor’s policies and technical and organizational measuresqor complying

with the processor’s obligations under this chapter;

(B) require the processor to cooperate with the assessment; afigd

(C)_at the controller’s request, report the results of the assessmen#to
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thegontroller with personal data that the processor:

A) receives from or on behalf of another controller or person; or

B%.collects directly from an individual; and

(10) requ¥e the processor to adhere to equivalent or greater de-

identification standd¥ds.

(¢) This section doesWgot relieve a controller or processor from any liability

that accrues under this chapt® as a result of the controller’s or processor’s

actions in processing personal dd¥g.

d)(1) For purposes of determinirg obligations under this chapter, a person

1s a controller with respect to processing #set of personal data and is subject to

an action under section 2424 of this title to ptaish a violation of this chapter, if

the person:

(A) does not adhere to a controller’s instructns to process the

personal data; or

B) begins at any point to determine the purposes an®means for

processing the personal data, alone or in concert with another pers&g.

2) A determination under this subsection is a fact-based determ¥gation

that must take account of the context in which a set of personal data is
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a specific processing of personal data remains a processor.

§ 2421 DATA PROTECTION ASSESSMENTS FOR PROCESSING

AQTIVITIES THAT PRESENT A HEIGHTENED RISK OF HARM

TO AAONSUMER

(a) A controlle™ghall conduct and document a data protection assessment

for each of the controll8’s processing activities that presents a heightened risk

of harm to a consumer, whih, for the purposes of this section, includes:

(1) the processing of per¥onal data for the purposes of targeted

(2)_the sale of personal data;

(3) the processing of personal data {8 the purposes of profiling, where

the profiling presents a reasonably foreseeable Wsk of:

(A) unfair or deceptive treatment of, or uMlawful disparate impact on,

ConsSumers,;

B) financial, physical, or reputational injury to c8sumers;

(C) a physical or other intrusion upon the solitude or $gclusion, or the

private affairs or concerns, of consumers, where the intrusion woul®be

offensive to a reasonable person; or

(D) other substantial injury to consumers; and
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thiSgection shall:

A) identify the categories of personal data processed, the purposes

for processig the personal data, and whether the personal data is being

transferred to th%d parties; and

(B) identitand weigh the benefits that may flow, directly and

indirectly, from the procssing to the controller, the consumer, other

stakeholders, and the public %gainst the potential risks to the consumer

associated with the processing, a%mitigated by safeguards that can be

employed by the controller to reduce%he risks.

(2) The controller shall factor intogny data protection assessment the

use of de-identified data and the reasonable eXpectations of consumers, as well

as the context of the processing and the relationsIfp between the controller and

the consumer whose personal data will be processed.

(c)(1) The Attorney General may require that a controMer disclose any data

protection assessment that is relevant to an investigation cond®gted by the

Attorney General pursuant to section 2424 of this title, and the corgoller shall

make the data protection assessment available to the Attorney General!

(2) _The Attorney General may evaluate the data protection assessmel
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excmapt from disclosure and copying under the Public Records Act.

A To the extent any information contained in a data protection

assessment Sisclosed to the Attorney General includes information subject to

attorney-client pgivilege or work product protection, the disclosure shall not

constitute a waiver 0 the privilege or protection.

d) A single data pro%gction assessment may address a comparable set of

processing operations that pf§sent a similar heightened risk of harm.

(e) If a controller conducts a#ata protection assessment for the purpose of

complying with another applicable 1% or regulation, the data protection

assessment shall be deemed to satistfy thegequirements established in this

section if the data protection assessment is re3gonably similar in scope and

effect to the data protection assessment that woul®otherwise be conducted

pursuant to this section.

() A controller shall update the data protection assessient as often as

appropriate considering the type, amount, and sensitivity of pdksonal data

collected or processed and level of risk presented by the processin®throughout

the processing activity’s lifecycle in order to:

(1) _monitor for harm caused by the processing and adjust safeguard.
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comgoller makes new decisions with respect to the processing.

(2) A controller shall retain for at least three years all data protection

assessmentsighe controller conducts under this section.

§ 2422. DE-IDENTIFIED DATA

(a) A controller W possession of de-identified data shall:

(1) take reasonabMymeasures to ensure that the data cannot be used to

reidentify an identified or id&tifiable individual or be associated with an

individual or device that identifi® or is linked or reasonably linkable to an

individual or household;

2) publicly commit to maintainin®and using de-identified data without

attempting to reidentify the data; and

(3) contractually obligate any recipients of %he de-identified data to

comply with the provisions of this chapter.

(b) This section does not prohibit a controller from att&npting to reidentify

de-identified data solely for the purpose of testing the controll®%’s methods for

de-identifying data.

(¢) _This chapter shall not be construed to require a controller or prdgessor
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acCl¥ss any data or technology, in order to associate a consumer with personal

data in &der to authenticate the consumer’s request under subsection 2418(b)

of this titledgr

(3) compW with an authenticated consumer rights request if the

controller:

(A) is not reas®gably capable of associating the request with the

personal data or it would be Wnreasonably burdensome for the controller to

associate the request with the peMonal data; and

(B) does not use the person#¥l data to recognize or respond to the

specific consumer who is the subject of tMg personal data or associate the

personal data with other personal data about e same specific consumer.

(d) A controller that discloses or transfers de-Mlentified data shall exercise

reasonable oversight to monitor compliance with any $ontractual commitments

to which the de-identified data is subject and shall take apMgopriate steps to

address any breaches of those contractual commitments.

§ 2423. CONSTRUCTION OF DUTIES OF CONTROLLERS AND

PROCESSORS

(a) This chapter shall not be construed to restrict a controller’s,




10

11

12

13

14

15

16

17

18

19

20

21

BILL AS INTRODUCED AND PASSED BY SENATE AND HOUSE  S.71
2025 Page 50 of 122

regW@lations, except as prohibited by 1 V.S.A. § 150;

(W comply with a civil, criminal, or regulatory inquiry, investigation,

subpoena, 8 summons by federal, state, municipal, or other governmental
authorities;
3) cooperat&with law enforcement agencies concerning conduct or

activity that the controMer, processor, or consumer health data controller

reasonably and in good fai believes may violate federal, state, or municipal

laws, ordinances, or regulation!

(4) carry out obligations und%r a contract under subsection 2420(b) of

this title for a federal or State agency oMlocal unit of government;

(5) investigate, establish, exercise, pgpare for, or defend legal claims;

(6) provide a product or service specificly requested by the consumer

to whom the personal data pertains consistent with%ection 2419 of this title;

(7)_perform under a contract to which a consumd® is a party, including

fulfilling the terms of a written warranty;

(8) take steps at the request of a consumer prior to enterfie into a

contract;
9) take immediate steps to protect an interest that is essential folghe

life or physical safety of the consumer or another individual, and where the¢

DIOCCSSTITE CAITIOL DC HIdHITOSUY Ddded O dITOUICT ICg Al Ud
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phWical security incident, including an intrusion or trespass, medical alert, or

fire alaMp;

(11) Mevent, detect, protect against, or respond to identity theft, fraud,

harassment, maMgious or deceptive activity, or any criminal activity targeted at

or involving the com§goller or processor or its services, preserve the integrity or

security of systems, or ifestigate, report, or prosecute those responsible for

the action;

(12) assist another contro®r, processor, consumer health data

controller, or third party with any of We obligations under this chapter:

(13) process personal data for reas@ns of public interest in the area of

public health, community health, or populati®g health, but solely to the extent

that the processing is:

(A) subject to suitable and specific measuref¢o safeguard the rights

of the consumer whose personal data is being processed; #d

(B) under the responsibility of a professional subject™o

confidentiality obligations under federal, state. or local law;

(14) effectuate a product recall; or

(15) process personal data previously collected in accordance with tMg

AP LC U d C PC Ulldl Udld UCCU C LUC-1UC CU Udld, LU 2 LU,
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A and W torea aco L 4o dovalosn oo oo aon

pro®ucts, services, or technology:

B) identify and repair technical errors that impair existing or

intended fuMgtionality:

(C) peworm internal operations that are reasonably aligned with the

expectations of the gnsumer or reasonably anticipated based on the

consumer’s existing rela%onship with the controller, or are otherwise

compatible with processing &ta in furtherance of the provision of a product or

service specifically requested by consumer or the performance of a contract

to which the consumer is a party; or

(D) conduct a public or peer-reWewed scientific, historical, or

statistical research project that is in the publiGnterest and adheres to all

relevant laws and regulations governing such reséfch, including regulations

for the protection of human subjects.

(b)(1) The obligations imposed on controllers, process@rs, or consumer

health data controllers under this chapter shall not apply wher&compliance by

the controller, processor, or consumer health data controller with tMgs chapter

would violate an evidentiary privilege under the laws of this State.

(2)_This chapter shall not be construed to prevent a controller, proceSgor.

O CULISUIIICT T1Cd Oeitd COMUOIICT TTOTIT PIOVIUITE PCISOIId] Udtd COLCCIIIE d
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Sta¥g as part of a privileged communication.

A Nothing in this chapter modifies 2020 Acts and Resolves No. 166,

Sec. 14 or dgthorizes the use of facial recognition technology by law

enforcement.

(c)(1) A controlNy. processor, or consumer health data controller that

discloses personal data t&a processor or third-party controller pursuant to this

chapter shall not be deemed W have violated this chapter if the processor or

third-party controller that receiv® and processes the personal data violates this

chapter, provided that at the time theMlisclosing controller, processor, or

consumer health data controller disclosedhe personal data, the disclosing

controller, processor, or consumer health datd%gontroller did not have actual

knowledge that the receiving processor or third-p%ty controller would violate

this chapter.

(2) A third-party controller or processor receiving prsonal data from a

controller, processor, or consumer health data controller in coMpliance with

this chapter is not in violation of this chapter for the transgressionS¥f the

controller, processor, or consumer health data controller from which thtthird-

party controller or processor receives the personal data.
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dat&controller that adversely affects the rights or freedoms of any person,

includifg the rights of any person:

A\ to freedom of speech or freedom of the press guaranteed in the

First Amendmdgt to the U.S. Constitution; or

(B) undet§l2 V.S.A. § 1615;

(2) apply to anyWerson’s processing of personal data in the course of

the person’s solely persona%or household activities:

(3) require an independeit school as defined in 16 V.S.A. § 11(a)(8) or a

private institution of higher educatMyn, as defined in 20 U.S.C. § 1001 et seq.,

to delete personal data or opt out of prdgessing of personal data that would

unreasonably interfere with the provision o%education services by or the

ordinary operation of the school or institution;

(4) require, for employee data, deletion of p&sonal data that would

unreasonably interfere with the ordinary business operd4ions of the controller

or unreasonably adversely affect the rights of another empl&yee. including

under this chapter or pursuant to the protections set forth in 21 % S.A

chapter 5: or

5) require, for processors acting on the behalf of a federal, Statdytribal

or local government entity, deletion of personal data or opt out of the

D1IOUCC 2 Ul PCOISUlId]L Udld dl WOUIU Ullicadsolliduly CLICIC W
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(e) Personal data processed by a controller or consumer health data

controller Prsuant to this section may be processed to the extent that the

processing is:

(A)(1) rea%onably necessary and proportionate to the purposes listed

in this section; or

(i1) in the case%f sensitive data, strictly necessary to the purposes

listed in this section;

(B) adequate, relevant, ar limited to what is necessary in relation to

the specific purposes listed in this secti®: and

(C) compliant with the antidiscrirination provisions set forth in

subdivision 2419(c)(5) of this title.

(2)(A) Personal data collected. used, or retaibed pursuant to subsection

b) of this section shall, where applicable, take into accqunt the nature and

purpose or purposes of the collection, use, or retention.

(B) Personal data collected, used, or retained pursuan#o subsection

b) of this section shall be subject to reasonable administrative, tecMgical, and

physical measures to protect the confidentiality, integrity, and accessibiity of

the personal data and to reduce reasonably foreseeable risks of harm to

U ULLIC Cld 2 LU C CUILIC Ull, USC., U CLC Ull U1 PCISUIIdI Udld.
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dat%pursuant to an exemption in this section, the controller or consumer health

data comtroller bears the burden of demonstrating that the processing qualifies

for the exeMyption and complies with the requirements in subsection (e) of this

section.

(2)_This chapte@shall not be construed to require a controller, processor, or

consumer health data c@troller to implement an age-verification or age-gating

system or otherwise affirm&ively collect the age of consumers.

§ 2424. ENFORCEMENT; AINORNEY GENERAL’S POWERS

(a) A person who violates this 8apter or rules adopted pursuant to this

chapter commits an unfair and deceptivg act in commerce in violation of

section 2453 of this title, and the Attorney Weneral shall have exclusive

authority to enforce such violations except as p¥gvided in subsection (d) of this

section.

(b) _The Attorney General has the same authority todopt rules to

implement the provisions of this section and to conduct civik investigations,

enter into assurances of discontinuance, bring civil actions, and$ake other

enforcement actions as provided under chapter 63, subchapter 1 of Wis title.

c)(1) If the Attorney General determines that a violation of this ch®gter or

rules adopted pursuant to this chapter may be cured, the Attorney General
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datdcontroller alleged to have violated this chapter or rules adopted pursuant

to this gapter.
2 e Attorney General may, in determining whether to grant a

controller, proc®sor, or consumer health data controller the opportunity to

cure an alleged viol®ion described in subdivision (1) of this subsection,

(A) the number of Wolations:

(B) the size and compl&ity of the controller, processor, or consumer

health data controller;

(C) the nature and extent of the%gontroller’s, processor’s, or

consumer health data controller’s processing &tivities;

(D) the substantial likelihood of injury t&the public;

(E) the safety of persons or property;

(F) whether the alleged violation was likely causgd by human or

technical error; and

(G) the sensitivity of the data.

(d)(1) The private right of action available to a consumer for violat¥gns of

this chapter or rules adopted pursuant to this chapter shall be exclusively a8

PDIOUVIUCU UILIUC LLUDSC SJIN
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sub¥ection (d), a consumer who is harmed by a data broker’s or large data

holder’Sviolation of subsection 2419(c) of this title or section 2425 of this title

may bring d% action under subsection 2461(b) of this title in Superior Court

for:
1) the geater of $5,000.00 or actual damages;

(i1) injuncti¥ge relief:

(ii1) punitive daMgages, in the case of an intentional violation;

(iv) reasonable costMand attorney’s fees: and

(v) any other relief the c&urt deems proper.

(B) No action may be taken un®r subsection 2461(b) of this title:

(1) for a violation of any provisiof of this chapter or rules adopted

pursuant to this chapter other than what is specifi®glly permitted in subdivision

(A) of this subdivision (2); or

(i1) against a controller that is registered in th&State and that

earned less than $25 million in revenue in the previous calend¥ year.
3) At least 65 days prior to the filing of any action pursuan®to

subdivision (2)(A) of this subsection, the consumer shall:

(A) only once notify the Attorney General of the alleged harm in

O AT THATTTICT PIC OCU Uy TIC ATOITICY JCTICTdl, W d s
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all®&ed violation and the harm suffered; and

(B) mail to the alleged violator a written demand letter that identifies

the consu and reasonably describes the alleged violation and the harm

suffered, unles$ihe alleged violator does not maintain a place of business in

Vermont or does n&keep assets in Vermont.

(4) Within 65 da%s after receiving the notice required by subdivision

(3)(A) of this subsection, tfg Attorney General shall review the alleged harm

to determine whether the claim%s frivolous or nonfrivolous.

(A) If the Attorney GeneMal determines that the claim is frivolous

the Attorney General shall notify the c®gsumer in writing, and the consumer is

prohibited from proceeding with an action Wnder subsection 2461(b) of this

title for the alleged harm.

B) If the Attorney General determines th¥ the claim is nonfrivolous

or does not issue a determination within 65 days after ré¢eiving notice, the

consumer may proceed with an action pursuant to subdivisMn (2)(A) of this

subsection (d).

(e) Annually, on or before February 1, the Attorney General sh#l submit a

report to the General Assembly disclosing:

(1) the number of notices of violation the Attorney General has issudy;
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peripd;

A the number of actions brought under subsection (d) of this section;

(5) tfe proportion of actions brought under subsection (d) of this section

that proceed to Myal;

(6) the data b¥gkers or large data holders most frequently sued under

subsection (d) of this se®&on; and

(7)_any other matter tfg Attorney General deems relevant for the

purposes of the report.

§ 2425. CONFIDENTIALITY OF GONSUMER HEALTH DATA

Except as provided in subsections 24 1%(a) and (b) of this title and section

2423 of this title, no person shall:

(1) provide any employee or contractor with access to consumer health

data unless the employee or contractor is subject to a 8ntractual or statutory

duty of confidentiality:

(2) provide any processor with access to consumer healMg data unless the

person and processor comply with section 2420 of this title; or

(3) use a geofence to establish a virtual boundary that is within W850

feet of any health care facility, including any mental health facility or

Y, 101 UIC PUTPOSC OL TUCIHIUTY Y, TACRIITY
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comumer’s consumer health data.

Sec. 2. RUBLIC EDUCATION AND OUTREACH; ATTORNEY GENERAL
STORY

(a) The Attorey General shall implement a comprehensive public

education, outreach, Md assistance program for controllers and processors as

those terms are defined inf%Q V.S.A. § 2415. The program shall focus on:

(1) the requirements an®&obligations of controllers and processors under

the Vermont Data Privacy and OnlWge Surveillance Act;

(2) data protection assessments tgder 9 V.S.A. § 2421;

3) enhanced protections that apply t&children, minors, sensitive data

or consumer health data as those terms are defirf§d in 9 V.S.A. § 2415;

(4) a controller’s obligations to law enforcem®at agencies and the

Attorney General’s office;

(5) methods for conducting data inventories; and

(6) any other matters the Attorney General deems appropridée.

(b) The Attorney General shall provide guidance to controllers for

establishing data privacy notices and opt-out mechanisms, which may be ifhe
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edgation, outreach, and assistance program for consumers as that term is

definedin 9 V.S.A. § 2415. The program shall focus on:

(1) the rights afforded consumers under the Vermont Data Privacy and

Online SurveilMnce Act, including:

(A) the hods available for exercising data privacy rights; and

B) the opt-o mechanism available to consumers;

(2) the obligations c@atrollers have to consumers;

(3) different treatment oMchildren, minors, and other consumers under

the Act. including the different con%nt mechanisms in place for children and

other consumers;

(4) understanding a privacy notice pMgvided under the Act;

5) the different enforcement mechanisnig available under the Act,

including the consumer’s private right of action; a

(6) any other matters the Attorney General deenappropriate.

(d) The Attorney General shall cooperate with states with comparable data

privacy regimes to develop any outreach, assistance, and educa%on programs

where appropriate.

(e)_The Attorney General may have the assistance of the Vermont ' w and

Graduate School in developing education, outreach, and assistance progra
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eft®8tiveness of the implementation of the Act and submit a report to the

House Wommittees on Commerce and Economic Development and on Energy

and Digitalnfrastructure and the Senate Committees on Economic

Development, Bousing and General Affairs and on Institutions with its

findings and reconMgendations, including any proposed draft legislation to

address issues that hav&arisen since implementation.

Sec. 3. 9 V.S.A. § 2416(a)% amended to read:

(a) Except as provided in stfgsection (b) of this section, this chapter applies
to a person that conducts business M this State or a person that produces
products or services that are targeted tofgesidents of this State and that during
the preceding calendar year:

(1) controlled or processed the personal ®ata of not fewer than 25;000
12,500 consumers, excluding personal data control®gd or processed solely for
the purpose of completing a payment transaction; or

(2) controlled or processed the personal data of not f§ver than 42;500
6.250 consumers and derived more than 25 20 percent of the p&son’s gross
revenue from the sale of personal data.

Sec. 4. 9 V.S.A. § 2416(a) is amended to read:
(a) Except as provided in subsection (b) of this section, this chapter app¥es
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the Pgeceding calendar year:

(1)%¢ontrolled or processed the personal data of not fewer than 42,500
6.250 consuni¥gs, excluding personal data controlled or processed solely for
the purpose of contleting a payment transaction; or

(2) controlled or Mgocessed the personal data of not fewer than 6,250
3.125 consumers and derivedéore than 20 percent of the person’s gross
revenue from the sale of personal ¥ata.

Sec. 5. EFFECTIVE DATES

(a) This section and Sec. 2 (public educMon and outreach) shall take effect

on July 1. 2025.

b) Sec. 1 (Vermont Data Privacy and Online Surv§illance Act) shall take

effect on July 1. 2026.

¢) Sec. 3 (Vermont Data Privacy Online Surveillance Act nfgdle

applicability threshold) shall take effect on July 1, 2027.

(d) Sec. 4 (Vermont Data Privacy Online Surveillance Act low

R 614. VERMONT DATA PRIVACY ACT
¢ 2415. DEFINITIONS

As used in this chapter:

(1)

“Abortion” means terminating a pregnancy for an
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another legal entity or controls, is controlled by, or is under common
comol with another legal entity.

(B) As used in subdivision (A) of this subdivision (2), “control” or
“controMed”’ means.

i) ownership of, or the power to vote, more than 50 percent of the
outstanding Rares of any class of voting security of a company:

(ii) Q¢ontrol in any manner over the election of a majority of the
directors or of inMiduals exercising similar functions; or

(iii) e power to exercise controlling influence over the
management of a comagny.

(3) “AuthenticateYmeans to use reasonable means to determine that a
request to exercise any of Ye rights afforded under subdivisions 2418(a)(1)—
(4) of this title is being mad®pv, or on behalf of. the consumer who is entitled
to exercise the consumer rightNith respect to the personal data at issue.

(4)(4) “Biometric data” Mgans personal data generated by automatic
measurements of an_individual’s uMgue biological patterns or characteristics
that are used to identifv a specific indidual.

(B) “Biometric data’ does noMclude.

(i) a digital or physical photoXgph:

(ii) an audio or video recording; X

(iii) _any data generated from a digMgl or physical photograph, or
an_audio or video recording, unless such datdWs generated to identify a
specific individual.

(5) “Business associate”’ has the same meaning & in HIPAA.

(6) “Child” has the same meaning as in COPPA.

(7)(4) “Consent’ means a clear affirmative act sienifgng a consumer’s
freely given, specific, informed, and unambiguous agreem™t to allow the
processing of personal data relating to the consumer.

(B)  “Consent” may include a written statement, iMgluding by
electronic means, or any other unambiguous affirmative action.

(C) “Consent’ does not include:

(i) _acceptance of a general or broad terms of use or siMlar
document that contains descriptions of personal data processing along
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coygtent; or

(iii) agreement obtained through the use of dark patterns.

(M (A) “Consumer”’ means an individual who is a resident of the State.

D

b “Consumer” does not include an individual acting in a
commercialNgr employment context or as an employee, owner, director. officer,
or_contractor®f a company, partnership, sole proprietorship, nonprofit, or
government ag®gcy whose communications or transactions with the controller
occur solely witMg the context of that individual’s role with the company,
partnership, sole piprietorship, nonprofit, or government agency.

(9) “Consumer$gealth data’ means any personal data that a controller
uses to identify a consuiMgr’s physical or mental health condition or diagnosis,
including gender-affirmin®&health data and reproductive or sexual health data.

(10) “Consumer hedh data controller” means any controller that,
alone or jointly with others, d&ermines the purpose and means of processing
consumer health data.

(11) “Controller” means aSerson who, alone or jointly with others,
determines the purpose and means of Wocessing personal data.

(12) “COPPA’ means the ChildMg’s Online Privacy Protection Act of
1998, 15 US.C. § 6501-6506, and anMregulations, rules, guidance, and
exemptions adopted pursuant to the act, 8 the act and regulations, rules,
guidance, and exemptions may be amended.

(13) “Covered entity” has the same mean™g as in HIPAA.

(14) “Dark pattern” means a user interfacq designed or manipulated
with the substantial effect of subverting or impairing¥ser autonomy, decision-
making, or choice and includes any practice the Fed®al Trade Commission
refers to as a “dark pattern.”

(15)  “Decisions that produce legal or similarly ¥ggnificant effects
concerning the consumer” means decisions made by the con®pller that result
in_the provision or denial by the controller of financial or leRging services,
housing, insurance, education enrollment or opportunity, criral justice,
employment opportunities, health care services, or access to essenti® goods or
services.

(16) “De-identified data’” means data that does not identify and &nnot
reasonably be used to infer information about, or otherwise be linked O an
identified or identifiable individual, or a device linked to the individual, if Me




BILL AS INTRODUCED AND PASSED BY SENATE AND HOUSE  S.71
2025 Page 67 of 122

Z AL 1% 2% CTO Ui O Ui Z Z4%74% Z O %

aXociated with an individual;

(B) publicly commits to process the data only in a de-identified
fashiodand not attempt to re-identify the data; and

N_) contractually obligcates any recipients of the data to satisfy the
criteria setorth in subdivisions (A) and (B) of this subdivision (16).

(17) “@ender-affirming health care services’ has the same meaning as
inl V.S.A. §15%
(18) “Geder-affirming _health data”’ means any personal data

concerning a past, Mesent, or future effort made by a consumer to seek, or a
consumer’s receipt of &ender-affirming health care services.

(19)  “Geofence Speans any technology that uses global positioning
coordinates, cell towerNconnectivity, cellular data, radio frequency
identification, wireless fidelMy technology data, or any other form of location
detection, or any combinai®n of such coordinates, connectivity, data,
identification, or other form X location detection, to establish a virtual

boundary.

(20) “HIPAA>~ means t/M Health Insurance Portability and
Accountability Act of 1996, Pub. L. NoN 04-191, as may be amended.

(21) “Identified or identifiable itMvidual” means an individual who
can be readily identified, directly or indirec®

(22) “Institution of higher education eans _any individual who, or
school, board, association, limited liability coMpany or corporation that, is
licensed or _accredited to offer one or more pMggrams of higher learning
leading to one or more degrees.

(23) “Mental health facility” means any health¥are facility in which at
least 70 percent of the health care services provided in We facility are mental
health services.

(24) “Nonprofit organization” means any organizatioMhat is qualified
for tax exempt status under ILR.C. § 501(c)(3), 501(c)(4)Q501(c)(6), or
501(c)(12), or any corresponding internal revenue code of the ®uited States,
as may be amended,

(25)  “Person’ means an_individual, association, compank limited
liability company, corporation, partnership, sole proprietorship, trust, Mgother

legal entity.

(26)(4)  “Personal data’ means any information that is linked
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Milable information.

(27)(4) _ “Precise geolocation data’ means information derived from
technXpogy, including global positioning system level latitude and longitude
coordin®es or other mechanisms, that directly identifies the specific location
of an indi¥dual with precision and accuracy within a radius of 1,750 feet.

(B)W Precise geolocation data’ does not include:

(i) e content of communications,

(ii) ®ta generated by or connected to an advanced utility
metering infrastruct®™e system; or

(iii) data Mperated by equipment used by a utility company.

(28)  “Process” & ‘“processing” means any operation or set of
operations performed, wheMer by manual or automated means, on personal
data or on sets of persond data, such as the collection, use, storage,
disclosure, analysis, deletion, oMgiodification of personal data.

(29)  “Processor” means Mperson who processes personal data on
behalf of a controller.

(30) “Profiling” means any fornMf automated processing performed on
personal data to evaluate, analyze, or pRdict personal aspects related to an
identified or _identifiable individual’s ecOomic situation, health, personal
preferences, interests, reliability, behavior, loéion, or movements.

(31)  “Protected health information” Mgs the same meaning as in
HIPAA.
(32)  “Pseudonymous data’ means person® data that cannot be

attributed to a specific individual without the use of ¥lditional information,
provided the additional information is kept separate® and is subject to
appropriate technical and organizational measures to ensi¥g that the personal
data is not attributed to an identified or identifiable individu®

(33) “Publicly available information” means informatiordghat:

(A4) _is lawfully made available through federal, sta®% or local
government records or widely distributed media; or

(B) a controller has a reasonable basis to believe that the cOsumer
has lawfully made available to the general public.

(34) _ “Reproductive or sexual health care’ means any health cd%-
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pMgduct rendered or provided concerning:

(A) _an_individual health condition, status, disease, diagnosis,
diagn®gtic test or treatment;

N3) a social, psychological, behavioral, or medical intervention,

W surgery or procedure, including an abortion;

(D) Muse or purchase of a medication, including a medication used
or purchased foMghe purposes of an abortion, a bodily function, vital sign, or

symptom;

(E) a meastement of a bodily function, vital sign, or symptom. or

(F) an abortio including medical or nonmedical services, products,
diagnostics, counseling, o&follow-up services for an abortion.

(35)  “Reproductive & sexual health data’ means any personal data
concerning an_effort made by % consumer to seek, or a consumer’s receipt of.
reproductive or sexual health caMg

(36) “Reproductive or sexiMgl health facility” means any health care
facility in which at least 70 perce™ of the health care-related services or
products rendered or provided in the [&ility are reproductive or sexual health
care.

(37)(4) “‘Sale of personal data’ mMs the exchange of a consumer’s
personal data by the controller to a third par® for monetary or other valuable
consideration.

(B) “Sale of personal data’ does not incde:

(i) _the disclosure of personal data to d®rocessor that processes
the personal data on behalf of the controller;

(ii) the disclosure of personal data to a third Warty for purposes of
providing a product or service requested by the consumer;

(iii) the disclosure or transfer of personal data W an affiliate of
the controller;

(iv) the disclosure of personal data where the consumeRdirects the
controller to disclose the personal data or intentionally uses the coMgyoller to
interact with a third party;

(v) the disclosure of personal data that the consumer:

(1) _intentionally made available to the general public viakg

2 O 2 CrTer, CUTTOl
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(vi) the disclosure or transfer of personal data to a third party as
an dRget that is part of a merger, acquisition, bankruptcy or other transaction,
or a PXposed merger, acquisition, bankruptcy, or other transaction, in which
the thirdgarty assumes control of all or part of the controller’s assets.

(38) RSensitive data’” means personal data that includes:

(A) ®ta revealing racial or ethnic origin, religious beliefs, mental or
physical healt/M condition or diagnosis, sex life, sexual orientation, or
citizenship or immRgration status;

(B) consun® health data;

(C) the procXsing of genetic or biometric data for the purpose of
uniquely identifying an im¥gvidual;

(D) personal data Qllected from a known child;

(E) data concerning M individual’s status as a victim of crime; and

(F) an individual’s precBe geolocation data.

(39)(4) “Targeted advertisin& means displaying advertisements to a
consumer where the advertisement is s8ected based on personal data obtained
or inferred from that consumer’s activii®s over time and across nonaffiliated
websites or online applications to pred¥t the consumer’s preferences or
interests.

(B) “Targeted advertising” does not iMglude:

(i) _an advertisement based on actiMgies within the controller’s
own commonly branded website or online applicatio

(ii) an advertisement based on the context W a consumer’s current
search query, visit to a website, or use of an online appliCion;

(iii) _an advertisement directed to a consumer¥g response to the
consumer’s request for information or feedback; or

(iv) __ processing personal data solely to meast or report
advertising frequency, performance, or reach.

(40)  “Third party” means a person, public authority, agency¥r body,
other than the consumer, controller, or processor or _an_affiliateNgf the
processor or the controller.

(41) “Trade secret” has the same meaning as in section 4601 of &,
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a) Except as provided in subsection (b) of this section, this chapter applies
to dperson that conducts business in this State or a person that produces
produ®s or services that are targeted to residents of this State and that during
the precXding calendar year:

(1) &ntrolled or processed the personal data of not fewer than 100,000
consumers, &cluding personal data controlled or processed solely for the
purpose of comgleting a payment transaction; or

(2) contro®ed or processed the personal data of not fewer than 25,000
consumers _and _deMged more than 25 percent of the person’s gross revenue
from the sale of persoRgal data.

(b) Section 2426 of %is title and the provisions of this chapter concerning
consumer health data andgonsumer health data controllers apply to a person
that conducts business in Mgis State or a person that produces products or
services that are targeted to r&dents of this State.

¢ 2417. EXEMPTIONS

(a) Except as provided in subs&tion (c) of this section, this chapter shall
not apply to any:

(1) body, authority, board, bureaiMcommission, district or agency of this
State or of any political subdivision of thiXState;

(2) person who has entered into a coWgract with an entity described in
subdivision (1) of this subsection to process cOWsumer health data on behalf of

the entity;

(3) nonprofit organization;

(4) institution of higher education;

(5) national securities association that is regisi®&ed under 15 U.S.C.
780-3 of the Securities Exchange Act of 1934, as may be aMgnded;

(6) financial institution or data subject to Title V of t/& Gramm-Leach-
Bliley Act, Pub. L. No. 106-102, and regulations adopted toSplement that
act;

(7) ___covered entity or business associate, as defined in M5 C.FR.

9 160.103;

(8) tribal nation government organization; or

(9) air carrier,_as:
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ON0101 et seq. and the Airline Deregulation Act of 1978, 49 U.S.C. § 41713,
as Mgy be amended.

(b)\The following information, data, and activities are exempt from this
chapter:
(1) Dyotected health information under HIPAA;

(2) paent identifving information that is collected and processed in
accordance witky 42 C.F.R. Part 2 (confidentiality of substance use disorder
patient records);

(3) identifiabMyprivate information:

(A) for purpdes of the Federal Policy for the Protection of Human
Subjects, codified as 45%&.F.R. Part 46 (HHS protection of human subjects)
and in various other federdreculations; and

(B) that is otherwis&nformation collected as part of human subjects
research pursuant to the gooM clinical practice guidelines issued by the
International Council for HarMpnisation of Technical Requirements for
Pharmaceuticals for Human Use;

(4) _information that identifid a consumer in connection with the
protection of human subjects under 21 &F.R. Parts 6, 50, and 56, or personal
data used or shared in research, as defMed in 45 C.FR. § 164.501, that is
conducted in accordance with the standards¥et forth in this subdivision and in
subdivision (3) of this subsection, or other r®&garch conducted in accordance
with applicable law;

(5) information or documents created for th&purposes of the Healthcare
Quality Improvement Act of 1986, 42 U.S.C. §§ 111W 11152, and regulations
adopted to implement that act;

(6) patient safety work product that is created for Mgrposes of improving
patient safety under 42 C.F.R. Part 3 (patient safety organ¥ations and patient
safety work product);

(7) information derived from any of the health care-rela®d information
listed in this subsection that is de-identified in accordan® with the
requirements for de-identification pursuant to HIPAA:

(8) information _originating _from _and _intermingled o be
indistinguishable with, or information treated in the same mann& as,
information exempt under this subsection that is maintained by a coged
entity or business associate, program, or qualified service organization, {s
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amghorized by HIPAA, community health activities, and population health
actMties;

N0) the collection, maintenance, disclosure, sale, communication, or
use of My personal information bearing on a consumer’s credit worthiness,
credit stling, credit capacity, character, general reputation, personal
characterist®s, or mode of living by a consumer reporting agency, furnisher,
or user that pRgvides information for use in a consumer report, and by a user
of a consumer Mgport, but only to the extent that such activity is regulated by
and_authorized uMer the Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq.,
as may be amended?

(11) personal d®a collected, processed, sold, or disclosed under and in
compliance with:

(A) the Driver’s Reivacy Protection Act of 1994, 18 U.S.C. § 272]—
2725; and

(B) the Farm Credit A% Pub. L. No. 92-181, as may be amended;

(12) personal data regula®d by the Family Educational Rights and
Privacy Act, 20 U.S.C. § 12329, as Mgy be amended;

(13) data processed or maintain ¥

(4) in the course of an individudapplying to, emploved by, or acting
as_an_agent or_independent contractor of % controller. processor, consumer
health data controller. or third party, to the ex®t that the data is collected and
used within the context of that role;

(B) as the emergency contact informatioMof a consumer pursuant to
this chapter. used for emergency contact purposes, or

(C) that is necessary to retain to administ® benefits for another
individual relating to the individual who is the subje® of the information
pursuant to subdivision (1) of this subsection (b) and used¥r the purposes of
administering such benefits; and

(14) personal data collected, processed, sold, or disclose®in relation to
price, route, or service, as such terms are used in the Federal AWgtion Act of
1958, 49 US.C. §40101 et seq., as may be amended, and M Airline
Deregulation Act of 1978, 49 U.S.C.§ 41713, as may be amended.

(c) _Controllers, processors, and consumer health data controllet that
comply with the verifiable parental consent requirements of COPPA sha® be
deemed compliant with any obligation to obtain parental consent pursuant%p
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APPEALS

(W& A consumer shall have the right to:

(M, confirm whether or not a controller is processing the consumer’s
personal &ta and access the personal data, unless the confirmation or access
would requMg the controller to reveal a trade secret;

(2) corMget inaccuracies in _the consumer’s personal data, taking into
account the nati¥ of the personal data and the purposes of the processing of
the consumer’s peMnal data;

(3) delete pers®gal data provided by, or obtained about, the consumer;

(4) obtain a copWof the consumer’s personal data processed by the
controller, in a portable aRg, to the extent technically feasible, readily usable
format that allows the con¥gmer to transmit the data to another controller
without hindrance, where the¥yocessing is carried out by automated means,
provided the controller shall notWg required to reveal any trade secret; and

(5) opt out of the processing & the personal data for purposes of:

(A) targeted advertising;

(B) _the sale of personal daiM except as provided in subsection
2420(b) of this title; or

(C) profiling in furtherance of s#&ely automated decisions that
produce legal or similarly significant effects con®rning the consumer.

(b)(1) A consumer may exercise rights under ihs section by a secure and
reliable means established by the controller and des®&ibed to the consumer in
the controller’s privacy notice.

(2) A consumer may designate an authorized agen®gn accordance with
section 2419 of this title to exercise the rights of the consum® to opt out of the
processing of the consumer’s personal data for purposes of s®division (a)(5)
of this section on behalf of the consumer.

(3) In the case of processing personal data of a known childWthe parent
or legal guardian may exercise the consumer rights on the child’s be/®

(4) In the case of processing personal data concerning a coMgumer
subject to a guardianship, conservatorship, or other protective arrangemMent
the guardian or the conservator of the consumer may exercise the rights on Me
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a request by a consumer to exercise the consumer rights authorized
purlyant to this chapter as follows.

M) (4) A controller shall respond to the consumer without undue delay,
but not Mger than 45 days after receipt of the request.

[

bW The controller may extend the response period by 45 additional
days when re@gonably necessary, considering the complexity and number of the
consumer’s reMyests, provided the controller informs the consumer of the
extension within ¥e initial 45-day response period and of the reason for the
extension.

(2) If a contr®ler declines to take action regarding the consumer’s
request, the controller Mll inform the consumer without undue delay, but not
later than 45 days after r®&eipt of the request, of the justification for declining
to take action and instructioRgs for how to appeal the decision.

(3)(4) Information proded in response to a consumer request shall be
provided by a controller. free oRcharge, once per consumer during any 12-

month period.

(B) If requests from a consiMger are manifestly unfounded, excessive,
or repetitive, the controller may chargee consumer a reasonable fee to cover
the administrative costs of complying wit the request or decline to act on the

request.

(C) The controller bears the burdenMgf demonstrating the manifestly
unfounded, excessive, or repetitive nature of the %equest.

(4)(4) If a controller is unable to authentic®g a request to exercise any
of the rights afforded under subdivisions (a)(1)-M) of this section using
commercially reasonable efforts, the controller shall n® be required to comply
with a request to initiate an action pursuant to this secRgn and shall provide
notice to the consumer that the controller is unable to autMgnticate the request
to exercise the right or rights until the consumer pr&ides additional
information reasonably necessary to authenticate the corMmer and the
consumer’s request to exercise the right or rights.

(B) A controller shall not be required to authenticate gn opt-out
request, but a controller may deny an opt-out request if the controMgr has a
good faith, reasonable, and documented belief that the request is fraudi®gnt.

(C) If a controller denies an opt-out request because the contr&§ler
believes the request is fraudulent, the controller shall send a notice to Mge
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& troller shall not comply with the request.

(5) A controller that has obtained personal data about a consumer from
a_souXge other than the consumer shall be deemed in compliance with a
consum®’s request to delete the data pursuant to subdivision (a)(3) of this
section b\

(A)Wetaining a record of the deletion request and the minimum data
necessary for Wge purpose of ensuring the consumer’s personal data remains
deleted from th&gontroller’s records and not using the retained data for any
other purpose purdgant to the provisions of this chapter; or

(B) opting Wee consumer out of the processing of the personal data
for any purpose excepWfor those exempted pursuant to the provisions of this

chapter.
(d)(1) A controller shalestablish a process for a consumer to appeal the

controller’s refusal to take a®jon on a request within a reasonable period of
time after the consumer’s receidof the decision.

(2) The appeal process sha%k be conspicuously available and similar to
the process for submitting requests tMgnitiate action pursuant to this section.

(3) Not later than 60 days after¥eceipt of an appeal, a controller shall
inform the consumer in writing of any al¥on taken or not taken in response to
the appeal, including a written explanation®gf the reasons for the decisions.

(4) _If the appeal is denied, the cOgtroller shall also provide the
consumer with an online mechanism, if avail®ple, or other method through
which the consumer may contact the Attorney GeMgral to submit a complaint.

¢ 2419. AUTHORIZED AGENTS AND CONSUMEROPT-OUT

(a) A consumer may designate another person to X ve as the consumer’s
authorized agent, and act on_the consumer’s behalfy to opt out of the
processing of the consumer’s personal data for one or m¥e of the purposes
specified in subdivision 2418(a)(5) of this title.

(b) The consumer may designate an authorized agent by Way of. among
other things, a technology, including an internet link or a broWser setting,

browser extension, or global device setting, indicating the consumeMs intent to
opt out of the processing.
(c) A controller shall comply with an opt-out request received [r¥n an

authorized agent if the controller is able to verify, with commerchgll
reasonable effort, the identity of the consumer and the authorized agerMys

)
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THIRD PARTIES; NOTICE AND DISCLOSURE TO
CONSUMERS; CONSUMER OPT-OUT

a)%d controller:

I shall limit the collection of personal data to what is adequate,
relevant, aRd reasonably necessary in relation to the purposes for which the
data is proc&sed, as disclosed to the consumer;

(2) exc®t as otherwise provided in this chapter, shall not process
personal data [ purposes that are neither reasonably necessary to, nor
compatible with, ®ge disclosed purposes for which the personal data is
processed, as disclodgd to the consumer, unless the controller obtains the
consumer’s consent;

(3) shall establish,\nplement, and maintain reasonable administrative,
technical, and physical daMg security practices to protect the confidentiality,
integrity, and accessibility olpersonal data appropriate to the volume and
nature of the personal data at iNge;

(4) shall not process sen¥ive data concerning a consumer without
obtaining the consumer’s consent oRin the case of the processing of sensitive
data concerning a known child, witMgut processing the data in accordance
with COPPA;

(5) shall not process personal data ¥ violation of the laws of this State
and federal laws that prohibit unlawful discr®ination against consumers;

(6) shall provide an effective mechanisMyfor a consumer to revoke the
consumer’s consent under this section that is at [8gst as easy as the mechanism
by which the consumer provided the consumer’s cOgsent and, upon revocation
of the consent, cease to process the data as soon asSracticable, but not later
than 15 days after the receipt of the request;

(7) shall not process the personal data of a consMer for purposes of
targeted advertising, or sell the consumer’s personalNgdata without the
consumer’s consent, under circumstances where a contr®ler has actual
knowledge, and willfully disregards, that the consumer is at [Xst 13 vears of
age but younger than 16 vears of age; and

(8) shall not discriminate against a consumer for exercising¥gny of the
consumer rights contained in this chapter, including denying goods or¥grvices,
charging different prices or rates for goods or services, or providing a d¥erent
level of quality of goods or services to the consumer.

(b) _Subsection (a) of this section shall not be construed to requiré
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cOgtroller from offering a different price, rate, level, quality, or selection of
go0Ks or services to a consumer, including offering goods or services for no fee
if thegffering is in connection with a consumer’s voluntary participation in a
bona fi®% loyalty, rewards, premium features, discounts, or club card program.

(c) A%ontroller shall provide consumers with a reasonably accessible,
clear, and m&ningful privacy notice that includes.

(1) the c&egories of personal data processed by the controller;

(2) the purpRgse for processing personal data;

(3) _how consiMgers may exercise their consumer rights, including how a
consumer may _appeal¥g controller’s decision with regard to the consumer’s

request;
(4) the categories ofRersonal data that the controller shares with third

parties, if any;

(5) the categories of thiXd parties, if any, with which the controller
shares personal data; and

(6) an_active email addres or other online mechanism that the
consumer may use to contact the controXer.

(d) If a controller sells personal data Mthird parties or processes personal
data for targeted advertising, the controllM shall clearly and conspicuously
disclose the processing, as well as the maMger in which a consumer may
exercise the right to opt out of the processing.

(e)(1) A controller shall establish, and shall Mgcribe in a privacy notice,
one or more secure_and reliable means for consum®s to submit a request to
exercise their consumer rights pursuant to this chapter.

(2) The means shall take into account the ways¥ which consumers
normally interact with the controller. the need for swe and reliable
communication of the requests, and the ability of the contro¥er to verify the
identity of the consumer making the request.

(3) A controller shall not require a consumer to create a nemaccount in
order to exercise consumer rights but may require a consumer ¥ use an
existing account.

(4)(A) The means shall include:

(i) _providing a clear and conspicuous link on the controllel
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(ii) not later than January 1, 2026, allowing a consumer to opt
out ofgny processing of the consumer’s personal data for the purposes of
targetedNgdvertising, or any sale of the personal data, through an opt-out
preferenceNjgnal sent to the controller with the consumer’s consent indicating
the consumeks intent to opt out of any the processing or sale, by a platform,
technology, orher mechanism that shall:

Mot unfairly disadvantage another controller;

(Il) Wt make use of a default setting, but rather require the
consumer to make an ¥firmative, freely given, and unambiguous choice to opt
out _of any processing [ the consumer’s personal data pursuant to this

chapter;

(Ill) be conMmer-friendly and easy to use by the average

consumer,

(V) be as content as possible with anyv other similar
platform, technology, or mechanisMyrequired by any federal or State law or
regulation; and

(V) enable the controlleMgo accurately determine whether the
consumer is a resident of this State and Nhether the consumer has made a
legitimate request to opt out of any sale of%he consumer’s personal data or
targeted advertising.

(B) If a consumer’s decision to opt M of any processing of the
consumer’s personal data for the purposes of targe®d advertising, or any sale
of the personal data, through an opt-out preference Mgnal sent in accordance
with the provisions of subdivision (4) of this subdivisi® (e)(4) conflicts with
the consumer’s existing controller-specific privacy ting or voluntary
participation in_a controller’s bona fide loyalty, rewardsNgremium features,
discounts, or club card program, the controller shall Mmply with the
consumer’s _opt-out preference signal but may notify the cOMgsumer of the
conflict and provide to the consumer the choice to confirm t/R controller-
specific privacy setting or participation in the program.

(5) If a controller responds to consumer opt-out requests Wgceived
pursuant to subdivision (4)(A) of this subsection by informing the consuMger of
a charge for the use of any product or service, the controller shall presenWghe
terms of any financial incentive offered pursuant to subsection (b) of (M

v v Ort, 05T, StiC, U 1 5 U CCOIISUITIC DCTSOTTUT CICTTet.
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CONTROLLERS AND PROCESSORS

(M. A processor shall adhere to the instructions of a controller and shall
assist e controller in meeting the controller’s obligations under this chapter,
includi

(1) Wgking into account the nature of processing and the information
available toWthe processor, by appropriate technical and organizational
measures, to ¥e extent reasonably practicable, to fulfill the controller’s
obligation to resMgnd to consumer rights requests;

(2) taking 1M account the nature of processing and the information
available to the pMgcessor. by assisting the controller in meeting the
controller’s obligationMgn relation to the security of processing the personal
data and in relation to Wge notification of a data broker security breach or
security breach, as definegn section 2430 of this title, of the system of the
processor. in order to meet th&controller’s obligations; and

(3) providing necessary Mgormation to enable the controller to conduct
and document data protection ass&&sments.

(b)(1) A contract between a coMgoller and a processor shall govern the
processor’s data processing procedur® with respect to processing performed
on behalf of the controller.

(2) The contract shall be binding akd clearly set forth instructions for
processing data, the nature and purpose of pMRgcessing, the type of data subject
to processing, the duration of processing, an®the rights and obligations of

both parties.
(3) The contract shall require that the procesW

(A) ensure that each person processing pers®al data is subject to a
duty of confidentiality with respect to the data;

(B) at the controller’s direction, delete or return 8l personal data to
the controller as requested at the end of the provision oMgservices, unless
retention of the personal data is required by law;

(C) upon the reasonable request of the controller. makdgvailable to
the controller all information in its possession necessary to demdWstrate the
processor’s compliance with the obligations in this chapter;

(D) after providing the controller an opportunity to object, &ggage
any __subcontractor pursuant to a written contract _that requires Whe
subcontractor to meet the obligations of the processor with respect to Me
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A controller, all information in the processor’s possession necessary to
deMonstrate the processor’s compliance with this chapter.

K!) A processor shall provide a report of an assessment to the controller
upon resgiest.

(c) ThMsection shall not be construed to relieve a controller or processor
from the lia¥lities imposed on the controller or processor by virtue of the
controller’s oMgrocessor’s role in the processing relationship, as described in

this chapter.
(d)(1) DetermiiMgg whether a person is acting as a controller or processor

with respect to a spe®X{ic processing of data is a fact-based determination that
depends upon the cont¥ in which personal data is to be processed.

(2) A person who Mynot limited in the person’s processing of personal
data pursuant to a controMgr’s instructions, or who fails to adhere to the
instructions, is a controller Mgd not a processor with respect to a specific
processing of data.

(3) A processor that contin®gs to adhere to a controller’s instructions
with respect to a specific processing M personal data remains a processor:

(4) If a processor begins, alone Wy jointly with others, determining the
purposes _and means of the processing X personal data, the processor is a
controller with respect to the processing an®ynay be subject to an enforcement
action under section 2425 of this title.

¢ 2422. CONTROLLERS’ DATA PROTECTIONNSSESSMENTS:
DISCLOSURE TO ATTORNEY GENERAX

(a) A controller shall conduct and document a d®a protection assessment
for each of the controller’s processing activities that pr&ents a heightened risk
of harm to a consumer, which for the purposes of this secit®gn includes:

(1) the processing of personal data for the purpses of targeted
advertising;

(2) the sale of personal data;

(3) the processing of personal data for the purposes of profilgg, where
the profiling presents a reasonably foreseeable risk of:

(A) unfair or deceptive treatment of, or unlawful disparate imp®t on,
CONSUmMers;
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1/ private affairs or concerns, of consumers, where the intrusion would be
offRsive to a reasonable person; or

(D) other substantial injury to consumers. and

4W¢he processing of sensitive data.

(b)(1) DNga protection assessments conducted pursuant to subsection (a) of
this section sMgll identify and weigh the benefits that may flow, directly and
indirectly, fromy the processing to the controller, the consumer, other
stakeholders, andghe public against the potential risks to the rights of the
consumer associato with the processing, as mitigated by safeguards that can
be employed by the cOtroller to reduce the risks.

(2) The controllNshall factor into any data protection assessment the
use of de-identified data aRgd the reasonable expectations of consumers, as well
as the context of the processWgg and the relationship between the controller and
the consumer whose personal ¥ata will be processed.

(c)(1) The Attorney General Mgy require that a controller disclose any data
protection assessment that is rel®ant to an investigation conducted by the
Attorney General, and the controllerNhall make the data protection assessment
available to the Attorney General.

(2) The Attornev General mayv ev®uate the data protection assessment
for compliance with the responsibilities set Wrth in this chapter.

(3) _Data protection assessments sha® be confidential and shall be
exempt from disclosure and copving under the PRplic Records Act.

(4) To the extent any information cont®ged in a data protection
assessment disclosed to the Attorney General incluMgs information subject to
attorney-client privilege or work product protection, Wge disclosure shall not
constitute a waiver of the privilege or protection.

(d) A single data protection _assessment may address Mgomparable set of
processing operations that include similar activities.

(e) If a controller conducts a data protection assessment for\ie purpose of
complying with another applicable law or regulation, the daMg protection
assessment shall be deemed to satisfy the requirements establisMgd in this
section_if the data protection assessment is reasonably similar in s&pe and
effect to the data protection assessment that would otherwise be coMducted
pursuant to this section.

(f) __Data protection assessment requirements shall apply to processiRg
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CONTROLLERS’ DUTIES; EXCEPTIONS; APPLICABILITY OF
CONSUMERS"’ RIGHTS; DISCLOSURE AND OVERSIGHT
aNA controller in possession of de-identified data shall:

% ‘ake reasonable measures to ensure that the data cannot be
associatecith an individual;

(2) puicly commit to maintaining and using de-identified data without
attempting to Midentify the data; and

(3) contrdually obligate any recipients of the de-identified data to
comply with the prORisions of this chapter:

(b) This chapter sMgll not be construed to:

(1) require a conigller or processor to re-identify de-identified data or
pseudonymous data; or

(2)  maintain data in¥dentifiable form, or collect, obtain, retain, or
access _any_data or technolodMg in order to be capable of associating an
authenticated consumer request VM¢h personal data.

(c) This chapter shall not be coMgtrued to require a controller or processor
to comply with an authenticated consiMger rights request if the controller:

(1) is not reasonably capable Qf associating the request with the
personal data or it would be unreasonab®& burdensome for the controller to
associate the request with the personal data;

(2) does not use the personal data to rec®nize or respond to the specific
consumer who is the subject of the personal ddg. or associate the personal
data with other personal data about the same speci consumer; and

(3) does not sell the personal data to anv ¥ird party or otherwise
voluntarily disclose the personal data to any third partySther than a processor,
except as otherwise permitted in this section.

(d) The rights afforded under subdivisions 2418(a)(1)—(M of this title shall
not_apply to pseudonymous data in cases where the contMyller is able to
demonstrate that any information necessary to identify the coRgumer is kept
separately and is subject to effective technical and organizationalpntrols that
prevent the controller from accessing the information.

(e) A controller that discloses pseudonymous data or de-identifRl data
shall exercise reasonable oversight to monitor compliance witMy any
contractual commitments to which the pseudonymous data or de-idenMged
data is subject and shall take appropriate steps to address any breaches™g
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DUTIES

(N This chapter shall not be construed to restrict _a controller’s,
proces¥Qr’s, or consumer health data controller’s ability to.

(1) comply with federal, state, or municipal laws, ordinances, or
regulations

(2) comMgly with a civil, criminal, or regulatory inquiry, investigation,
subpoena, or sMgimons by federal, state, municipal, or other governmental
authorities;

(3) cooperatith law enforcement agencies concerning conduct or
activity that the contMller. processor, or consumer health data controller
reasonably and in good With believes may violate federal, state, or municipal
laws, ordinances, or reguldons;

(4) investigate, establisW, exercise, prepare for. or defend legal claims;

(5) provide a product or s&yice specifically requested by a consumer;

(6) perform under a contracMo which a consumer is a party, including
fulfilling the terms of a written warraMgy.

(7) take steps at the request of 8 consumer prior to entering into a
contract;

(8) take immediate steps to protect aMinterest that is essential for the
life or physical safety of the consumer or aner individual, and where the
processing cannot be manifestly based on anotheM{egal basis;

(9) prevent, detect, protect against, or respgnd to security incidents,
identity theft, fraud, harassment, malicious, or deMptive activities or any
illegal activity; preserve the integrity or security of sWtems; or investigate,
report, or prosecute those responsible for the action;

(10) engage in public or peer-reviewed scientific or sWgtistical research
in_the public interest that adheres to all other applicable et/Mgs and privacy
laws and is approved, monitored, and governed by an instittRonal review
board that determines, or similar independent oversight Mities that
determine:

(A) whether the deletion of the information is likely to Mgovide
substantial benefits that do not exclusively accrue to the controller;

(B) the expected benefits of the research outweigh the privacy risM
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implemented reasonable safeguards to mitigate privacy risks associated with
res®grch, including any risks associated with re-identification;

n/) assist _another controller. processor. consumer health data
controll& or third party with any of the obligations under this chapter; or

(12) Wprocess personal data for reasons of public interest in the area of
public healtMycommunity health, or population health, but solely to the extent
that the proces¥ng is.

(A) subXct to suitable and specific measures to safeguard the rights
of the consumer wh&se personal data is being processed; and

(B) undeMy the responsibility of a professional subject to
confidentiality obligatioRs under federal, state, or local law.

(b) The obligations impPgsed on controllers, processors, or consumer health
data controllers under this cMgpter shall not restrict a controller’s, processor’s,
or consumer health data contMller’s ability to collect, use, or retain data for
internal use to:

(1) conduct internal resear® to develop, improve, or repair products,
services, or technology;

(2) effectuate a product recall;

(3) identifv and repair technical erMys that impair existing or intended
functionality; or

(4) perform internal operations that a®g reasonably aligned with the
expectations of the consumer or reasonabhManticipated based on the
consumer’s_existing relationship with the controll®& or consumer health data
controller, or are otherwise compatible with processMe data in furtherance of
the provision of a product or service specifically requ¥ted by a consumer or
the performance of a contract to which the consumer is a¥garty.

(c)(1) The obligations imposed on controllers, proceXprs, or consumer
health data controllers under this chapter shall not apply whd compliance by
the controller. processor. or consumer health data controller Wi this chapter
would violate an evidentiary privilege under the laws of this Staté

(2)  This chapter shall not be construed to prevent a ¥gontroller,
processor._or _consumer _health data controller from providing persOWal data
concerning a consumer to a person covered by an evidentiary privileg®gnder
the laws of the State as part of a privileged communication.

(d)(1) A controller, processor, or consumer health data controller t/%gt
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tIgd-party controller that receives and processes the personal data violates
thisychapter, provided, at the time the disclosing controller, processor, or
consiMger health data controller disclosed the personal data, the disclosing
control®. processor, or consumer health data controller did not have actual
knowled® that the receiving processor or third-party controller would violate
this chapte

(2) A tMgd-party controller or processor receiving personal data from a
controller, proc&sor. or consumer health data controller in compliance with
this chapter is n® in violation of this chapter for the transgressions of the
controller, processoMor consumer health data controller from which the third-
party controller or pr&essor receives the personal data.

(e) This chapter shaMgiot be construed to:

(1) impose any oblMation on a controller or processor that adversely
affects the rights or freedomsWf any person, including the rights of any person.:

(A) to freedom of spch or freedom of the press guaranteed in the
First Amendment to the United St&es Constitution; or

(B) under 12 V.S.A. § 1618

(2) apply to any person’s procXging of personal data in the course of
the person’s purely personal or househol®&activities; or

(3) require an independent school as¥efined in 16 V.S.A. § 11(a)(8) or a
private institution of higher education, as defged in 20 U.S.C. § 1001 et seq.,
to delete personal data or opt out of processimg of personal data that would
unreasonably interfere with the provision of e®cation services by or the
ordinary operation of the school or institution.

(f)(1) Personal data processed by a controller M consumer health data
controller pursuant to this section may be processed ¥ the extent that the

processing is:

(A) reasonably necessary and proportionate to theWurposes listed in
this section; and

(B) adequate, relevant, and limited to what is necessary$ relation to
the specific purposes listed in this section.

(2)(A) Personal data collected, used, or retained pursuant to sMsection
(b) of this section shall, where applicable, take into account the nati and
purpose or purposes of the collection, use, or retention.

(B) The data shall be subject to reasonable administrative, technics
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cqgsumers relating to the collection, use, or retention of personal data.

(M _If a controller or consumer health data controller processes personal
data Myrsuant to an exemption in this section, the controller or consumer
health Mga controller bears the burden of demonstrating that the processing
qualifies the exemption and complies with the requirements in subsection
1) of this se&ion.

(h) Proces¥ng personal data for the purposes expressly identified in this
section shall noXsolely make a legal entity a controller or consumer health
data controller wilrespect to the processing.

¢ 2425. ENFORCEMENT BY ATTORNEY GENERAL,; NOTICE OF
VIOLATION,; QURE PERIOD; REPORT: PENALTY

(a) The Attornev (neral shall have exclusive authority to enforce
violations of this chapter.

(b)(1) During the perioMbeginning on July 1, 2025 and ending on
December 31, 2026, the Attorno General shall, prior to initiating any action
for a violation of any provision of ®is chapter, issue a notice of violation to the
controller or consumer health d®%a controller if the Attorney General
determines that a cure is possible.

(2) If the controller or consumer Mgalth data controller fails to cure the
violation within 60 days after receipt of iR notice of violation, the Attorney
General may bring an action pursuant to thisgection.

(3)  Annually, on or before February the Attorney General shall
submit a report to the General Assembly disclosi

(A) the number of notices of violation %e Attornev General has

issued;

(B) the nature of each violation;

(C) the number of violations that were cured d¥ing the available
cure period; and

(D) any other matter the Attorney General deems r&evant for the
purposes of the report.

(c) Beginning on January 1, 2027, the Attorney Genera ay, in
determining whether to grant a controller or processor the opportunit®o cure
an alleged violation described in subsection (b) of this section, consider:

(1) the number of violations;
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My 1vities;

(4) the substantial likelihood of injury to the public;

M _the safety of persons or property;

(6) W whether the alleged violation was likely caused by human or
technical er%or; and

(7) the Musitivity of the data.

(d) This chaer shall not be construed as providing the basis for, or be
subject to, a privat&right of action for violations of this chapter or any other
law.

(e) Subjection to thgxception in subsection (f) of this section, a violation
of the requirements of thiMghapter shall constitute an unfair and deceptive act
in_commerce in violation olsection 2453 of this title and shall be enforced
solely by the Attorney GeneMgl, provided that a consumer private right of
action under subsection 246 1(bMgf this title shall not apply to the violation.

(f) __The Attorney General sMgll provide guidance to controllers and
processors for compliance with the ¥grms of the Vermont Data Privacy Act.
Any processor or controller that, in%he opinion of the Attorney General,
materially complies with the guidance pMgvided by the Attorney General shall
not constitute an unfair and deceptive act iMgcommerce.

¢ 2426. CONSUMER HEALTH DATA PRIVAY

(a) Except as provided in subsections (b)%nd (c) of this section and
subsections 2417(b) and (c) of this title, no person ¥all:

(1) provide any employee or contractor with d&ess to consumer health
data unless the employvee or contractor is subject to a Mntractual or statutory
duty of confidentiality;

(2) provide any processor with access to consumer Wealth data unless
the person and processor comply with section 2421 of this title

(3) use a geofence to establish a virtual boundary that isNithin 1,750
feet of any health care facility, including any mental health¥acility or
reproductive or sexual health facility, for the purpose of identifying, ¥gacking,
collecting data from, or sending any notification to a consumer regardg the
consumer’s consumer health data; or

(4) sell, or offer to sell, consumer health data without first obtaining %e
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b) Notwithstanding section 2410 of this iitle, subsection (a) of this section,
anMghe provisions of sections 2415-2425 of this title, inclusive, concerning
consiMger health data and consumer health data controllers, apply to persons
that coMguct business in this state and persons that produce products or
services tIMN are targeted to residents of this state.

(c) SubseC®on (a) of this section shall not apply to any:

(1) body, Mghority, board, bureau, commission, district or agency of this
State or of any politkgal subdivision of this State,

(2) person who Wgs entered into a contract with an entity described in
subdivision (1) of this sulMgction to process consumer health data on behalf of

the entity;

(3) institution of higher c®cation;

(4) national securities asso%ation that is registered under 15 U.S.C.
780-3 of the Securities Exchange Act 8 1934, as may be amended;

(5) financial institution or data su¥ect to Title V of the Gramm-Leach-
Bliley Act, Pub. L. No. 106-102, and regiMgtions adopted to implement that
act;

(6) covered entity or business associat® as defined in 45 C.FR.

9 160.103;

(7)_tribal nation government organization; or

(8) air carrier,as:
(A4) defined in 49 U.S.C. § 40102, as may be amendeMand

(B) regulated under the Federal Aviation Act of 19549 U.S.C.
§ 40101 et seq. and the Airline Deregulation Act of 1978, 49 U.S.CNS 41713,
as may be amended.

Sec. 2. EFFECTIVE DATE

Sec. 1. 9 V.S.A. chapter 614 is added to read:
CHAPTER 614. DATA PRIVACY

Subchapter 1. Vermont Data Privacy and Online Surveillance Act
§ 2415a. SHORT TITLE AND DEFINITIONS

(a) Short title. This subchapter shall be known and may be cited as the
“Vermont Data Privacy and Online Surveillance Act.”

(b) Definitions. As used in this subchapter:
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(1)(4) “Affiliate” means a legal entity that shares common branding
with another legal entity or controls, is controlled by, or is under common
control with another legal entity.

(B) As used in subdivision (A) of this subdivision (1), “control” or
“controlled” means.

(i) _ownership of. or the power to vote, more than 50 percent of the
outstanding shares of any class of voting security of a company;

(ii) control in any manner over the election of a majority of the
directors or of individuals exercising similar functions; or

(iii) __the power to exercise controlling influence over the
management of a company.

(2) “Authenticate” means to use reasonable means to determine that a
request to exercise any of the rights afforded under subdivisions 2415d(a)(1)—
(4) of this subchapter is being made by, or on behalf of, the consumer who is
entitled to exercise the consumer rights with respect to the personal data at
issue.

(3)(4) “Biometric data’ means data generated from the technological
processing of an_individual’s unique biological, physical, or physiological
characteristics that are collected on or used to identify a specific consumer,
including:

(i) _iris or retina scans;

(ii) fingerprints;

(iii) facial or hand mapping, geometry, or templates;

(iv) vein patterns;

(v) voice prints or vocal biomarkers; and

(vi) gait or personally identifving physical movement or patterns.

(B) “Biometric data’ does not include.

(i) a digital or physical photograph;

(ii) an audio or video recording; or

(iii) _any data generated from a digital or physical photograph or
an_audio or video recording, unless such data is generated to identify a
specific individual.

(4) “Business associate”’ has the same meaning as in HIPAA.

(5) “Child” has the same meaning as in COPPA.
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(6)(4) “Collect,” ““collected,” or “collection” means buying, renting,
gathering, obtaining, receiving, or accessing any personal data by any means,
other than such activities between a controller and a processor or between a
processor and its subcontractors.

(B) “Collect,” “collected,” or ‘“collection” includes receiving data
from the consumer; either actively or passively, or by observing the consumer’s
behavior.

(7)(4) “Consent’” means a clear affirmative act signifying a consumer’s
freely given, specific, informed, and unambiguous agreement to allow the
processing of personal data relating to the consumer.

(B)  “Consent” may include a written statement, including by
electronic means, or any other unambiguous affirmative action.

(C) “Consent’ does not include:

(i) _acceptance of a general or broad terms of use or similar
document that contains descriptions of personal data processing along with
other, unrelated information;

(ii) _hovering over, muting, pausing, or closing a given piece of
content,; or

(iii) agreement obtained through the use of dark patterns.

(8)(4) “Consumer” means an individual who is a resident of the State.

(B)  “Consumer” does not include an individual acting in a
commercial or employment context or as an employee, owner, director. officer,
or_contractor _of a company, partnership, sole proprietorship, nonprofit
organization, or _government agency whose communications or transactions
with the controller occur solely within the context of that individual’s role with
the company, partnership, sole proprietorship, nonprofit organization, or
government agency.

(9) “Consumer health data’ means any personal data that a controller
uses to identify a consumer’s physical or mental health condition, diagnosis,

or status, including gender-affirming health data and reproductive or sexual
health data.

(10) “Consumer health data controller” means any controller that,
alone or jointly with others, determines the purpose and means of processing
consumer health data.

(11) “Consumer reporting agency’’ has the same meaning as in the Fair
Credit Reporting Act, 15 U.S.C. § 1681a(f).
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(12) “Controller” means a person who, alone or jointly with others,
determines the purpose and means of processing personal data.

(13) “COPPA’ means the Children’s Online Privacy Protection Act of
1998, 15 US.C. §§ 6501-6506, and any regulations, rules, guidance, and
exemptions adopted pursuant to the act, as the act and regulations, rules,
guidance, and exemptions may be amended.

(14) “Covered entity” has the same meaning as in HIPAA.
(15) “Credit union” has the same meaning as in 8 V.S.A. § 30101.

(16) “Dark pattern” means a user interface designed or manipulated
with the substantial effect of subverting or impairing user autonomy, decision
making, or choice and includes any practice the Federal Trade Commission
refers to as a “dark pattern.”

(17) *“Decision that produces any legal or similarly significant effect”
means any decision made by the controller, or on behalf of the controller, that
results in the provision or denial by the controller of any financial or lending
service, any housing, any insurance, any education enrollment or opportunity,
any criminal justice, any employment opportunity, or any health care service.

(18) “Deidentified data” means data that does not identify and cannot
reasonably be used to infer information about, or otherwise be linked to, an
identified or identifiable individual, or a device linked to the individual, if the
controller that possesses the data:

(A)(i) takes reasonable measures to ensure that the data cannot be
used to reidentify an identified or identifiable individual or be associated with
an_individual or device that identifies or is linked or reasonably linkable to an
individual; and

(ii) _for purposes of this subdivision (A), ‘reasonable measures”
includes the deidentification requirements set forth under 45 C.FR § 164.514
(other requirements relating to uses and disclosures of protected health

information);

(B) publicly commits to process the data only in a deidentified
fashion and not attempt to reidentify the data; and

(C) contractually obligates any recipients of the data to comply with
all provisions of this subchapter.

(19) “Derived data” means data that is created by the derivation of
information, data, assumptions, correlations, inferences, predictions, or
conclusions from facts, evidence, or another source of information or data
about a consumer’s device.
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(20) “Gender-affirming health care services” has the same meaning as
inl V.SA. §150.

(21) “Gender-affirming _health data’ means any personal data
concerning a past, present, or future effort made by a consumer to seek, or a
consumer’s receipt of, gender-affirming health care services.

(22) “Genetic data” means any data, regardless of its format, that
results from the analysis of a biological sample of an individual, or from
another source enabling equivalent information to be obtained, and concerns
genetic material, including deoxyribonucleic acids (DNA), ribonucleic acids
(RNA), genes, chromosomes, alleles, genomes, alterations or modifications to
DNA or RNA, single nucleotide polymorphisms (SNPs), epigenetic markers,
uninterpreted data that results from analysis of the biological sample or other
source, and any information extrapolated, derived, or inferred therefrom.

(23)  “Geofence” means any technology that uses global positioning
coordinates, cell tower connectivity, cellular data, radio frequency
identification, wireless fidelity technology data, or any other form of location
detection, or any combination of such coordinates, connectivity, data,
identification, or other form of location detection, to establish a virtual

boundary.

(24) “Health care facility” has the same meaning as in 18 V.S.A. §
9432.

(25) “HIPAA>” means the Health Insurance Portability and
Accountability Act of 1996, Pub. L. No. 104-191, as may be amended.

(26) “Hybrid entity” has the same meaning as in HIPAA.

(27) “Identified or identifiable individual” means an individual who
can _be readily identified, directly or indirectly, including by reference to an
identifier such as a name, an identification number, precise geolocation data,
or an online identifier.

(28) “Institution of higher education” means any individual who, or
school, board, association, limited liability company, or corporation that, is
licensed or _accredited to offer one or more programs of higher learning
leading to one or more degrees.

(29) “Mental health facility” means any health care facility in which at
least 70 percent of the health care services provided in the facility are mental
health services.

(30)  “Minor” means any consumer who is vounger than 18 vears of

age.



BILL AS INTRODUCED AND PASSED BY SENATE AND HOUSE  S.71
2025 Page 94 of 122

(31)  “Neural data” means any information that is generated by
measuring the activity of an individual’s central nervous system.

(32) “Nonprofit organization’ means any organization that is qualified
for tax exempt status under ILR.C. § 501(c)(3), 501(c)(4). 501(c)(6), or
501(c)(12), or any corresponding internal revenue code of the United States,
as may be amended.

(33)  “Patient-identifving information’’ has the same meaning as in
42 C.FR. § 2.11 (confidentiality of substance use disorder patient records).

(34)  “Person’ means an_individual, association, company, limited
liability company, corporation, partnership, sole proprietorship, trust, or other

legal entity.

(35)(A) “Personal data” means any information, including derived data
and_unique identifiers, that is linked or reasonably linkable, alone or in
combination with other information, to an identified or identifiable individual
or to a device that identifies, is linked to, or is reasonably linkable to one or
more identified or identifiable individuals.

(B) “Personal data’ does not include deidentified data or publicly
available information.

(36)(4) “Precise geolocation data’ means information derived from
technology, including global positioning system level latitude and longitude
coordinates or other mechanisms, that directly identifies the specific location
of an _individual with precision and accuracy within a radius of 1,750 feet.

(B) “Precise geolocation data’ does not include:

(i) the content of communications;

(ii) __data generated by or connected to an advanced utility
metering infrastructure system, or

(iii) data generated by equipment used by a utility company.

(37) _ “Process” or _‘“processing” means any operation or _set of
operations performed, whether by manual or automated means, on personal
data or on sets of personal data, such as the collection, use, storage,
disclosure, analysis, deletion, or modification of personal data.

(38)  “Processor’ means a person who collects or processes personal
data on behalf of:

(A) a controller; or

(B) another processor:
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(39) “Profiling” means any form of automated processing performed on
personal data to evaluate, analyze, or predict personal aspects, including an
individual’s _economic _situation, health, personal preferences, interests,
reliability, behavior, location, movements, or identifying characteristics.

(40)  “Protected health information” has the same meaning as in
HIPAA.

(41)  “Pseudonymous data” means personal data that cannot be
attributed to a specific individual without the use of additional information,
provided the additional information is kept separately and is subject to
appropriate technical and organizational measures to ensure that the personal
data are not attributed to an identified or identifiable individual.

(42)(4) “Publicly available information’’ means information that:

(i) _is made available through federal, state, or local government
records or to the general public from widely distributed media; or

(ii) _a controller _has a reasonable basis to believe that the
consumer has lawfully made available to the general public.

(B) “Publicly available information’ does not include:

(i) _biometric data collected by a business about a consumer
without the consumer’s knowledge;

(ii) __information that is collated and combined to create a
consumer _profile that is made available to a user of a publicly available
website either in exchange for payment or free of charge;

(iii) an inference that is generated from the information described
in subdivision (ii) of this subdivision (42)(B);

(iv) _solely for the purposes set forth in subdivisions 2415d(a)(1),
(2), and (4) of this subchapter, information that is made available for sale;

(v) _any obscene visual depiction, as defined in 18 U.S.C. § 1460;

(vi) _personal data that is created through the combination of
personal data with publicly available information;

(vii) genetic data, unless otherwise made publicly available by the
consumer to whom the information pertains;

(viii) _information provided by a consumer on a website or online
service made available to all members of the public, for free or for a fee, where
the consumer has maintained a reasonable expectation of privacy in the
information, such as by restricting the information to a specific audience; or
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(ix) intimate images, authentic or computer generated, known to
be nonconsensual.

(43) “Reproductive or sexual health care” has the same meaning as
“reproductive health care services” in 1 V.S.A. § 150(c).

(44) “Reproductive or sexual health data’ means any personal data
concerning an _effort made by a consumer to seek, or a consumer’s receipt of.
reproductive or sexual health care.

(45)  “Reproductive or sexual health facility” means any health care
facility in which at least 70 percent of the health care—related services or
products rendered or provided in the facility are reproductive or sexual health
care.

(46)(4) “Sale of personal data”’ means the exchange of a consumer’s
personal data by the controller with a third party for monetary or other
valuable consideration.

(B) “Sale of personal data’ does not include:

(i) _the disclosure of personal data to a processor that processes
the personal data on behalf of the controller;

(ii) the disclosure of personal data to a third party for purposes of
providing a product or service requested by the consumer;

(iii) the disclosure or transfer of personal data to an affiliate of
the controller;

(iv) the disclosure of personal data when the consumer directs the
controller to disclose the personal data or intentionally uses the controller to
interact with a third party;

(v) the disclosure of personal data that the consumer:

(1) _intentionally made available to the general public via a
channel of mass media; and

(1l) did not restrict to a specific audience; or

(vi) the disclosure or transfer of personal data to a third party as
an_asset that is part of a merger, acquisition, bankruptcy, or other transaction,
or a proposed merger. acquisition, bankruptcy, or other transaction, in which
the third party assumes control of all or part of the controller’s assets.

(47) “Sensitive data’ means personal data that includes:

(A) data revealing:




BILL AS INTRODUCED AND PASSED BY SENATE AND HOUSE  S.71
2025 Page 97 of 122

(i) racial or ethnic origin, religious beliefs, sex life, sexual
orientation, status as nonbinary or transgender, or citizenship or immigration
status, or

(ii) _a mental or physical health condition, diagnosis, disability, or

treatment;

(B) consumer health data;

(C) genetic or biometric data or information derived therefrom;

(D) personal data collected from an individual the controller has
actual knowledge, or willfully disregards, is a child;

(E) precise geolocation data;

(F) neural data;

(G) a consumer’s financial account number, financial account login
information, or credit card or debit card number that, in combination with any
required access or security code, password, or credential, would allow access
to a consumer’s financial account; or

(H) a government-issued identification number, including, but not
limited to, Social Security number, passport number. State identification card
number, or driver’s license number, that applicable law does not require to be
publicly displayed.

(48)(A) “Targeted advertising” means displaying advertisements to a
consumer where the advertisement is selected based on personal data obtained
or inferred from that consumer’s activities over time and across nonaffiliated
websites or online applications to predict the consumer’s preferences or
interests.

(B) “Targeted advertising” does not include:

(i) _an advertisement based on activities within the controller’s
own website or online application;

(ii) an advertisement based on the context of a consumer’s current
search query or visit to a website or online application;

(iii) _an advertisement directed to a consumer in response to the
consumer’s request for information or feedback; or

(iv) __processing of personal data solely to measure or report
advertising frequency, performance, or reach.

(49) “Third party” means a person, public authority, agency, or body,
other than the consumer, controller, or processor or an affiliate of the
processor or the controller.
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(50) “Trade secret” has the same meaning as in section 4601 of this
title.

Q 2415b. APPLICABILITY

(a) Thresholds. Except as provided in subsection (b) of this section, this
subchapter applies to a person that conducts business in this State or a person
that produces products or services that are targeted to residents of this State
and that during the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 35,000
consumers, excluding personal data controlled or processed solely for the
purpose of completing a payment transaction;

(2) controlled or processed the sensitive data of not fewer than 3,000
consumers, excluding personal data controlled or processed solely for the
purposes of completing a payment transaction; or

(3) offered for sale in trade or commerce the personal data of not fewer
than 3,000 consumers.

(b) Health data applicability. Section 2415k of this subchapter and the
provisions of this subchapter concerning consumer health data and consumer
health data controllers apply to a person that conducts business in this State or
a person that produces products or services that are targeted to residents of
this State.

(c) Controlling law. In the event of a conflict between the provisions of this
subchapter and any other law, including the Vermont Age-Appropriate Design
Code Act, the provisions of the law that afford the greatest protection for the
right of privacy for consumers shall control.

¢ 2415¢. EXEMPTIONS

(a) This subchapter does not apply to.

(1) in the ordinary course of its operation. a federal, state, tribal, or
local government entity or an instrumentality of the State;

(2)(A) a covered entity that is not a hybrid entity;

(B) any health care component of a hybrid entity; or

(C) a business associate;

(3) patient-identifving information, for purposes of 42 U.S.C. § 290DD—

2;

(4)(4) _information to the extent it is used for public health, community
health, or population health activities and purposes, as authorized by HIPAA,
when provided by or to a covered entity or when provided by or to a business
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associate in accordance with the business associate agreement with a covered

entity;

(B) information that is a health care record, as that term is defined in
18 V.S.A. § 9419, if the information is held by an entity that is a covered entity
or _business associate under HIPAA because it collects, uses, or discloses
protected health information;

(C) _information that is deidentified in accordance with the
requirements for deidentification set forth in 45 C.FR. § 164.514 and that is
derived from individually identifiable health information as described in
HIPAA: and

(D) _ personal information consistent with the human subject
protection requirements of the U.S. Food and Drug Administration;

(5) information used only for public health activities and purposes
described in 45 C.FER. § 164.512 (disclosure of protected health information
without authorization);

(6) information that identifies a consumer in connection with:

(A) activities that are subject to the Federal Policy for the Protection
of Human Subjects, codified as 45 C.F.R. Part 46 (HHS protection of human
subjects) and in various other federal regulations;

(B) activities that are subject to the protections provided in 21 C.F.R.
Parts 50 (FDA clinical investications protection of human subjects) and
56 (FDA clinical investigations institutional review boards); or

(C) research conducted in accordance with the requirements set forth
in_subdivisions (A) and (B) of this subdivision (a)(6) or otherwise in
accordance with applicable law;

(7) _patient-identifving information that is collected and processed in
accordance with 42 C.FR. Part 2 (confidentiality of substance use disorder
patient records);

(8) patient safety work product that is created and used for purposes of
patient safety improvement in_accordance with 42 C.F.R. § 3, established in
accordance with 42 U.S.C. §§ 299b—-21 through 2995626,

(9) information or documents created for the purposes of the Healthcare
Quality Improvement Act of 1986, 42 U.S.C. §§ 11101-11152, and regulations
adopted to implement that act;

(10) information processed or maintained solely in connection with, and
for the purpose of. enabling notice of an emergency to persons that an
individual specifies;
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(11) any activity that involves collecting, maintaining, disclosing,
selling, communicating, or using information for the purpose of evaluating a
consumer’s _creditworthiness, credit standing, credit capacity, character,
general reputation, personal characteristics, or mode of living if done strictly
in_accordance with the provisions of the Fair Credit Reporting Act, 15 U.S.C.
§9 1681-1681x, as may be amended, by:

(A) a consumer reporting agency;

(B) a person who furnishes information to a consumer reporting
agency under 15 U.S.C. § 1681s-2 (rvesponsibilities of furnishers of information
to consumer reporting agencies); or

(C) a person who uses a consumer report as provided in 15 U.S.C.
§ 1681b(a)(3) (permissible purposes of consumer reports);

(12) information collected, processed, sold, or disclosed under and in
accordance with the following laws and regulations.

(A) the Driver’s Privacy Protection Act of 1994, 18 U.S.C. §§ 2721—

2725,

(B) data that is subject to the Family Educational Rights and Privacy
Act, 20 U.S.C. § 12329, and regulations adopted to implement that act;

(C) data that is subject to the Airline Deregulation Act, Pub. L. No.
95-504, only to the extent that an air carrier collects information related to
prices, routes, or services, and only to the extent that the provisions of the
Airline Deregulation Act preempt this subchapter;

(D) data that is subject to the Farm Credit Act, Pub. L. No. 92-181,
as may be amended; and

(E) data that is subject to federal policy under 21 U.S.C. § 830
(regulation of listed chemicals and certain machines);

(13) data subject to Title V of the Gramm-Leach-Bliley Act, Pub. L. No.
106-102, and regulations adopted to implement that act;

(14) a state- or federally chartered bank or credit union, or an affiliate
or subsidiary that is principally engaged in financial activities, as described in
12US.C. § 1843(k);

(15) an agent, broker-dealer. investment adviser, or investment adviser
representative, as those terms are defined in section 5102 of this title, who is
regulated by the Department of Financial Regulation or the Securities and
Exchange Commission;
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(16) a person regulated pursuant to 8 V.S.A. part 3 (chapters 101-165)
other than a person who, alone or in combination with another person,
establishes and maintains a _self-insurance program and who does not
otherwise engage in the business of entering into policies of insurance;

(17) health care providers and health care facilities, as those terms are
defined in 18 V.S.A. § 9402, provided such providers and facilities maintain all
protected health information in accordance with the requirements of 18 V.S.A.
§ 1881 and HIPAA regardless of whether such providers or facilities are
covered entities under 45 C.FR. § 160.103;

(18) protected health information under HIPAA;

(19) a third-party administrator, as that term is defined in the Third
Party Administrator Rule adopted pursuant to 18 V.S.A. § 9417, provided that
the _third-party administrator is subject to and in compliance with the
Department of Financial Regulation’s Regulation IH-2001-01 (Privacy of
Consumer Financial and Health Information);

(20) personal data of a victim or witness of child abuse, domestic
violence, human trafficking, sexual assault, violent felony, or stalking that a
victim _services organization collects, processes, or maintains in the course of

its operation;

(21) a nonprofit organization that is established to detect and prevent
fraudulent acts in connection with insurance;

(22) _information that is processed for purposes of compliance,
enrollment or degree verification, or research services by a nonprofit
organization that is established to provide enrollment data reporting services
on behalf of postsecondary schools as that term is defined in 16 V.S.A. § 176;

(23) noncommercial activity of:

(A) a publisher, editor, reporter, or other person who is connected
with or employed by a newspaper, magazine, periodical, newsletter, pamphlet,
report, or other publication in general circulation;

(B) a radio or television station that holds a license issued by the
Federal Communications Commission;

(C) a nonprofit organization that provides programming to radio or
television networks; or

(D) a press association or wire service; or

(24) data processed or maintained.:
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(A) in the course of an individual applying to, employed by, or acting
as_an_agent or independent contractor of a controller, processor, consumer
health data controller. or third party, to the extent that the data is collected and
used within the context of that role;

(B) as the emergency contact information of a consumer pursuant to

this subchapter, used for emergency contact purposes; or

(C) that is necessary to retain to administer benefits for another

individual relating to the individual who is the subject of the information
pursuant to subdivision (18) of this subsection (a) and used for the purposes of
administering such benefits.

(b) Controllers, processors, and consumer health data controllers that
comply with the verifiable parental consent requirements of COPPA shall be
deemed compliant with any obligation to obtain parental consent pursuant to
this subchapter.

Q 2415d. CONSUMER PERSONAL DATA RIGHTS

(a) Consumer rights. A consumer shall have the right to:

(1) confirm whether or not a controller is processing the consumer’s
personal data and access such personal data, including any inferences about
the consumer derived from such personal data and whether a controller or
processor _is _processing a_consumer’s _personal data for the purposes of
profiling to make a decision that produces any legal or similarly significant
effect concerning a consumer, unless such confirmation or access would
require the controller to reveal a trade secret or the controller is prohibited
from disclosing such personal data under subsection (e) of this section;

(2) correct inaccuracies in _the consumer’s personal data, taking into
account the nature of the personal data and the purposes of the processing of
the consumer’s personal data;

(3) delete personal data provided by, or obtained about, the consumer;

(4) obtain a copy of the consumer’s personal data processed by the
controller, in a portable and, to the extent technically feasible, readily usable
format that allows the consumer to transmit the data to another controller
without hindrance, where the processing is carried out by automated means,
provided the controller shall not be required to reveal any trade secret;

(5) opt out of the processing of the personal data for purposes of:

(A) targeted advertising;
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(B) the sale of personal data, except as provided in subsection
2415e(b) of this subchapter, or

(C) profiling in furtherance of any automated decision that produces
any legal or similarly significant effect concerning the consumer;

(6) if the consumer’s personal data were processed for the purposes of
profiling in furtherance of any automated decision that produced any legal or
similarly significant effect concerning the consumer, and if feasible:

(A) question the result of such profiling;

(B) be informed of the reason that such profiling resulted in such
decision;

(C) review the consumer’s personal data that were processed for the
purposes of such profiling; and

(D) if the profiling decision concerned housing, taking into account
the nature of the personal data and the purposes for which such personal data
were processed, be allowed to correct any incorrect personal data that were
processed for the purposes of such profiling and have the profiling decision
reevaluated based on the corrected personal data; and

(7) obtain from the controller a list of the third parties to which such
controller has sold the consumer’s personal data or, if such controller does not
maintain _a list of the third parties to which such controller has sold the
consumer’s personal data, a list of all third parties to which such controller
has sold personal data, provided the controller shall not be required to reveal
any trade secret.

(b) Exercising consumer rights.

(1) A consumer may exercise rights under this section by a secure and
reliable means established by the controller and described to the consumer in
the controller’s privacy notice pursuant to subsection 2415e(c) of this

subchapter:

(2)(4) A consumer may designate another person to serve as the
consumer’s authorized agent, and act on the consumer’s behalf. to opt out of
the processing of the consumer’s personal data for the purposes specified in
subsection (a) of this section.

(B) The consumer may designate an authorized agent by way of.
among other things, a technology, including an internet link or a browser
setting, browser extension, or global device setting, indicating the consumer’s
intent to opt out of the processing.
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(C) A controller shall comply with an opt-out request received from
an_authorized agent if the controller is able to verify, with commercially
reasonable effort, the identity of the consumer and the authorized agent’s
authority to act on the consumer’s behalf.

(3) In the case of processing personal data of a consumer who:

(A) a controller has actual knowledge, or willfully disregards, is a
child, the parent or legal guardian may exercise the consumer rights on the

child’s behalf: and

(B) is subject to a guardianship, conservatorship, or other protective
arrangement, the guardian or the conservator of the consumer may exercise
the rights on the consumer’s behalf.

(c)  Controller compliance.  Except as otherwise provided in this
subchapter, a controller shall comply with a request by a consumer to exercise
the consumer rights authorized pursuant to this subchapter as follows:

(1) Timeline to respond. A controller:

(A) shall respond to the consumer without undue delay, but not later
than 45 days after receipt of the request; and

(B) may extend the response period by 45 additional days when
reasonably necessary, considering the complexity and number of the
consumer’s requests, provided the controller informs the consumer of the
extension within_the initial 45-day response period and of the reason for the
extension.

(2) Declining to take action. If a controller declines to take action
regarding the consumer’s request, the controller shall inform the consumer
without undue delay, but not later than 45 days after receipt of the request, of
the justification for declining to take action and instructions for how to appeal
the decision.

(3) Cost of information.

(A) Information provided by a controller in response to a consumer
request shall be provided by the controller, free of charge, once per consumer
during any 12-month period.

(B) If requests from a consumer are manifestly unfounded, excessive,
or repetitive, the controller may charge the consumer a reasonable fee to cover
the administrative costs of complying with the request or decline to act on the

request.

(C) The controller bears the burden of demonstrating the manifestly
unfounded, excessive, or repetitive nature of the request.
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(4) Authentication of request.

(A) If a controller is unable to authenticate a request to exercise any
of the rights afforded under subdivisions (a)(1)—(4) of this section using
commercially reasonable efforts, the controller shall not be required to comply
with a request to initiate an action pursuant to this section and shall provide
notice to the consumer that the controller is unable to authenticate the request
to exercise the right or rights until the consumer provides additional
information reasonably necessary to authenticate the consumer and the
consumer’s request to exercise the right or rights.

(B) A controller shall not be required to authenticate an opt-out
request, but a controller may deny an opt-out request if the controller has a
good faith, reasonable, and documented belief that the request is fraudulent.

(C) If a controller denies an opt-out request because the controller
believes the request is fraudulent, the controller shall send a notice to the
person who made the request disclosing that the controller believes the request
is fraudulent, why the controller believes the request is fraudulent, and that the
controller shall not comply with the request.

(5) Third-party data. A controller that has obtained personal data
about a consumer from a source other than the consumer shall be deemed in
compliance with a consumer’s request to delete the consumer’s data pursuant
to subdivision (a)(3) of this section by:

(A) retaining a record of the deletion request and the minimum data
necessary for the purpose of ensuring the consumer’s personal data remains
deleted from the controller’s records and not using the retained data for any
other purpose pursuant to the provisions of this subchapter; or

(B) opting the consumer out of the processing of the personal data
for any purpose except for those exempted pursuant to the provisions of this

subchapter:
(d) Appeals.

(1) A controller shall establish a process for a consumer to appeal the
controller’s refusal to take action on a request pursuant to this section within a
reasonable period of time after the consumer’s receipt of the decision.

(2) The appeal process shall be conspicuously available and similar to
the process for submitting requests to initiate action pursuant to this section.

(3) Not later than 60 days after receipt of an appeal, a controller shall
inform the consumer in writing of any action taken or not taken in response to
the appeal, including a written explanation of the reasons for the decisions.
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(4) If the controller denies the appeal, the controller shall also provide
the consumer with an online mechanism, if available, or other method through
which the consumer may contact the Attorney General to submit a complaint.

(e) Disclosure of certain information. A controller shall not disclose the
following personal data in response to a request to exercise the consumer’s

rights pursuant to subdivision (a)(l) of this section and shall instead inform
the consumer or the person exercising such right on behalf of the consumer,
with sufficient particularity, that the controller has collected the consumer’s:

(1) Social Security number;

(2) driver’s license number, State identification card number, or other
government-issued identification number;

(3) financial account number;

(4) _health insurance identification number or medical identification
number;

(5) account password;

(6) security question or answer thereto; or

(7) biometric data.

¢ 2415e. DUTIES OF CONTROLLERS

(a) Data collection and processing. A controller shall:

(1) limit the collection of a consumer’s personal data to what is
reasonably necessary and proportionate in relation to the purposes for which
the data are processed, as disclosed to the consumer;

(2) not process a consumer’s personal data for any material new
purpose that is neither reasonably necessary to, nor compatible with, the
purposes for which the data were processed pursuant to subdivision (1) of this
subsection, unless the controller receives consent from the consumer;

(3)  establish, implement, and maintain reasonable administrative,
technical, and physical data security practices to protect the confidentiality,
integrity, and accessibility of personal data appropriate to the volume and
nature of the personal data at issue;

(4) regarding the sensitive data of a consumer:

(A) not process the sensitive data unless the consumer has provided
consent and unless the processing is reasonably necessary in relation to the
purposes for which the sensitive data are collected;
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(B) not sell the sensitive data unless the consumer has provided
consent,; and

(C) _if the controller has actual knowledge, or willfully disregards,
that the consumer is a child, process the sensitive data in accordance with:

(i) COPPA; and
(ii) if applicable, section 2449f of this title;

(5) not process personal data in violation of any:

(A) law of this State that prohibits unlawful discrimination against
consumers and _any evidence, or lack of evidence, concerning proactive
antibias testing or any similar proactive effort to avoid processing data in
violation of any such law, including any evidence or lack of evidence
concerning the quality, efficacy, recency, and scope of any testing or effort, the
results of which shall be relevant to any claim available for a violation of such
law and any defense available thereto; or

(B) _federal law that prohibits unlawful discrimination against
consumers;

(6) provide an effective mechanism for a consumer to revoke the
consumer’s consent under this section that is at least as easy as the mechanism
by which the consumer provided the consumer’s consent and, upon revocation
of the consent, cease to process the data as soon as practicable, but not later
than 15 days after the receipt of the request;

(7) _subject to subdivision (9) of this subsection, if a controller has
actual knowledge, and willfully disvegards, that a consumer is at least 13 vears
of age but younger than 18 vears of age:

(A) not process the personal data of the consumer for purposes of
targeted advertising; and

(B) not sell the consumer’s personal data;

(8) not discriminate against a consumer for exercising any of the
consumer rights contained in this subchapter, including denying goods or
services, charging different prices or rates for goods or services, or providing
a different level of quality of goods or services to the consumer; and

(9) if the controller is a covered business and the consumer is a covered
minor as both terms are defined in section 2449a of this title, comply with the
requirements set forth in chapter 62, subchapter 6 of this title (Vermont Age-
Appropriate Design Code Act).

(b) Limitations. Subsection (a) of this section shall not be construed to:
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(1) require a controller to provide a product or service that requires the
personal data of a consumer that the controller does not collect or maintain;
or

(2) prohibit a controller from offering a different price, rate, level,
quality, or selection of goods or services to a consumer, including offering
goods or services for no fee if the offering is in connection with a consumer’s
voluntary participation in _a bona fide loyalty, rewards, premium features,
discounts, or club card program.

(c) Privacy notice.

(1) A controller shall provide consumers with a reasonably accessible,
clear, and meaningful privacy notice that includes.

(A) the categories of personal data processed by the controller;

(B) the purpose for processing personal data and a description of the
processing, pursuant to subdivision (a)(1) of this section;

(C) a description of the means, established pursuant to subsection (d)
of this section, for consumers to submit requests to exercise their consumer
rights pursuant to this subchapter. including a description of how consumers

may.

(i) exercise a consumer’s rights under subsection 2415d(a) of this
subchapter; and

(ii) _appeal a controller’s decisions with regard to requests to
exercise such rights;

(D) the categories of personal data that the controller sells to third
parties, if any;

(E) the categories of third parties, if any, to which the controller sells
personal data;

(F) a clear and conspicuous disclosure of any:

(i) processing of personal data for purposes of targeted
advertising; or

(ii) _sale of personal data to a third party for purposes of targeted
advertising;

(G) an _active email address or other online mechanism that the
consumer may use to contact the controller;

(H) a statement disclosing whether the controller collects, uses, or
sells personal data for the purpose of training large language models; and
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() the most recent month and year during which the controller
updated the privacy notice.

(2) A controller shall make the privacy notice required under
subdivision (1) of this subsection publicly available:

(A)  through a conspicuous hyperlink that includes the word
“privacy’’:
(i) _on the home page of the controller’s website, if the controller
maintains a website;

(ii) on the application store page or download page of a mobile
device, if the controller maintains an application for use on a mobile device;
and

(iii) __on_the application’s settings menu_or in_a _similarly
conspicuous and accessible location, if the controller maintains an application
for use on a mobile device or other device used to connect to the internet;

(B) through a medium in which the controller regularly interacts with
consumers, including mail, if the controller does not maintain a website;

(C) in each language in which the controller:

(i) provides any product or service that is subject to the privacy
notice; or

(ii) _carries out any activity that is related to any product or
service described in subdivision (i) of this subdivision (C); and

(D) in a manner that is reasonably accessible to, and usable by,
individuals with disabilities.

(3) Whenever a controller makes any retroactive material change to the
controller’s privacy notice or practices, the controller shall:

(A) _notify the consumers affected by such material change with
respect to_any personal data to be collected after the effective date of such
material change;

(B) provide a reasonable opportunity for the consumers described in
subdivision (A) of this subdivision (3) to withdraw consent to any further and
materially different collection, processing, or transfer of previously collected
personal data following such material change; and

(C) take all reasonable electronic measures to provide the notice set
forth in this subdivision (3) to the affected consumers, taking into account the
technology available to the controller and the nature of the controller’s
relationship with such affected consumers.
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(4) Nothing in this subsection shall be construed to require a controller
to provide a privacy notice that is specific to this State if the controller
provides a generally applicable privacy notice that satisfies the requirements
established in this subsection.

(d) Providing consumers access to exercise rights.

(1) A controller shall:

(A) establish and describe in a privacy notice, one or more secure
and reliable means for consumers to submit a request to exercise their
consumer rights pursuant to this subchapter; and

(B) not require a consumer to create a new account in_order to
exercise consumer rights but may require a consumer to use an_existing
account.

(2) The means pursuant to subdivision (1) of this subsection shall:

(A) take into account the ways in which consumers normally interact
with the controller, the need for secure and reliable communication of the
requests, and the ability of the controller to verify the identity of the consumer
making the request;

(B) provide a clear and conspicuous link on the controller’s website
to a web page that enables a consumer, or an agent of the consumer, to opt out
of the processing of the consumer’s personal data for purposes of targeted
advertising or any sale of the consumer’s personal data; and

(C) allow a consumer to opt out of any processing of the consumer’s
personal data for the purposes of targeted advertising, or any sale of the
personal data, through an opt-out preference signal sent to the controller with
the consumer’s consent indicating the consumer’s intent to opt out of any of

the processing or sale, by a platform, technology, or other mechanism that
shall:

(i) _not unfairly disadvantage another controller;

(ii) _not make use of a default setting, but rather require the
consumer to make an affirmative, freely given, and unambiguous choice to opt
out _of any processing of the consumer’s personal data pursuant to this

subchapter;

(iii) __be consumer friendly and easy to use by the average

consumer,

(iv) _be as consistent as possible with any other similar platform,
technology, or mechanism required by any federal or State law or regulation;
and
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(v) enable the controller to accurately determine whether the
consumer is a resident of this State and whether the consumer has made a
legitimate request to opt out of any sale of the consumer’s personal data or
targeted advertising.

(3) If a consumer’s decision to opt out of any processing of the
consumer’s personal data for the purposes of targeted advertising, or any sale
of the personal data, through an opt-out preference signal sent in accordance
with the provisions of subdivision (2)(C) of this subsection conflicts with the
consumer’s _existing _controller-specific _privacy setting or _voluntary
participation in_a controller’s bona fide loyalty, rewards, premium features,
discounts, or club card program, the controller shall comply with the
consumer’s _opt-out preference signal but may notify the consumer of the
conflict and provide to the consumer the choice to confirm the controller-
specific privacy setting or participation in the program.

(4) If a controller responds to a consumer opt-out request received
pursuant to subdivision (2)(C) of this subsection by informing the consumer of
a charge for the use of any product or service, the controller shall present the
terms of any financial incentive offered pursuant to subdivision (b)(2) of this
section for the retention, use, sale, or sharing of the consumer’s personal data.

¢ 2415f. PROCESSORS’ DUTIES; CONTRACTS BETWEEN
CONTROLLERS AND PROCESSORS

(a) Generally. A processor shall adhere to the instructions of a controller
and shall assist the controller in meeting the controller’s obligations under this
subchapter, including:

(1) taking into account the nature of processing and to the extent
possible, to fulfill the controller’s obligation to respond to consumer rights
requests pursuant to subsection 2415d(a) of this subchapter;

(2) taking into account the nature of processing and the information
available to the processor. by assisting the controller in meeting the
controller’s obligations in relation to the security of processing the personal
data and in relation to the notification of a data broker security breach or
security breach, as defined in section 2430 of this title, of the system of the
processor. in order to meet the controller’s obligations; and

(3) providing necessary information to enable the controller to conduct
and document data protection and impact assessments.

(b) Contractual terms.
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(1) A contract between a controller and a processor shall govern the
processor’s data processing procedures with respect to processing performed
on behalf of the controller.

(2) The contract shall be binding and clearly set forth instructions for
processing data, the nature and purpose of processing, the type of data subject
to processing, the duration of processing, and the rights and obligations of

both parties.

(3) The contract shall require that the processor:

(A) ensure that each person processing personal data is subject to a
duty of confidentiality with respect to the data;

(B) at the controller’s direction, delete or return all personal data to
the controller as requested at the end of the provision of services, unless
retention of the personal data is required by law;

(C) upon the reasonable request of the controller. make available to
the controller all information in its possession necessary to demonstrate the
processor’s compliance with the obligations in this subchapter;

(D) after providing the controller an opportunity to object, engage
any _subcontractor pursuant to a written contract that requires the
subcontractor to meet the obligations of the processor with respect to the
personal data; and

(E) make available to the controller upon the reasonable request of
the controller all information in the processor’s possession necessary to
demonstrate the processor’s compliance with this subchapter.

(4) A processor shall provide a report of an assessment to the controller
upon request.

(c) Liabilities. This section shall not be construed to relieve a controller or
processor from the liabilities imposed on the controller or processor by virtue
of the controller’s or processor’s role in the processing relationship, as
described in this subchapter.

(d) Processors performing as controllers.

(1) Determining whether a person is acting as a controller or processor
with respect to a specific processing of data is a fact-based determination that
depends upon the context in which personal data are to be processed.

(2) A person who is not limited in the person’s processing of personal
data pursuant to a controller’s instructions, or who fails to adhere to the
instructions, is a controller and not a processor with respect to a specific
processing of data.
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(3) A processor that continues to adhere to a controller’s instructions
with respect to a specific processing of personal data remains a processor.

(4) If a processor begins, alone or jointly with others, determining the
purposes _and means of the processing of personal data, the processor is a
controller with respect to the processing and may be subject to an enforcement
action under section 2415j of this subchapter.

¢ 2415g. DATA PROTECTION AND IMPACT ASSESSMENTS:
DISCLOSURE TO ATTORNEY GENERAL

(a) Generally. A controller shall conduct and document a data protection
assessment for each of the controller’s processing activities that presents a
heightened risk of harm to a consumer, which for the purposes of this section
includes.

(1) the processing of personal data for the purposes of targeted
advertising;

(2) the sale of personal data;

(3) the processing of personal data for the purposes of profiling, if the
profiling presents a reasonably foreseeable risk of:

(A) unfair or deceptive treatment of. or unlawful disparate impact on,
a consumer;

(B) financial, physical, or reputational injury to a consumer:;

(C) a physical or other intrusion upon the solitude or seclusion, or
the private affairs or concerns, of a consumer. if the intrusion would be
offensive to a reasonable person; or

(D) other substantial injury to a consumer; and

(4) the processing of sensitive data.

(b) Requirements.

(1) Data protection assessments conducted pursuant to subsection (a) of
this section shall identify and weigh the benefits that may flow, directly and
indirectly, from the processing to the controller, the consumer. other
stakeholders, and the public against the potential risks to the rights of the
consumer associated with the processing, as mitigated by safeguards that can
be employed by the controller to reduce the risks.

(2) The controller shall factor into each data protection assessment the
use of deidentified data and the reasonable expectations of consumers, as well
as the context of the processing and the relationship between the controller and
the consumer whose personal data will be processed.
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(c) Impact assessments for profiling. Each controller that engages in any
profiling for the purposes of making a decision that produces any legal or
similarly significant effect concerning a consumer shall conduct an impact
assessment for the profiling. The impact assessment shall include, to the extent
reasonably known by or available to the controller, as applicable:

(1) a statement by the controller disclosing the purpose, intended use
cases, and deployment context of. and benefits afforded bv, the profiling;

(2) an analysis of whether the profiling poses any known or reasonably
foreseeable heightened risk of harm to a consumer, and, if so:

(A) the nature of such heightened risk of harm to a consumer; and

(B) the steps that have been taken to mitigate such heightened risk of
harm to a consumer;

(3) a description of-

(A) the main categories of personal data processed as inputs for the
purposes of such profiling; and

(B) the outputs such profiling produces;

(4) an overview of the main categories of personal data the controller
used to customize the profiling, if the controller used data to customize the

profiling;

(5) any metrics used to evaluate the performance and known limitations
of the profiling;

(6) a description of any transparency measures taken concerning the
profiling, including any measures taken to disclose to consumers that the
controller is engaged in profiling while the controller is engaged in the

profiling; and

(7) _a description of the postdeployment monitoring and user safeguards
provided concerning such profiling, including the oversight, use, and learning
processes _established by the controller to address issues arising from such

profiling.

(d) Disclosure to Attorney General.

(1) The Attorney General may require that a controller disclose any
data protection or _impact assessment that is relevant to an investigation
conducted by the Attorney General, and the controller shall make the data
protection or impact assessment available to the Attorney General.

(2) The Attorney General may evaluate the data protection or impact
assessment for compliance with the responsibilities set forth in this subchapter.
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(3) Data protection and impact assessments shall be confidential and
shall be exempt from disclosure and copying under the Public Records Act.

(4) To the extent any information contained in a data protection or
impact _assessment disclosed to the Attorney General includes information
subject to attorney-client privilege or work product protection, the disclosure
shall not constitute a waiver of the privilege or protection.

(e) Assessment efficiency and applicability.

(1) A single data protection or impact assessment may address a
comparable set of processing operations that include similar activities.

(2) If a controller conducts a data protection or impact assessment for
the purpose of complying with another applicable law or regulation, the data
protection or_impact assessment shall be deemed to satisfy the requirements
established in this section if the data protection or impact assessment is
reasonably similar in scope and effect to the data or impact protection
assessment that would otherwise be conducted pursuant to this section.

(3) Data protection and impact assessment requirements shall apply to
processing activities created or generated after January 1, 2028, and are not
retroactive.

Q 2415h. DEIDENTIFIED DATA

(a) Requirements. A controller in possession of deidentified data shall:

(1) take reasonable measures to ensure that the data cannot be
associated with an individual;

(2) publicly commit to maintaining and using deidentified data without
attempting to reidentify the data; and

(3) contractually obligate anv recipients of the deidentified data to
comply with the provisions of this subchapter.

(b) Limitations. This subchapter shall not be construed to:

(1) require a controller or processor to reidentify deidentified data or
pseudonymous data;

(2) maintain data in _identifiable form, or collect, obtain, retain, or
access _any_data or technologv, in order to be capable of associating an
authenticated consumer request with personal data; or

(3) require a controller or processor to comply with an authenticated
consumer rights request if the controller:
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(A) is not reasonably capable of associating the request with the
personal data or it would be unreasonably burdensome for the controller to
associate the request with the personal data;

(B) does not use the personal data to recognize or respond to the
specific consumer who is the subject of the personal data, or associate the
personal data with other personal data about the same specific consumer; and

(C) does not sell the personal data to any third party or otherwise
voluntarily disclose the personal data to any third party other than a processor,
except as otherwise permitted in this section.

(c)  Pseudonymous data. The rights afforded under subdivisions
2415d(a)(1)—(4) of this subchapter shall not apply to pseudonymous data in
cases in_which the controller is able to demonstrate that any information
necessary to identify the consumer is kept separately and is subject to effective
technical and organizational controls that prevent the controller from
accessing the information.

(d) Oversight when disclosing. A controller that discloses pseudonymous
data or deidentified data shall exercise reasonable oversight to monitor
compliance with any contractual commitments to which the pseudonymous
data or deidentified data is subject and shall take appropriate steps to address
any breaches of those contractual commitments.

¢ 2415i. CONSTRUCTION OF DUTIES

(a) Generally. This subchapter shall not be construed to restrict a
controller’s, processor’s, or consumer health data controller’s ability to:

(1) comply with federal, state, or municipal laws, ordinances, or
regulations, except as prohibited by 1 V.S.A. § 150;

(2) comply with a civil, criminal, or regulatory inquiry, investigation,
subpoena, or summons by federal, state, municipal, or other governmental
authorities;

(3) cooperate with law enforcement agencies concerning conduct or
activity that the controller. processor, or consumer health data controller
reasonably and in good faith believes may violate federal, state, or municipal
laws, ordinances, or regulations;

(4) investigate, establish, exercise, prepare for. or defend legal claims;

(5) provide a product or service specifically requested by a consumer;

(6) perform under a contract to which a consumer is a party, including
fulfilling the terms of a written warranty;
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(7) take steps at the request of a consumer prior to entering into a
contract,

(8) take immediate steps to protect an interest that is essential for the
life_or physical safety of the consumer or another individual, and if the
processing cannot be manifestly based on another legal basis;

(9) prevent, detect, protect against, or respond to security incidents,
identity theft, fraud, harassment, malicious or deceptive activities, or any
illegal activity; preserve the integrity or security of systems; or investigate,
report, or prosecute those responsible for the action;

(10) engage in public or peer-reviewed scientific or statistical research
in _the public interest that adheres to all other applicable ethics and privacy
laws and is approved, monitored, and governed by an institutional review
board that determines, or similar independent oversight entities that
determine:

(A) whether the deletion of the information is likely to provide
substantial benefits that do not exclusively accrue to the controller;

(B) the expected benefits of the research outweigh the privacy risks;

and

(C) whether the controller or consumer health data controller has
implemented reasonable safeguards to mitigate privacy risks associated with
research, including any risks associated with reidentification;

(11) assist _another _controller. processor. consumer health data
controller, or third party with any of the obligations under this subchapter; or

(12) process personal data for reasons of public interest in the area of
public health, community health, or population health, but solely to the extent
that the processing is.

(A) subject to suitable and specific measures to safeguard the rights
of the consumer whose personal data are being processed; and

(B) under _the responsibility of a professional subject to
confidentiality obligations under federal, state, or local law.

(b) Internal use of data. The obligations imposed on controllers,
processors, or _consumer _health data controllers under this subchapter shall
not restrict a controller’s, processor’s, or consumer health data controller’s
ability to collect, use, or retain data for internal use to:

(1) conduct internal research to develop, improve, or repair products,
services, or technology;
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(2) effectuate a product recall;

(3) identify and repair technical errors that impair existing or intended

functionality;

(4) process personal data for the purposes of profiling in furtherance of
any automated decision that may produce any legal or similarly significant
effect concerning a consumer;, provided the personal data are:

(A) processed only to the extent necessary to detect or correct any
bias that may result from processing the data for such purposes, the bias
cannot effectively be detected or corrected without processing the data, and the
data are deleted once the processing has been completed;

(B) processed subject to appropriate safeguards to protect the rights
of consumers secured by the Constitution or laws of this State or of the United
States;

(C) subject to technical restrictions concerning the reuse of the data
and __industry-standard _ security _and  privacy measures, _including
pseudonymization;

(D) subject to measures to ensure that the data are secure, protected,
and _subject to suitable safeguards, including strict controls concerning, and
documentation of. access to the data, to avoid misuse and ensure that only
authorized persons may access the data while preserving the confidentiality of
the data; and

(E) not transmitted, transferred, or otherwise accessed by any third

party,

(5) perform internal operations that are reasonably aligned with the
expectations of the consumer or reasonably anticipated based on the
consumer’s_existing relationship with the controller or consumer health data
controller, or are otherwise compatible with processing data in furtherance of
the provision of a product or service specifically requested by a consumer or
the performance of a contract to which the consumer is a party; or

(6)  perform internal operations in _accordance with the internal
operations exception established in COPPA if the controller, processor. or
consumer _health data controller is processing data in accordance with the

exception.
(c) Evidentiary privilege.

(1) The obligations imposed on controllers, processors, or consumer
health data controllers under this subchapter shall not apply if compliance by
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the controller, processor, or consumer health data controller with this
subchapter would violate an evidentiary privilege under the laws of this State.

(2) This subchapter shall not be construed to prevent a controller,
processor._or _consumer _health data controller from providing personal data
concerning a consumer to a person covered by an evidentiary privilege under
the laws of this State as part of a privileged communication.

(3) _Nothing in this subchapter modifies 2020 Acts and Resolves No.
166, Sec. 14 or authorizes the use of facial recognition technology by law
enforcement.

(d) Third parties.

(1) A controller. processor. or consumer health data controller that
discloses personal data to a processor or third-party controller pursuant to this
subchapter shall not be deemed to have violated this subchapter if the
processor _or_third-party controller that receives and processes the personal
data violates this subchapter. provided, at the time the disclosing controller,
processor._or consumer health data controller disclosed the personal data, the
disclosing controller, processor. or consumer health data controller did not
have actual knowledge that the receiving processor or third-party controller
would violate this subchapter.

(2) A third-party controller or processor receiving personal data from a
controller, processor. or consumer health data controller in compliance with
this subchapter is not in violation of this subchapter for the transgressions of
the controller. processor. or consumer health data controller from which the
third-party controller or processor receives the personal data.

(e) Clarifications. This subchapter shall not be construed to:

(1) impose any obligation on a controller or processor that adversely
affects the rights or freedoms of any person, including the rights of any person.:

(A) to freedom of speech or freedom of the press guaranteed in the
First Amendment to the U.S. Constitution; or

(B) under 12 V.S.A. S 1615;

(2) apply to any person’s processing of personal data in the course of
the person’s purely personal or household activities; or

(3) require an independent school as defined in 16 V.S.A. § 11(a)(8) or a
private institution of higher education, as defined in 20 U.S.C. § 1001 et seq.,
to delete personal data or opt out of processing of personal data that would
unreasonably interfere with the provision of education services by or the
ordinary operation of the school or institution.
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(f) Personal data processing.

(1) Personal data processed by a controller or consumer health data
controller pursuant to this section may be processed to the extent that the

processing is:

(A) reasonably necessary and proportionate to the purposes listed in
this section; and

(B) adequate, relevant, and limited to what is necessary in relation to
the specific purposes listed in this section.

(2)(4) The collection, use, or retention of personal data pursuant to
subsection (b) of this section shall, where applicable, take into account the
nature and purpose or purposes of the collection, use, or retention.

(B) The data shall be subject to reasonable administrative, technical,
and physical measures to protect the confidentiality, integrity, and accessibility
of the personal data and to reduce reasonably foreseeable risks of harm to
consumers relating to the collection, use, or retention of personal data.

(3) If a controller or consumer health data controller processes personal
data pursuant to an exemption in this section, the controller or consumer
health data controller bears the burden of demonstrating that the processing
qualifies for the exemption and complies with the requirements of this
subsection.

(4) Processing personal data for the purposes expressly identified in this
section shall not solely make a legal entity a controller or consumer health
data controller with respect to the processing.

¢ 2415j. ATTORNEY GENERAL ENFORCEMENT: REPORTING

(a) Consumer Protection Act. A violation of this subchapter shall be
deemed a violation of the Vermont Consumer Protection Act, pursuant to
chapter 63 of this title. The Attorney General has the same authority to
enforce this subchapter as provided under 9 V.S.A. chapter 63, subchapter 1.
This subchapter shall not be construed as providing the basis for. or be subject
fo, a private right of action for violations of this subchapter or any other law.

(b) Reporting. Annually, on or before December 1, the Attorney General
shall submit a report to the General Assembly disclosing:

(1) the number of notices of violation pursuant to this subchapter that
the Attorney General has issued;

(2) the nature of each violation;
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(3) the number of violations that resulted in an enforcement action being
taken;

(4) the number of enforcement actions that proceeded to trial;

(5) whether and to what extent the Attornev General has offered an
opportunity for a controller or processor to cure a violation,; and

(6) any other matter the Attorney General deems relevant for the
purposes of the report.

(¢c) Guidance. The Attorney General shall provide, and update as
necessary, guidance to controllers and processors for compliance with the
terms of the Vermont Data Privacy and Online Surveillance Act.

Q 2415k. CONSUMER HEALTH DATA PRIVACY

A person shall not:

(1) provide any employee or contractor with access to consumer health
data unless the employee or contractor is subject to a contractual or statutory
duty of confidentiality;

(2) provide any processor with access to consumer health data unless
the person and processor comply with section 24151 of this subchapter;

(3) use a geofence to establish a virtual boundary that is within 1,850
feet of any health care facility, including any mental health facility or
reproductive or sexual health facility, for the purpose of identifying, tracking,
collecting data from, or sending any notification to a consumer regarding the
consumer’s consumer health data; or

(4) sell, or offer to sell, consumer health data without first obtaining the
consumer’s consent.

Sec. 2. DATA PRIVACY, INTENT; ENFORCEMENT; EDUCATION

(a) Enforcement intent. Through this act, the General Assembly makes the
decision to not provide consumers with a right to hold persons accountable in
civil court for violations of the Vermont Data Privacy and Online Surveillance
Act. Consequently, the Office of the Attorney General will bear the burden of
enforcing the Act and ensuring, to the best of its abilities, that the rights of
Vermonters will be protected. In prohibiting a private right of action, it is the
intent of the General Assembly that additional appropriations and resources
will be provided in the following years to support the Office of the Attorney
General’s enforcement of this Act, which may require the creation of a data
privacy unit. If such appropriations or resources are not provided, the General
Assembly may consider adding a private right of action for consumers.
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(b) Educational intent. It is also the intent of the General Assembly that
appropriate educational resources and sufficient technical support will be
provided by the State in the following years to help Vermont businesses comply
with the Act.

Sec. 3. DATA PRIVACY;, ENFORCEMENT; CURE PERIOD

During the period beginning January 1, 2028, and ending on June 30,
2029, the Attorney General shall, prior to initiating any action for a violation
of the Vermont Data Privacy and Online Surveillance Act, issue a notice of
violation to the alleged violator if the Attorney General determines that a cure
is possible. If the person fails to cure the violation within 60 days after receipt

of the notice of violation, the Attorney General may bring an action pursuant
to 9 V.S.A. § 2415j(a).

Sec. 4. EFFECTIVE DATE
This act shall take effect on January 1, 2028.




