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Re: Feedback on H. 121 Vermont Consumer Privacy Legislation - Version 1.1 (SED
Amendment)

Dear Chair Ram Hinsdale and Vice Chair Clarkson,

Consumer Reports' sincerely thanks you for your work to advance consumer privacy in
Vermont. As passed unanimously by the House, H. 121 would extend to Vermont consumers
critical new privacy protections, including among many others, default limits on business’
collection and use of information through a data minimization standard, a universal opt-out
provision relating to data brokers, strong civil rights protections, and the right for individuals to
seek redress in courts when businesses violate the law.

We write to provide feedback on the committee’s recently proposed amendments and to
address concerns raised by industry in testimony.

Harms

As an initial matter, it is important to clarify why data privacy is such an important issue for
groups like Consumer Reports and why we think it is vital the committee take a strong position
with H. 121. Consumers currently possess very limited power to protect their personal
information in the digital economy, while businesses operate with virtually no limitations as to
how they collect and use that information (so long as they note their behavior somewhere in
their privacy policy). This, with frightening regularity, results in concrete harms to consumers and
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is leading to the erosion of our basic expectation of privacy. Reproductive health apps? and
hospital websites® have been caught sharing users’ sensitive health information with large social
media platforms — risking the potential for embarrassment, stigmatization, or even
criminalization. Retail stores,* websites, and apps track our every move in order to segment us
into hyper-granularized marketing categories, using data to make inferences about us or our
lifestyles (like that we are “economically anxious elders”, “heavy purchasers of pregnancy tests,”
or “frequently depressed”)® that are ultimately used to target us with advertisements. Several car
manufacturers were recently alleged to be surreptitiously sharing driver information with data
brokers who then sold the information to insurance companies that, in some cases, used the
information to raise consumers’ premiums.® Facial recognition companies like Clearview Al have
exploited lax privacy standards to amass databases of billions of images that allow any person
to instantaneously identify any other person and associate them with other personal details, all
with just a single image.’

Privacy legislation should be strong enough to disrupt these business practices, as well as the
surveillance advertising business model that incentivizes companies (especially large social
media companies) to keep users on their services for as long as possible. As the committee is
aware from their work on Age Appropriate Design Code legislation, this business model has led
to many regrettable outcomes, including the marked increase in sensationalistic or divisive
content (which reportedly keeps users more engaged on platforms than other types of content),?
filter bubbles that limit exposure to alternative perspectives,® and the rise of addictive platform
design that has proven especially damaging to the well-being of children.®
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Strong privacy legislation is about much more than just sticking it to the tech companies or
reducing data breaches — it is about our right to an autonomous existence and to take back
control over the type of society we want to live in.

Data Minimization

Given these stakes, it was unsurprising to hear during the committee’s consideration of H. 121
on April 10 industry stakeholders urge the committee to weaken the existing data minimization
framework present in H. 121 (itself already a compromise based on language from CCPA rather
than the more restrictive standards present in ADPPA). In its current iteration, H. 121’s data
minimization standard allows companies to use personal data to provide the services requested
by the consumer, for other disclosed purposes so long as they are compatible with the
reasonable expectations of the consumer, or for any other purpose so long as the business
obtains the consumer’s consent." While this would prevent unanticipated uses of data without
consent, such as cross-website tracking and profiling, it would preserve the ability of businesses
to do traditional first-party marketing practices.

However, industry representatives instead argued that H. 121’s data minimization standard
would prevent companies from carrying out even the most uncontroversial activities, such as a
hotel advertising its restaurant when a consumer reserves a room. But this type of contextual
advertising would clearly be aligned with the reasonable expectations of consumers and is
explicitly exempted from the definition of targeted advertising (Section 2415 50(B)(ll)), which
would otherwise require the business to give the consumer an opportunity to opt-out of such
advertising. We've also reviewed similar claims from the Retailers and Grocers Association, as
well as the same industry representative, who argue that the minimization standard would
prevent businesses from advertising to existing customers based on their purchase history (for
example, a seasonal bowtie being advertised to a consumer that had previously purchased
similar seasonal attire). First-party targeted advertising of this nature would also likely meet the
reasonable expectations standard and would also qualify for a different exemption from the
definition of targeted advertising (Section 2415 50(B)(l)), meaning that businesses would not
even be required to honor an opt-out for such uses of data. It is clear that the intent of the bill is
not to disrupt these types of business practices.

Private Right of Action

The committee’s amendment proposes a number of changes to Section 2427, which provides
for the private right of action. The amendment would delay the effective date of the private right
of action by one year, would allow businesses 120 days to cure violations (instead of 60), and
would bar class action suits. Additionally, the amendment would limit the applicability of the
private right of action remedy to only apply to businesses that derive more than half of their
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revenue from the sale of personal data. This last change would essentially limit the private right
of action to data brokers or companies that depend on targeted advertising for the majority of
their revenue — while ignoring other tech companies, like Amazon, whose primary source of
revenue resides elsewhere but nevertheless also operates a massive data collection empire
that exposes consumers to a great deal of risk.'?

If the committee is intent on limiting the private right of action, it should at least tether such
limitations to a revenue threshold that ensures the largest, riskiest companies are still liable. The
committee could borrow from the recently announced, bipartisan federal American Privacy
Rights Act, which defines the term “large data holder”, which include entities that had an annual
gross revenue of not less than $250,000,000 in the previous calendar year, in addition to
several other factors.™ Furthermore, given such limitations, class actions should be reinstated,
as they have proven one of the most effective ways to put a stop to harmful data practices when
present in other privacy laws. For example, a landmark settlement under lllinois’ BIPA class
action remedy prevented further harm from Facebook’s illegal collection of consumers’ facial
templates.™

Data Broker Deletion Requests

The committee’s amendment proposes a change in Section 2448(a)(2)(A) to mirror language
from Section 2418(c)(5)(A) that would allow a data broker to respond to a consumer’s deletion
request by either “retaining a record of the deletion request and the minimum data necessary for
the purpose of ensuring the consumer’s data remains deleted” or “opting the consumer out of
the processing of the consumer’s data”.

This language (pulled from several other state privacy laws) contains a common loophole we've
warned other lawmakers about. As written, it is not sufficiently clear that the controller or data
broker must actually delete the information in response to the request, even though that seems
to be the intent. In both instances where this language appears, Subsection A should begin by
clarifying that the controller must actually delete the information first, and then simply retain a
record of the deletion request so that the information stays deleted.

Subsection B should be deleted outright — controllers that have obtained personal data about a
consumer from a source other than the consumer should not have the option to ignore a
deletion request and instead process it as an opt-out. Opt-out and deletion rights are not
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synonymous, especially in the data broker context where consumers might have good reason to
want to delete a historical data trove about them that they never consented to being collected by
the broker. It's not clear why these entities should receive special leeway to treat requests in
their preferred manner. Notably, the recently enacted privacy laws Delaware and New Jersey do
not include this provision.

Suggested redline for both instances where this language appears:
A controller that has obtained personal data about a consumer from a source other

than the consumer may comply with a consumer's request to delete such data pursuant to
[section reference] by either:

(1) deleting the consumer’s personal data, and retaining a record of the deletion request,
retaining the minimum data necessary for the purpose of ensuring the consumer's
personal data remains deleted from the business's records, and not using the retained
data for any other purpose; or

Thank you again for your consideration, and for your work on this legislation. We look forward to
working with you to ensure that Vermont residents have the strongest possible privacy
protections.

Sincerely,
Matt Schwartz
Policy Analyst



