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The internet and new technologies continually raise new policy questions about privacy, and state lawmakers
are continuing to address the array of privacy issues arising from online activities. This memorandum documents
state comprehensive data privacy laws.

Six states—California, Colorado, Connecticut, lowa, Utah and Virginia—have enacted comprehensive consumer
data privacy laws. The laws have several provisions in common, such as the right to access and delete personal
information and to opt-out of the sale of personal information, among others. Other provisions require
commercial websites or online services to post a privacy policy that describes the types of personal information
collected, what information is shared with third parties, and how consumers can request changes to certain
information.

California**

Cal. Civ. Code §§1798.100 et seq. California Consumer Privacy Act of 2018 (CCPA)
Allows consumers the right to request a business to disclose the categories and specific pieces of personal

information that the business has collected about the consumers as well as the source of that information and
business purpose for collecting the information. Provides that consumers may request that a business delete
personal information that the business collected from the consumers. Provides that consumers have the right to
opt-out of a business’s sale of their personal information, and a business may not discriminate against
consumers who opt-out. Applies to California residents. (2018 AB 375, Effective Jan. 1, 2020. Amended by 2018
SB 1121.)

Related CCPA Information:
e CCPA Regulations, California Office of the Attorney General

e California Attorney General, Background on the CCPA and the Rulemaking Process

e Standardized Regulatory Impact Assessment: California Consumer Privacy Act of 2018 Regulations,

prepared for California Attorney General's Office, Aug. 2019

California Consumer Privacy Rights Act (CPRA)

Proposition 24, approved Nov. 2020, effective Jan. 1, 2023

Expands the consumer data privacy laws. Permits consumers to: (1) prevent businesses from sharing personal
information; (2) correct inaccurate personal information; and (3) limit businesses’ use of “sensitive personal
information” —including precise geolocation; race; ethnicity; religion; genetic data; private communications;
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https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
http://custom.statenet.com/public/resources.cgi?id=ID:bill:CA2017000A375&ciq=ncsl&client_md=aadc3daf6e439bfebe5b5d85f2b5abff&mode=current_text
http://custom.statenet.com/public/resources.cgi?id=ID:bill:CA2017000S1121&ciq=ncsl&client_md=bb494af9946d3369790c504a9befd607&mode=current_text
http://custom.statenet.com/public/resources.cgi?id=ID:bill:CA2017000S1121&ciq=ncsl&client_md=bb494af9946d3369790c504a9befd607&mode=current_text
https://oag.ca.gov/privacy/ccpa/regs
https://oag.ca.gov/privacy/ccpa/regs
https://dof.ca.gov/wp-content/uploads/sites/352/Forecasting/Economics/Documents/CCPA_Regulations-SRIA-DOF.pdf
https://vig.cdn.sos.ca.gov/2020/general/pdf/topl-prop24.pdf
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sexual orientation; and specified health information. Establishes the California Privacy Protection Agency to
additionally enforce and implement consumer privacy laws and impose fines. Changes criteria for which
businesses must comply with laws. Prohibits businesses’ retention of personal information for longer than
reasonably necessary. Triples maximum penalties for violations concerning consumers under age 16. Authorizes
civil penalties for theft of consumer login information, as specified. (Amended by 2021 A.B. 1490)

Colorado

Colo. Rev. Stat. §6-1-1301 et seq. Colorado Privacy Act
Creates the Colorado Privacy Act within the Colorado Consumer Protection Act. Addresses consumers’ rights to

privacy, companies’ responsibility to protect personal data, and authorizes the attorney general and district
attorneys to take enforcement action for violations. Defines various terms related to covered businesses,
consumers, and data, including defining the term “controller” as the person or group of people who determine
how data is used and processed. The effective date is July 1, 2023. (2021 SB 190)

Connecticut**
Conn. Gen. Stat. §42-515 et seq. Personal Data Privacy and Online Monitoring

The Connecticut act establishes a framework for controlling and processing personal data; provides
responsibilities and privacy protection standards for data controllers and processors; and grants consumers the
right to access, correct, delete and obtain a copy of personal data, and opt out of the processing of personal
data. The effective date is July 1 2023. (2022 SB 6)

lowa

2023 SF 262 Consumer Data Protection

This act relates to consumer data protection. The bill provides that persons conducting business in the state or
producing products or services targeted to lowans that annually control or process personal data of over 99,999
consumers or control or process personal data of 25,000 consumers with 50% of gross revenue derived from the
sale of the personal data shall be subject to the provisions of the bill. The state and political subdivisions of the
state, financial institutions or data subject to the federal Gramm-Leach-Bliley Act of 1999, certain organizations
governed by rules by the department of health and human services, certain federal governance laws and the
federal Health Insurance Portability and Accountability Act, nonprofit organizations, higher learning institutions,
and certain protected information and personal data collected under state or federal laws are exempt from
provisions in the bill. The bill provides that controllers must disclose to the consumer the types of data being
collected and obtain consent from the consumers regarding the collection of personal data and sensitive
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http://custom.statenet.com/public/resources.cgi?id=ID:bill:CA2021000A1490&ciq=ncsl&client_md=5a8055777c75f92d1c04df9f3c6d6677&mode=current_text
https://advance.lexis.com/container/?pdmfid=1000516&crid=0c5c4987-ba64-4e68-b902-2458fb3f101a&func=LN.Advance.ContentView.getFullToc&nodeid=AAGAABAABAAO&typeofentry=Breadcrumb&config=0345494EJAA5ZjE0MDIyYy1kNzZkLTRkNzktYTkxMS04YmJhNjBlNWUwYzYKAFBvZENhdGFsb2e4CaPI4cak6laXLCWyLBO9&action=publictoc&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A63JP-6XP3-GXJ9-330K-00008-00&pdtocfullpath=%2Fshared%2Ftableofcontents%2Furn%3AcontentItem%3A62D6-BVG3-CH1B-T3RY-00008-00&ecomp=m3vckkk&prid=c3632099-617a-44e0-8849-25d90513d2af
http://custom.statenet.com/public/resources.cgi?id=ID:bill:CO2021000S190&ciq=ncsl&client_md=7b191faf52593d44a0e99127d74a7cb1&mode=current_text
https://www.cga.ct.gov/current/pub/chap_743jj.htm
http://custom.statenet.com/public/resources.cgi?id=ID:bill:CT2022000S6&ciq=ncsl&client_md=23e8238d89054b6ac0f306f513abdf01&mode=current_text
http://custom.statenet.com/public/resources.cgi?id=ID:bill:IA2023000S262&ciq=ncsl&client_md=cc8f4104a1300ade748c217d5fc0408a&mode=current_text
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personal data processing. A controller or processor found to be in violation of provisions of the bill is subject to a
civil penalty of up to $7,500 per violation. Moneys collected by the attorney general under the bill shall be paid
into the consumer education and litigation fund established under Code section 714.16C. The effective date is
Jan. 1, 2025.

Utah
Utah Code Ann. §13-61-101 et seq. Consumer Privacy Act
Utah’s Consumer Privacy Act provides consumers the right to know what personal data a business collects, how

the business uses the personal data, and whether the business sells the personal data. It also provides that
consumers may access and delete personal data maintained by businesses and opt out of the collection and use
of personal data. It also requires specified businesses to safeguard personal data, provide clear information
about how consumers’ personal data are used, and accept and comply with consumer requests to access, delete
or stop selling personal data. The law authorizes the attorney general to take enforcement action and impose
penalties. The effective date is Dec. 31, 2023. (2022 SB 227)

Virginia**
Va. Code §59.1-575 et seq. Consumer Data Protection Act
Virginia’s Consumer Data Protection Act establishes a framework for controlling and processing personal data in

the commonwealth. The law applies to all persons that conduct business in the commonwealth and either (i)
control or process personal data of at least 100,000 consumers or (ii) derive over 50% of gross revenue from the
sale of personal data and control or process personal data of at least 25,000 consumers. The law outlines
responsibilities and privacy protection standards for data controllers and processors. The bill does not apply to
state or local governmental entities and contains exceptions for certain types of data and information governed
by federal law. The law grants consumer rights to access, correct, delete, obtain a copy of personal data, and to
opt-out of the processing of personal data for the purposes of targeted advertising. The law provides that the
attorney general has exclusive authority to enforce violations of the law, and the Consumer Privacy Fund is
created to support this effort. The law directs the Joint Commission on Technology and Science to establish a
workgroup to review the provisions of this act and issues related to its implementation and to report on its
findings by Nov. 1, 2021. The effective date is Jan. 1, 2023. (2021 HB 2307 / 2021 SB 1392)

NCSL Contact: Heather Morton, 303-856-1475, heather.morton@ncsl.org
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https://le.utah.gov/xcode/Title13/Chapter61/13-61.html?v=C13-61_2022050420231231
http://custom.statenet.com/public/resources.cgi?id=ID:bill:UT2022000S227&ciq=ncsl&client_md=b32eba1bd5467fed7cf0a2b00e101127&mode=current_text
https://law.lis.virginia.gov/vacode/title59.1/chapter53/
http://custom.statenet.com/public/resources.cgi?id=ID:bill:VA2020000H2307&ciq=ncsl&client_md=95b2274c71a02723299a4f96d0999ad3&mode=current_text
http://custom.statenet.com/public/resources.cgi?id=ID:bill:VA2020000S1392&ciq=ncsl&client_md=e3cc381b0749752c524d7a46dc528354&mode=current_text

