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Our vision We envision a world where each day is safer and more secure than the one 
before.

Our mission To be the cybersecurity partner of choice, protecting our digital way of life.

Our promise We’ve got the next-generation of cybersecurity innovation. 

Market context Accelerated digital transformation in an environment of elevated risk

Organizational 
imperative for our 
customers

Managing risk to ensure business continuity, employee engagement, brand 
reputation, technological advancement and 
overall ROI



Palo Alto Networks Cybersecurity Academy:
Training the Next Generation of Cyber Warriors
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Palo Alto Networks Cybersecurity Academy works with 
degree-granting, nationally accredited secondary or 
post-secondary academic institutions interested in teaching 
our next-generation technology to their students. The 
Cybersecurity Academy works with academic institutions 
and instructors to prepare students for exciting careers in 
the rapidly growing areas of cloud, network and 
infrastructure security.



● Fourteen scholarships up to $10,000 
available

● Applications close April 4, 2022

● Open to students enrolled in HBCUs in 
2022-23 school year, majoring in STEM or 
Business

● Will also be offered a company 
internship in Summer 2023 (must be 
enrolled in an academic program in 
2023-24 school year), a Palo Alto 
Networks employee mentor, and 
quarterly networking and resource 
events throughout the academic year. 

● Learn more about our commitment to 
uplifting Black youth ages 5-25 on our 
website.

Palo Alto Networks Cyber Scholars: Scholarships
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https://www.google.com/url?q=https://start.paloaltonetworks.com/cyber-stars.html&sa=D&source=editors&ust=1648831667527659&usg=AOvVaw3248WW8WDf4R6Zisf69umf
https://www.google.com/url?q=https://start.paloaltonetworks.com/cyber-stars.html&sa=D&source=editors&ust=1648831667528019&usg=AOvVaw0Ko4SwfAtArb35VJmvay8U


Current and Emerging Threats

Ransomware
Industrial 

Control System 
Attacks

Vulnerability 
Exploitation   

Supply 
Chain
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May 26, 2021

Bose victim of ransomware attack

December 13, 2021

Ransomware attack hits Virginia 
Legislature.

Jun 2, 2021

Meat Supplier JBS Is The Latest 
Company Hit With Ransomware 

April 12,  2018

Cost of City of Atlanta’s cyber 
attack: $2.7 million — and rising

May 20, 2021

Colonial Pipeline confirms it paid $4.4M 
ransom to hacker gang after attack

Feb 11, 2021

Singtel hit by third-party vendors’ 
security breach

March 22, 2021

Acer reportedly targeted with $50 
million ransomware attack
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Hackers Are Holding Baltimore Hostage: 
How They Struck and What’s Next

May, 19 2019

ajc logo
ajc logo



Ransomware: Key Trends in 2021

$2.1M  
average ransom 
demand in 2021     

$70M   
highest ransom 
demand in 2021

$461K 
average ransom 
paid in 2021

$11M
highest ransom 
paid in 2021

Quadruple Extortion on the Rise
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Ransomware operators now commonly use as many as four techniques for pressuring victims into paying. 

Encryption
Victims pay to regain 
access to encrypted 

data

Data Theft
Hackers threaten to 
release stolen data if 

ransom is unpaid

Denial of Service
DoS attacks shut down 

victim’s public 
websites

Harassment
Customers, business 
partners, employees 

and media contacted

Extortion Payments Hit New Records as Ransomware Crisis Intensifies

Unit 42: The Rise of Quadruple Extortion
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https://www.google.com/url?q=https://www.paloaltonetworks.com/blog/2021/08/ransomware-crisis/?utm_source%3Dfeedburner%26utm_medium%3Dfeed%26utm_campaign%3DFeed%253A%2BPaloAltoNetworks%2B%2528Palo%2BAlto%2BNetworks%2BResearch%2BCenter%2529&sa=D&source=editors&ust=1648831676404604&usg=AOvVaw2rzUqaWa0SWbGV70F8GlGs


Colonial Pipeline

What Happened MAY 2021:

1. Gained access through 
compromised VPN credentials

2. Exfiltrated ~100GB of data 
before encrypting some 
business systems

3. Company shut down 5500 
miles of pipeline as a 
precautionary measure

4. Company paid ~$4.4M ransom

5. DOJ Task Force recovered 85% 
of bitcoin / ~$2.3m

1 2

Infect, exfiltrate 
& encrypt victim 
system

Demand ransom

Backup 
server
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Industrial Control Systems Attacks
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Industrial control systems (ICS) are the physical 
systems like pumps that underpin the functions of 
critical infrastructure facilities like water, electricity, 
even hospitals. Attacks against ICS can have a 
kinetic impact in the real world.



ICS Attacks Can Have Real World Impact



Rising Threat Against Infrastructure



Option 4

 Exploitation of Known or Unknown Vulnerabilities

Weaknesses in software or hardware that may not 
be known to anyone but the attacker, or a known 
vulnerability that an organization has not patched 
or mitigated. This can leave an organization’s 
network extremely vulnerable.



Known 
Vulnerabilities
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Supply Chain Attacks

Supply chain attacks seek to damage an organization 
by targeting less-secure elements in the supply chain. 
It’s a “low and slow” way for attackers to gain access 
to organizations’ networks under the cover of a 
trusted source.



SolarWinds Software Supply Chain Attack - Timeline
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Changing Threat Contexts



Growing Global Threats



Hybrid Workforce Here to Stay



Cybersecurity Workforce Constraints



The right tools and solutions can counter threats 
and maximize your scarce human resources: 

Opportunities to Drive Innovation

● Comprehensive Visibility
● Relentless Automation
● Actionable Security

As you modernize so are the attackers.  



Roadmap for the Future: Secure Access Service Edge (SASE)

“Digitalization, work from anywhere and cloud-based computing have accelerated 
cloud-delivered SASE offerings to enable anywhere, anytime access from any device. Security 
and risk management leaders should build a migration plan from legacy perimeter and 
hardware-based offerings to a SASE model.” You can’t just flip a switch to adopt SASE and 
enable anywhere, anytime access from any device. 

“The vast majority of enterprise SASE adoption will occur over several years, prioritizing areas 
of greatest opportunity in terms of cost savings, eliminating complexity and redundant 
vendors, and risk reduction through adoption of a zero-trust secure posture.” (Gartner, 2021)



A Unique Opportunity to Develop Unity of Effort:
State & Local Cybersecurity Grant Program

Cybersecurity and Infrastructure 
Security Agency



Questions and Answers


