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State Statutes Referenced 

 
Central Governance and Oversight of Cybersecurity 
Links to full text of Colorado, Nevada, North Dakota, Washington statutes: 
 
Colorado 

• Part 4. Information Security 
CO REV ST § 24-37.5-401. Legislative declaration 
CO REV ST § 24-37.5-402. Definitions 
CO REV ST § 24-37.5-403. Chief information security officer--duties and responsibilities 
CO REV ST § 24-37.5-404. Public agencies--information security plans 
CO REV ST § 24-37.5-404.5. Institutions of higher education--information security plans 
CO REV ST § 24-37.5-404.7. General assembly--information security plans 
CO REV ST § 24-37.5-405. Security incidents--authority of chief information security officer 

 
Nevada  

• NRS 480.900  Legislative findings and declarations regarding security of information systems. 
NRS 480.902  Definitions. 
NRS 480.904 “Administrator” defined. 
NRS 480.906  “Information system” defined. 
NRS 480.908  “Office” defined. 
NRS 480.910  “Security of an information system” defined. 
NRS 480.912  “State agency” defined. 
NRS 480.920  Nevada Office of Cyber Defense Coordination: Creation; composition. 
NRS 480.924  Duties of Office. 
NRS 480.926  Office to establish partnerships, consult and coordinate with various entities and agencies. 
NRS 480.928  Office to establish policies and procedures; Administrator to appoint cybersecurity incident 
response teams; duties of cybersecurity incident response teams; private entity authorized to use cybersecurity 
incident response team. 
NRS 480.930  Office to prepare and update statewide strategic plan regarding security of information 
systems; use of information by private entity; state agencies with cybersecurity policy required to test 
adherence to policy by employees and submit results to Office. 
NRS 480.932  Office to prepare and submit quarterly and annual reports. 
NRS 480.935  Political subdivisions required to adopt and maintain cybersecurity incident response plan; plan 
to be filed with Office; requirements for plan; confidentiality; exceptions; regulations. 
 

North Dakota 

• N.D. Cent. Code § 54-59-05. Powers and duties of department. (Effective after July 31, 2023) 
 
Washington 

• RCW § 43.105  
CONSOLIDATED TECHNOLOGY SERVICES AGENCY 
43.105.450 Office of cybersecurity—State chief information security officer—State agency information 
technology security. 
43.105.460 Office of cybersecurity—Catalog of services and functions—Report. 
43.105.470 Office of cybersecurity—Major cybersecurity incidents—Reporting duties. 
43.105.801 Cybersecurity leadership—Objectives—Progress—Report. 

https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-401.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-401.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-402.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-402.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-403.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-403.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-404.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-404.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-404-5.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-404-5.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-404-7.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-404-7.html
https://codes.findlaw.com/co/title-24-government-state/co-rev-st-sect-24-37-5-405.html
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec900
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec902
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec904
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec906
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec908
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec910
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec912
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec920
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec924
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec926
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec928
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec930
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec932
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec935
https://ndlegis.gov/cencode/t54c59.pdf
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.450
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.460
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.470
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.801
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Illinois 

• 2021-22 S.B. 3939 (To governor) 
Senate Floor Amendment No. 1 (Adopted) 
Requires the Secretary of Innovation and Technology to establish a cybersecurity liaison program to advise and 
assist units of local government (rather than units of local government and school districts) concerning specified 
cybersecurity issues. Provides for cybersecurity training for employees of counties and municipalities (removes 
training for employees of school districts). Makes conforming changes. 

 
Statewide Cybersecurity Task Forces 
 
Statewide Chief Information Security Officers 
 
Standards and Policies 

• See attached document: NIST State Statutes.pdf 
 
Preventive Security Operations 

• Data Security Laws | State Government 
 
Cyber Awareness Training Requirements 

• See attached document: Statutes Mandating Training for State Employees.pdf 
 
Data Sharing 

• Washington 2021 H.B. 5432, Final Bill Summary 
 
Incident Reporting 

• See attached document: cybersecurity incident reporting statutes-table.pdf 
 
Incident Response 

• Florida 
Fla. Stat. § 282.318(c)(7) Cybersecurity 

 

• Nevada 
NRS 480.928  Office to establish policies and procedures; Administrator to appoint cybersecurity incident 
response teams; duties of cybersecurity incident response teams; private entity authorized to use cybersecurity 
incident response team. 
NRS 480.935  Political subdivisions required to adopt and maintain cybersecurity incident response plan; plan 
to be filed with Office; requirements for plan; confidentiality; exceptions; regulations. 

 

• Texas 
Tex. Govt. Code § 2054.52001 et seq. 

 
Emergency/Disaster Response 

• See attached document: Cybersecurity in Emergency Management Laws.pdf 
 

https://www.ilga.gov/legislation/BillStatus.asp?DocNum=3939&GAID=16&DocTypeID=SB&LegId=139035&SessionID=110&GA=102
https://www.ilga.gov/legislation/fulltext.asp?DocName=10200SB3939sam001&GA=102&LegID=139035&SessionId=110&SpecSess=0&DocTypeId=SB&DocNum=3939&GAID=16&Session=
https://www.ncsl.org/research/telecommunications-and-information-technology/statewide-cybersecurity-task-forces636129887.aspx
https://www.ncsl.org/research/telecommunications-and-information-technology/state-statutes-creating-chief-information-security-officer-ciso-positions-in-state-government.aspx
https://www.ncsl.org/research/telecommunications-and-information-technology/data-security-laws-state-government.aspx
https://lawfilesext.leg.wa.gov/biennium/2021-22/Pdf/Bills/Session%20Laws/Senate/5432-S.SL.pdf#page=1
https://lawfilesext.leg.wa.gov/biennium/2021-22/Pdf/Bill%20Reports/Senate/5432-S.E%20SBR%20FBR%2021.pdf?q=20220411091803
http://www.leg.state.fl.us/statutes/index.cfm?mode=View%20Statutes&SubMenu=1&App_mode=Display_Statute&Search_String=incident+response+teams&URL=0200-0299/0282/Sections/0282.318.html
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec928
https://www.leg.state.nv.us/Division/Legal/LawLibrary/NRS/NRS-480.html#NRS480Sec935
https://statutes.capitol.texas.gov/Docs/GV/htm/GV.2054.htm#2054.52001

