MNCSL

Centralizing Cybersecurity:
Legislative Trends

House Committee on Energy and Technology

i
—
G 1A bl -
Vermont General Assembly =
April 6, 2022 f




INCSL

/)
Strengthening *
the legislative &

institution

/. bi
| 2 v




How NCSL Strengthens Legislatures MNCSL
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Policy Research Connections Training State Voice in D.C. Meetings
NCSL provides trusted, NCSL links legislators NCSL delivers training NCSL represents and NCSL meetings facilitate
nonpartisan policy and staff with each tailored specifically for advocates on behalf of information exchange
research and analysis other and with experts legislators and staff states on Capitol Hill and policy discussions
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Agenda: Centralizing
Cybersecurity

o Centralized
Governance/Oversight

o Other Statewide Cybersecurity
Measures

Legislative Trends

Recent legislation has mandated or encouraged
enhanced security measures and collaboration
statewide and across levels of government.




Central Governance and Oversight

State Legislative Initiatives

Statewide Commissions, Statewide Cybersecurity Statewide CISO Strategic Planning “Whole of
Advisory Councils or Task Agency/Entity State/Government”
Forces Approach
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Centralizing Cybersecurity: Colorado and Nevada MNCSL
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Colorado Nevada

This Photo by Unknown Author is licensed under CC BY-NC This Photo by Unknown Author is licensed under CC BY-SA
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Centralizing Cybersecurity: North Dakota and Washington T NCSL

North Dakota Washington
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Statewide Cybersecurity Task Forces or Councils MNCSL
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At least 30 states have created a statewide cybersecurity task force, commission or advisory council or
similar group since 2015.

Executive Legislative
Executive Created by
Order/Action Legislation

B Executive
0 Legislative
B Both
7 None
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Statutory Chief Information Security Officers (CISOs) #NNCSL
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At least 16 states designate a statewide CISO in statute.

Nearly all states have 0 @
created chief

information security

officer (CISO) positions

to handle cyber security,

but not all are statutory

positions.

B No statutory CISO
B Statutory CISO
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Centralized Cybersecurity Measures

State Legislative Initiatives

Statewide Standards and Preventive Security Cybersecurity Awareness Data Sharing Incident Reporting and
Policies Operations/Procedures Training Response
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Lawmakers Harden Cybersecurity
(NCSL article)

Data Security Laws - Government

Cybersecurity Legislation 2021
(2022 coming soon!)

Security Breach Laws

Managing Cyber Threats through
Effective Governance
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Questions?
Pam Greenberg Email Phone
Center for Legislative Strengthening Pam.greenberg@ncsl.org 303.856.1413

NCSL Denver Office
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Save the Date!

The Legislative Summit is the nation’s
largest bipartisan gathering of state

legislators and staff, and it’s the best

meeting you’ll attend for robust

B\
policy discussions, skills training and, -""“”“NCSLL Lt | 5 L

best of all, significant networking with

colleagues from around the country.

AUGUST [-3 | DENVER 112022
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Learn about NCSL training

Subscribe to policy newsletters

Read State Legislatures magazine

Bookmark the NCSL Blog

Listen to “Our American States”
podcast

Watch recorded policy webinars
and training sessions

Attend a meeting or training

Follow @NCSLorg on social media
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