Data Broker Bill - Summary

Non-controversial and Housekeeping

- Sec. 1 - Findings and Intent

- Sec. 2-9 V.S.A. Chapter 62 housekeeping: § 2435 (security breach notice act); § 2440 (SSN
protection act); § 2445 (document safe destruction act)

Substantive Pieces Not Limited to Data Brokers
- Sec. 2, 9 V.S.A. § 2433 — wrongful acquisition and use of personal information
- Secs. 3-4 — fees for credit freeze

Data Brokers

Define the Universe: Who is a Data Broker; What Information Matters?
Sec. 2, 9 V.S.A. § 2430 definitions:

1. “data broker” and

2. “personal information”

Data Broker Duties — If you meet the definition, what are your duties under this bill?

1. Registration - Sec. 2, 9 V.S.A. § 2446 —
1. Register with SoS and
2. Provide information about your collection activities, opt outs, etc.

2. Information Security Program - § 2447
1. Who?
2. What type of data?
3. What are the program requirements?

3. Data Broker Security Breach Notice - § 2448
1. Notice process
2. What type of data loss triggers process?
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