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| i '”Hello ‘
1<Joe ”, read the November 2016
-._emaﬂ from someone 1dent1fymg'j ‘,company In. N
| ‘hirself 3s “John Doughs? “1 have ' U
|found -a major vulnerablhty in
}'Uber” S
|+ The email appeared tobeno dif- -
"ferent from other:messages that.. -
Joe Sulhvan ‘Uber's chief secur 1ty
‘I officer, and his teani“routinely re-
| «ceived through. the. company’s
| “bug - bounty” . prograny, which
pays: hackers for repor ting holes

:pubhc rclatlons I

mwlm r

s

From Page Al

much consumer and. drlver data
until a year. later. The behav10r .

raised questions of a cover-up and
whether the payment really 'w

just a ransom paid by. a security, ".be
geratron that had bee i left alone - S
t

act on its own for too long.

The hackmg is' now the subjec ;

‘of at least four lawsuits, with af:

breach notifications: In addition

the ‘United States -attorney for

Northern California has begun a

criminal 1nvest1gat10n mto the
. matter

Most of all, the: hackmg and " ° '
Uber’s response have fueleda- de-:

‘bate about whether companieg
thathave crusaded telock: up’ their

systems :can . scrupulously -work

with -hackers - without: . putting

themselves. on the wrong side of;:

the law. :

Luberis lllustratlve of abreed o

company. that ' -aimed-.to ‘bl

proof its security. While many cor-
poratlons were for years blissfully
unaware . of hackers: penett:atmg

and intelligence analysts and in-
stalled Jayers of technical de-
fenses and password securlty
'T~hey joined other compames in:

embracing the same hackérs they :

oncetreated as criminals, Shelling
out - bug* bountjes' as. hlgh as
$200,000 to report flaws. .- o

r"Yet since the fallout from Uber S
disclosure, Silicon Valley. compa- - di
nies have.taken-a. harder: lgok at. . ¢
their:bounty programs.:At-least

three have put their programs un-.
der review, according to two.cons:
ultants who have confidentjal re-

lationships with those companies, - . fas

Which they declined to.name. Oth-.
,qrs -said criminal prosecutlons for
not reporting John Doughs would
deter. ethtcal hackers who would

qtherWJse come forward causmg-.

_eiven fiiore security breaches

zatlons to take a step backwards
d not” welcome" contributions

om the' security commumty will -

Haye a négative impact on all of
s, said Alex che, a co-founder of
ackerOne, a securlty company

Bug Bounttes Scruttmzed
After Uber Secretly Pald
$1 00 000 to a Hacker

_,_‘puted the . I'lOthI‘l that the -201¢
their systems, Uber and others re- - i
cruited former law enforcement .

" pointed-w

.. -hackers to fmd bugs ‘that .could
“Anythmg that causes orgam-' .
would pay. In Uber‘s calculus; he b

-about a vulnerability-only
“tackers had abusédit. -~

. Fueltng a debate in
- Silicon Valley over
“how companies deal
i with secarity threats.

Flonda trauer park w1th h1s fan
ilyraccording to the emails. It wa
that Brandon signed agres
nts: assuring Uber that he ha
‘defeted the data he had dowr
loaded:

:» The Times.was unable to lear
Brandon’s full name An email t

les were pralsed in year-en-
ormance rewews, mcludm,

Uber executlves broke the lav
. with the $100, 000 payment am

wuln erability in November should have qurckly notifie

- 2016. The company dlsclosed*

| the breach a year later. Left,an
‘ emarl rom “John D¢ ughs

" The Justlce -pepartment werghe(
into bug dlsclosure programs le
ime in July and largelj

left it to- orgamzatlons to decide
what access. they . will authorize
- for hackers -and what they can: e
. - with the data. In Uber’s case, it}

bounty guidelines authorized ang

encouraged hackers to look fol
wiilnerabilities. that exposed it!
‘most sensitive user data. i
" Breachdisclosure laws also dif
fer state to state. "The: state laws
elevant to Uber’s, case re

Ina statement Mr Sullivan dis

rlzed vulnerablhty dlsclosur S
“I was surpnsed and dlsap-~.

to portrayUber:ina
quickly : suggested::
cover-up.? L
was proud.its engin
able to fix th issué bef

er’s hcense numbers i ina “breacl'

s‘ecumty” i

Brandon recelved two ! pay

- ments of $50,000.each from Uber

= on Dee. 8, 2016 s:according . to the
.emails: Uber continued trading
‘emails with:Brandon during-2017,
:until the conversation eventually
dwindled,

The matter: seemed settled -
until- Mr.  Sullivan - received a
phone . call while preparing
: Thanksgwmg dinner, accordmg to
two people familiar with the mat-

~tér He was: bemg fired, effective
-immediately, for failing to disclose
: the 1nc1dent to the proper authon-

'““.Uber started  its bounty pro- T
gram in March 2016, ‘challenging

payouts'were bétter than:

95 authomzatton f0r a
$100 00 payment and would"’; g
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