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S.18

Introduced by Senators Ashe, Fox, Sears, and Snelling

Referred to Committee on Transportation

Date: January 11, 2013

Subject: Motor vehicles, automated license plate recognition systems
Statement of purpose: This bill proposes to authorize and regul ate the use of
automated license plate recognition systems and to establish limitations on the
use, dissemination, and retention of information obtained through automated

license plate recognition systems.

An act relating to automated license plate recognition systems

It is hereby enacted by the General Assembly of the State of Vermont:

7 ic addad ta raad:
8 160;.jUTOMATED LICENSE PLATE RECOGNITION SYSTEMS

(a) Defmz&s used in this section:

(1) “Automated lic |ate recognition system” means a system of one

or more mobile or fixed high-speed cameras combined with computer

agorithms to convert images of registration pl into computer-readable
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g{mq satisfactorily completed the approved training programs required to

meet the minimum training standards applicable to that person under

20V.SA.§2358.

(b) ProhibiNon on use; exception.

(1) Except as provided in subdivision (2) of this subsection (b), a person

shall not use an automated license plate recognition system.

(2) Alaw enforcekot officer may use an automated license plate

recognition system for aleq%qale law enforcement purpose.

(c) Confidentiality.

(1) Except as provided in subdiwsion (2) of this subsection (c),

information obtained through use of an aut§mated license plate recognition

system is confidential and is exempt from publ¢ inspection and copying under

the Public Records Act.

(2) Information obtained through use of an autorgated license plate

recognition system may be used by alaw enforcement offider for alegitimate

law enforcement purpose.

(d) Retention.

(1) Except as provided in subdivision (2) of this subsection (d),

information obtained through use of an automated license plate recognitio

sstem shall only i i i \A/L
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«

g\enforcement agency that has custody of the information shall destroy it.

The state’ s attorney in the county where information was obtained

through kpf an automated license plate recognition system may apply to the

criminal diviéq of the superior court in that county for an extension of the

180-day retentiorkui od established by subdivision (1) of this subsection (d).

If it finds based on indivwdual facts particular to the information at issue that

thereis good cause for an sion, the court may grant the petition and

authorize the information to b&ai ned for an additional 90 days. Successive

applications for extensions may b;\ed pursuant to this subdivision.

(e) Oversight; rulemaking.

(1) The Department of Public Safety | establish areview process to

ensure that information obtai ned through use of aXomated license plate

recognition systems is used only for the purposes permitted by this section.

The Department shall report the results of this review anﬁ«allv by January 15

to the Senate and House Committees on Judiciary and on Tn%oortati on.

(2) The Department of Public Safety may adopt rules to imphement this

section.

Sec. 2. EFFECTIVE DATE

Thic.act chall talra offact An Tl 1 2012
L b
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(1)  “Active data” is distinct from historical data as defined in
subNivision (3) of this subsection and means data uploaded to individual
autorzated license plate recognition system units before operation as well as
data gXhered during the operation of an ALPR system. Any data collected by
an ALPR\gystem shall be considered collected for a legitimate law enforcement

urpose.

(2) “ Aytomated license plate recognition system” (ALPR) means a
system of one 3 more mobile or fixed high-speed cameras combined with
computer algorMNams to convert images of registration plates into
computer-readable Nata.

(3) “Historical Mata” means any data collected by an ALPR system and
stored on the statewiog ALPR server operated by the Vermont Justice
Information Sharing S/stém of the Department of Public Safety. Any data
collected by an ALPR svster?\shall be considered collected for a legitimate law
enforcement purpose. Entr\N)f any data into the system other than data
collected by the ALPR system it must be approved by a supervisor and shall
have a |legitimate law enforcement\Qur pose.

(4) “ Law enforcement officer™\. means a state police officer, municipal
police officer, motor vehicle inspector, itol police officer, constable, sheriff,
or deputy sheriff certified by the Vermont\Criminal Justice Training Council as
having satisfactorily completed the approxed training programs required to
meet the minimum training standards appNcable to that person under 20
V.SA. §2358.

(5) “ Legitimate law enforcement purpose”’ gpplies to access to active or
historical data and means crime investigation, ection, and analysis or
operation of AMBER alerts or missing or endanqeredSr\s;n searches.

(6) “Vermont Information and Analysis Cent nalyst” means any
sworn or civilian employee who through his or her loyment with the
Vermont Information and Analysis Center (VTIAC) has\access to secure
databases that support |law enfor cement investigations. \e

all certified in

(b) Operation. A Vermont law enforcement officer sh
ALPR operation by the Vermont Criminal Justice Training CounciNn order to
operate an ALPR system.

(c) Confidentiality and access to ALPR data.

(1)(A) Active ALPR data may only be accessed by a law enforceiyent
officer operating the ALPR system who has a legitimate law enforcen*kqt

a alala/a a alaWlila a a a a aldal alalllaV/ada'a Qlhg alalalilla
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(B) Deployment of ALPR eguipment is intended to provide access to

stole\and wanted files and to further legitimate law enforcement purposes.
Use o?\ALPR systems and access to active data are restricted to these

PuUrposes.

CN) Requests to review active data shall be in writing and include
the name of N\he reguester, the law enforcement agency the requester is
employed by, ald the law enforcement agency’s Originating Agency Identifier
(ORI) number. Yhe request shall describe the legitimate law enforcement
purpose. The wrNjen request and the outcome of the request shall be
transmitted to VTIACWretai ned for not less than three years.

(i) _In eacN\ department operating an ALPR system, access to
active data shall be Iimitéi to designated personnel who have been provided
account_access by the depé(tment to conduct authorized ALPR stored data
queries. Access to active daté.shall be restricted to data collected within the
past seven days.

(2) Requests for historical data, whether from Vermont or out-of-state
law enforcement officers, shall be ﬁade in writing to an analyst at VTIAC.
The request shall include the name & the requester, the law enforcement
agency the requester is employed by, the law enforcement agency’s ORI
number. The request shall describe the |&gitimate [aw enforcement purpose.
VTIAC shall retain all requests as well as th&youtcome of the request and shall
record in writing any information that was p?vvided to the requester or why
the request was denied or not fulfilled. ALPR\equests shall be retained by
VTIAC for not less than three years.

(d) Retention.

(1) Any ALPR information gathered by a Vermyont law enforcement
agency shall be sent to the Department of Public Safety to\e retained pursuant
to the requirements of subdivision (2) of this subsection. N1e Department of
Public Safety shall maintain the ALPR storage system fb( Vermont law

enforcement agencies. \n

(2) Except as provided in section 1608 of this title, informatiyn gathered
through use of an ALPR system shall only be retained for 18 month\after the
date it was obtained. When the permitted 18-month period for retentibn of the
information has expired, the Department of Public Safety and any Ioc)l law

enforcement agency with custody of the information shall destroy it and céuse

VT LEG #284639 v.1
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h awarrant issued under Rule 41 of the Vermont or Federal Rules of Criminal

Prycedure.
(e;Oversi ght; rulemaking.

(B\ The Department of Public Safety shall establish a review process to
ensure tha\.infor mation obtained through use of ALPR systems is used only for
the pur posed\per mitted by this section. The Department shall report the results
of this revie\annually on or before January 15 to the Senate and House
Committees on Ndiciary and on Transportation. The report shall contain the
following informaNon based on prior calendar year data:

(A) The to\%(r:jumber of ALPR units being operated in the Sate and
the number of units subitting data to the statewide ALPR database.

(B) The total mnber of ALPR reads each agency submitted to the
statewide ALPR database.

(C) The 18-month acgumulative number of ALPR reads being housed
on the statewide ALPR datab

(D) Thetotal number of rguests made to VTIAC for ALPR data.

(E) The total number o\\requests that resulted in release of
information from the statewide ALPR da‘abase.

(F) Thetotal number of out-of-sé(e reguests.

(G) The total number of out-of-stat®\requests that resulted in release
of information from the statewide ALPR databa!e.

(2) The Department of Public Safety may§dopt rules to implement this
section.

Sec. 2. 23 V.SA. 81608 isadded to read:
81608. PRESERVATION OF DATA
(a) Preservation request.

Superio for an extension of up to 90 days of the 18-mbnth retention
period _establishe™~swder subdivision 1607(d)(2) of this tNle if the
governmental entity offersm articulable facts showing thatXhere are
reasonable grounds to believe that tm plate data are rela}am and
material to an ongoing criminal or missing persors igation, or\to a
pending proceeding in the Judicial Bureau. Requests for adaft 90-Yay

VT LEG #284639 v.1
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i A law enforcement agency or the Department of Motor Vehicles may

apply toM Criminal Division of the Superior Court for an extension of up to
90 days oNhe 18-month retention period established under subdivision
1607(d)(2) of\this title if the agency or department offers specific and
articulable facts s‘mwi ng that there are reasonable grounds to believe that the
captured plate data\giarelevant and material to an ongoing criminal or
missing persons investiyation, or to a pending proceeding in the Judicial
Bureau. Reguests for add‘monal 90-day extensions or for longer periods may
be made to the Superior Couh\subiect to the same standards applicable to an
initial extension request under thsubdivision.

(2) A governmental entity an a preservation reguest under this
section shall submit an affidavit stating:

(A) the particular camera or ¢ for which captured plate data
must be preserved, or the particular license phate for which captured plate

data must be preserved; and \Q
(B) the date or dates and time frames for with¢h captured plate data

must be preserved.

(b) Captured plate data shall be destroyed on the schedle specified in
section 1607 of this title if the preservation request is denied, or ¥4 days after
the denial of the application for disclosure, whichever is later.

Sec. 3. EFFECTIVE DATE
| his a6t Sha” :a|/o offact AN 1 II\,I 1 . 2012

Sec. 1. 23V.SA. § 1607 isadded to read:

§1607. AUTOMATED LICENSE PLATE RECOGNITION SYSTEMS
(a) Definitions. As used in this section:

(1) “Active data” is distinct from historical data as defined in
subdivision (3) of this subsection and means data uploaded to individual
automated license plate recognition system units before operation as well as
data gathered during the operation of an ALPR system. Any data collected by
an ALPR system in accordance with this section shall be considered collected
for a legitimate law enforcement purpose.

(2) “Automated license plate recognition system” or “ ALPR system’
means a system of one or more mobile or fixed high-speed cameras combined
with computer algorithms to convert images of registration plates into
computer -readabl e data.

VT LEG #284639 v.1
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(3) “Historical data” means any data collected by an ALPR system and
stored on the statewide ALPR server operated by the Vermont Justice
Information Sharing System of the Department of Public Safety. Any data
collected by an ALPR system in accordance with this section shall be
considered collected for a legitimate |law enforcement purpose.

(4) " Law enforcement officer” means a state police officer, municipal
police officer, motor vehicle inspector, capitol police officer, constable, sheriff,
or deputy sheriff certified by the Vermont Criminal Justice Training Council as
having satisfactorily completed the approved training programs required to
meet the minimum training standards applicable to that person under 20
V.SA. 8§ 2358.

(5) “ Legitimate law enforcement purpose” applies to access to active or
historical data and means investigation, detection, analysis, or enforcement of
a crime, traffic violation, or parking violation or operation of AMBER alerts
or missing or endangered person searches.

(6) “Vermont Information and Analysis Center Analyst” means any
sworn or_civilian employee who through his or her employment with the
Vermont Information and Analysis Center (VTIAC) has access to secure
databases that support |law enfor cement investigations.

(b) Operation. A Vermont law enforcement officer shall be certified in
ALPR operation by the Vermont Criminal Justice Training Council in order to
operate an ALPR system.

(c) ALPR use and data access; confidentiality.

(1)(A) Deployment of ALPR equipment is intended to provide access to
law enforcement reports of wanted or stolen vehicles and wanted persons and
to further other legitimate law enforcement purposes. Use of ALPR systems
and access to active data are restricted to legitimate law enforcement

PUrposes.

(B) Active ALPR data may be accessed by a law enforcement officer
operating the ALPR system only if he or she has a legitimate |aw enforcement
purpose for the data. Entry of any data into the system other than data
collected by the ALPR system itself must be approved by a supervisor and shall
have a |l egitimate |aw enforcement pur pose.

(C)(1) Requests to review active data shall be in writing and include
the name of the reguester, the law enforcement agency the regquester is
employed by, and the law enforcement agency’ s Originating Agency ldentifier
(ORI) number. The request shall describe the legitimate law enforcement
purpose. The written request and the outcome of the request shall be
transmitted to VTIAC and retained by VTIAC for not |ess than three years.

VT LEG #284639 v.1
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(i) In each department operating an ALPR system, access to
active data shall be limited to designated personnel who have been provided
account access by the department to conduct authorized ALPR stored data
gueries. Access to active data shall be restricted to data collected within the
past seven days.

(2)(A) A VTIAC analyst shall transmit historical data only to a Vermont
or out-of-state law enforcement officer who has a legitimate law enforcement
purpose for the data. A law enforcement officer to whom historical data are
transmitted may use such data only for a legitimate law enforcement purpose.
Entry of any data onto the statewide ALPR server other than data collected by
an ALPR system itself must be approved by a supervisor and shall have a
| egitimate law enfor cement pur pose.

(B) Requests for historical data, whether from Vermont or
out-of-state law enforcement officers, shall be made in writing to an analyst at
VTIAC. The reguest shall include the name of the requester, the law
enforcement agency the requester is employed by, and the law enforcement
agency’'s ORI number. The reguest shall describe the legitimate law
enforcement purpose. VTIAC shall retain all requests and shall record in
writing the outcome of the request and any information that was provided to
the requester or, if applicable, why a request was denied or not fulfilled.
VTIAC shall retain the information described in this subdivision (c)(2)(B) for
no fewer than three years.

(d) Retention.

(1) Any ALPR information gathered by a Vermont law enforcement
agency shall be sent to the Department of Public Safety to be retained pursuant
to the requirements of subdivision (2) of this subsection. The Department of
Public Safety shall maintain the ALPR storage system for Vermont law
enforcement agencies.

(2) Except as provided in section 1608 of thistitle, information gathered
through use of an ALPR system shall only be retained for 18 months after the
date it was obtained. When the permitted 18-month period for retention of the
information has expired, the Department of Public Safety and any local law
enforcement agency with custody of the information shall destroy it and cause
to have destroyed any copies or backups made of the original data. Data may
be retained beyond the 18-month period pursuant to a preservation reguest
made or disclosure order issued under Section 1608 of thistitle or pursuant to
a warrant issued under Rule 41 of the Vermont or Federal Rules of Criminal
Procedure.

(e) Oversight; rulemaking.

VT LEG #284639 v.1



BILL ASINTRODUCED AND PASSED BY SENATE AND HOUSE S.18
2013 Page 10 of 11

(1) The Department of Public Safety shall establish a review process to
ensure that information obtained through use of ALPR systems is used only for
the purposes permitted by this section. The Department shall report the results
of this review annually on or before January 15 to the Senate and House
Committees on Judiciary and on Transportation. The report shall contain the
following information based on prior calendar year data:

(A) The total number of ALPR units being operated in the Sate and
the number of units submitting data to the statewide ALPR database.

(B) Thetotal number of ALPR readings each agency submitted to the
statewide ALPR database.

(C) The 18-month cumulative number of ALPR readings being
housed on the statewide ALPR database.

(D) Thetotal number of requests made to VTIAC for ALPR data.

(E) The total number of reguests that resulted in release of
infor mation from the statewide ALPR database.

(F) Thetotal number of out-of-state requests.

(G) The total number of out-of-state reguests that resulted in release
of information from the statewide ALPR database.

(2) The Department of Public Safety may adopt rules to implement this
section.

Sec. 2. 23 V.SA. §1608 is added to read:
8§ 1608. PRESERVATION OF DATA
(a) Preservation request.

(1) A law enforcement agency or the Department of Motor Vehicles may
apply to the Criminal Division of the Superior Court for an extension of up to
90 days of the 18-month retention period established under subdivision
1607(d)(2) of this title if the agency or Department offers specific and
articulable facts showing that there are reasonable grounds to believe that the
captured plate data are relevant and material to an ongoing criminal or
missing persons investigation or to a pending court or Judicial Bureau
proceeding. Reguests for additional 90-day extensions or for longer periods
may be made to the Superior Court subject to the same standards applicable to
aninitial extension request under this subdivision.

(2) A governmental entity making a preservation request under this
section shall submit an affidavit stating:

VT LEG #284639 v.1
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(A) the particular camera or cameras for which captured plate data
must be preserved or the particular license plate for which captured plate data
must be preserved; and

(B) the date or dates and time frames for which captured plate data
must be preserved.

(b) Captured plate data shall be destroyed on the schedule specified in
section 1607 of this title if the preservation request is denied or 14 days after
the denial, whichever islater.

Sec. 3. EFFECTIVE DATE AND SUNSET
(a) This act shall take effect on July 1, 2013.

(b) Secs. 12 of this act, 23 V.SA. 88 1607 and 1608, shall be repealed on
July 1, 2015.
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