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Journal of the House
________________

Thursday, March 21, 2024

At one o'clock in the afternoon, the Speaker called the House to order.

Devotional Exercises

Devotional exercises were conducted by Rev. Rachel Field, St. Mary’s
Episcopal Church, Northfield.

Senate Bills Referred

Senate bills of the following titles were severally taken up, read the first
time, and referred to committee as follows:

S. 196

Senate bill, entitled

An act relating to the types of evidence permitted in weight of the evidence
hearings

To the Committee on Judiciary.

S. 206

Senate bill, entitled

An act relating to designating Juneteenth as a legal holiday

To the Committee on Government Operations and Military Affairs.

Ceremonial Reading

H.C.R. 179

House concurrent resolution congratulating the Vermont place winners at
the 2023 National Senior Games and designating March 21, 2024 as Vermont
Senior Games Day at the State House

Offered by: Representatives Harrison of Chittenden, Andrews of Westford,
Anthony of Barre City, Beck of St. Johnsbury, Black of Essex, Bluemle of
Burlington, Bongartz of Manchester, Bos-Lun of Westminster, Brennan of
Colchester, Brown of Richmond, Brownell of Pownal, Brumsted of Shelburne,
Chapin of East Montpelier, Chase of Chester, Christie of Hartford, Dickinson
of St. Albans Town, Dodge of Essex, Dolan of Essex Junction, Dolan of
Waitsfield, Donahue of Northfield, Farlice-Rubio of Barnet, Garofano of
Essex, Goldman of Rockingham, Goslant of Northfield, Graning of Jericho,
Gregoire of Fairfield, Hango of Berkshire, Headrick of Burlington,
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Holcombe of Norwich, Hooper of Burlington, Houghton of Essex Junction,
Howard of Rutland City, Hyman of South Burlington, Krasnow of South
Burlington, LaBounty of Lyndon, Lalley of Shelburne, LaLonde of South
Burlington, Lanpher of Vergennes, Lipsky of Stowe, Masland of Thetford,
McCann of Montpelier, McCoy of Poultney, McGill of Bridport, Mihaly of
Calais, Minier of South Burlington, Morgan of Milton, Morris of Springfield,
Morrissey of Bennington, Mrowicki of Putney, Noyes of Wolcott, Nugent of
South Burlington, Ode of Burlington, Page of Newport City, Pajala of
Londonderry, Peterson of Clarendon, Priestley of Bradford, Roberts of
Halifax, Scheu of Middlebury, Shaw of Pittsford, Sims of Craftsbury, Squirrell
of Underhill, Stone of Burlington, Taylor of Milton, Toleno of Brattleboro,
Torre of Moretown, White of Bethel, Williams of Granby, and Wood of
Waterbury

Whereas, annually, the Vermont Senior Games Association (VSGA)
organizes the Vermont Senior Games as the qualifying event at which over 700
Vermont athletes compete to qualify for the biennial National Senior Games,
which, in 2023, were held in Pittsburgh, Pennsylvania, and

Whereas, in 2023, 86 Vermont athletes participated in the National Senior
Games in 13 sports and won nine gold, 11 silver, and 13 bronze medals,
making an impressive total of 33 medals, and

Whereas, the athletically dedicated older Vermonters who competed at the
2023 National Senior Games were Matt Guild, Christopher Hamilton,
Michelle Immler, Howard Malovany, Tocher Mitchell, Mark Mulder, Ted
Selfridge, John Tashiro, Sarah Bombardier, Damon Fitch, Margaret Gibson,
Susan Madrigan, Zane Rodriquez, Sandra Wall, Joan Weir, Lee Ann Banks,
Bob Bence, Bernie Buteau, Mary Clifton, Brian Conchieri, Loren Palmer, Judy
Selfridge, Vawn Edele, Cynthia Malovany, Victoria Luksch, Pam Sills, Eugene
Demidenko, Valentina Demidenko, Elizabeth McCarthy, Stephen Hennessey,
Candi Raines, Ellen Wolfson, Tim Hogeboom, John Bolton, Jack Devine, Jim
Flint, Don Gilman, Judy Gover, Marc Hammond, Gurudharm Khalsa, Peter
Mitchell, Chuck Shomo, Verna Borden, Thayer Raines, David Holton, and Jeff
Shulman, and

Whereas, today, March 21, 2024, during National Senior Games Week,
representatives of the VSGA and the Governor’s Council on Physical Fitness
are present at the State House to promote senior physical fitness, now therefore
be it
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Resolved by the Senate and House of Representatives:

That the General Assembly congratulates the Vermont place winners at the
2023 National Senior Games and designates March 21, 2024 as Vermont
Senior Games Day at the State House, and be it further

Resolved: That the Secretary of State be directed to send a copy of this
resolution to the VSGA and to the Governor’s Council on Physical Fitness.

Having been adopted in concurrence on Friday, March 15, 2024 in accord
with Joint Rule 16b, was read.

Pending Entry on the Notice Calendar
Bills Referred to the Committee on Appropriations

House bills of the following titles were severally taken up, and pursuant to
House Rule 35(a), carrying an appropriation, were referred to the Committee
on Appropriations, pending entry on the Notice Calendar.

H. 721

House bill, entitled

An act relating to expanding access to Medicaid and Dr. Dynasaur

H. 829

House bill, entitled

An act relating to creating permanent upstream eviction protections and
enhancing housing stability

H. 880

House bill, entitled

An act relating to increasing access to the judicial system

Third Reading; Bill Passed

H. 10

House bill, entitled

An act relating to amending the Vermont Employment Growth Incentive
Program

Was taken up, read the third time, and passed.
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Amendment Offered and Withdrawn; Amendment Offered;
Third Reading; Bill Passed

H. 289

House bill, entitled

An act relating to the Renewable Energy Standard

Was taken up and, pending third reading of the bill, Rep. Galfetti of Barre
Town moved to amend the bill by striking out all after the enacting clause and
inserting in lieu thereof the following:

Sec. 1. 30 V.S.A. § 8004 is amended to read:

§ 8004. SALES OF ELECTRIC ENERGY; RENEWABLE ENERGY

STANDARD (RES)

* * *

(g) Lowest cost. Retail electricity providers shall purchase energy to meet
the requirements of this chapter based on prioritizing the lowest cost, the
greatest reliability, and the smallest ecological footprint.

Sec. 2. EFFECTIVE DATE

This act shall take effect on July 1, 2024.

Thereupon, Rep. Galfetti of Barre Town asked and was granted leave of
the House to withdraw her amendment.

Pending third reading of the bill, Reps. Walker of Swanton and Harrison
of Chittenden moved to amend the bill in Sec. 4, 30 V.S.A. § 8005, in
subdivision (a)(2), by inserting a new subdivision (E) to read as follows:

(E) Avoiding Transmission and Distribution Constraints.

(i) Procurements by retail electricity providers, and programs
developed that support meeting the requirements of this subdivision (2) shall
avoid development of new facilities in generation constrained areas of the
distribution or transmission system that would not need to be expanded but for
the addition of additional generation, unless those upgrades are paid for as part
of the interconnection requirements of the generation developers and those
costs are not passed through to ratepayers through the cost to utilities to
purchase the generation. To implement the intent of this section the
Commission may update or adopt rules, including rules that require a
locational adjustor fee.

(ii) A retail electricity provider may petition the Public Utility
Commission for relief of the requirements of subdivision (C) of this
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subdivision or the associated alternative compliance payment. If relief is
granted, the retail electricity provider shall be required to instead acquire new
renewable generation from facilities that qualify to meet the requirements of
subsection (a)(4), in addition to the requirements as described in subsection
(a)(4).

Pending the question, Shall the bill be amended as offered by Rep. Walker
of Swanton and Rep. Harrison of Chittenden?, Rep. Toof of St. Albans Town
demanded the Yeas and Nays, which demand was sustained by the
Constitutional number. The Clerk proceeded to call the roll and the question,
Shall the bill be amended as offered by Rep. Walker of Swanton and
Rep. Harrison of Chittenden?, was decided in the negative.
Yeas, 52. Nays, 90.

Those who voted in the affirmative are:

Anthony of Barre City
Bartley of Fairfax
Beck of St. Johnsbury
Branagan of Georgia
Brennan of Colchester
Burditt of West Rutland
Canfield of Fair Haven
Carroll of Bennington
Chesnut-Tangerman of

Middletown Springs
Cina of Burlington
Clifford of Rutland City
Corcoran of Bennington
Demar of Enosburgh
Dickinson of St. Albans

Town
Donahue of Northfield
Galfetti of Barre Town

Goslant of Northfield
Graham of Williamstown
Gregoire of Fairfield
Hango of Berkshire
Harrison of Chittenden
Higley of Lowell
Hooper of Randolph
Labor of Morgan
LaBounty of Lyndon
Laroche of Franklin
Lipsky of Stowe
Maguire of Rutland City
Marcotte of Coventry
Mattos of Milton
McCoy of Poultney
McFaun of Barre Town
Mihaly of Calais
Morgan of Milton

Morrissey of Bennington
Noyes of Wolcott
Oliver of Sheldon
Page of Newport City
Pajala of Londonderry
Parsons of Newbury
Pearl of Danville
Peterson of Clarendon
Quimby of Lyndon
Roberts of Halifax
Sammis of Castleton
Shaw of Pittsford
Sims of Craftsbury
Taylor of Milton
Templeman of Brownington
Toof of St. Albans Town
Walker of Swanton *
Williams of Granby

Those who voted in the negative are:

Andrews of Westford
Andriano of Orwell
Arrison of Weathersfield
Arsenault of Williston
Austin of Colchester
Bartholomew of Hartland
Berbeco of Winooski
Black of Essex
Bluemle of Burlington
Bos-Lun of Westminster
Boyden of Cambridge
Brady of Williston

Dolan of Waitsfield
Durfee of Shaftsbury
Elder of Starksboro
Emmons of Springfield
Farlice-Rubio of Barnet
Garofano of Essex
Goldman of Rockingham
Graning of Jericho
Headrick of Burlington
Holcombe of Norwich
Hooper of Burlington
Houghton of Essex Junction

Mrowicki of Putney
Mulvaney-Stanak of

Burlington
Nicoll of Ludlow
Notte of Rutland City
Nugent of South Burlington
O'Brien of Tunbridge
Patt of Worcester
Pouech of Hinesburg
Priestley of Bradford
Rachelson of Burlington
Rice of Dorset
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Brown of Richmond
Brownell of Pownal
Brumsted of Shelburne
Burke of Brattleboro
Burrows of West Windsor
Buss of Woodstock
Campbell of St. Johnsbury
Carpenter of Hyde Park
Casey of Montpelier
Chapin of East Montpelier
Chase of Chester
Chase of Colchester
Christie of Hartford
Coffey of Guilford
Cole of Hartford
Conlon of Cornwall
Cordes of Lincoln
Demrow of Corinth
Dodge of Essex
Dolan of Essex Junction

Howard of Rutland City
James of Manchester
Jerome of Brandon
Kornheiser of Brattleboro
Krasnow of South

Burlington
Lalley of Shelburne
LaLonde of South

Burlington
Lanpher of Vergennes
Leavitt of Grand Isle
Logan of Burlington
Long of Newfane
Masland of Thetford
McCann of Montpelier
McCarthy of St. Albans

City
McGill of Bridport
Minier of South Burlington
Morris of Springfield

Satcowitz of Randolph
Scheu of Middlebury
Sheldon of Middlebury *
Sibilia of Dover
Small of Winooski
Squirrell of Underhill
Stebbins of Burlington *
Stevens of Waterbury
Stone of Burlington
Surprenant of Barnard
Taylor of Colchester
Toleno of Brattleboro
Torre of Moretown
Waters Evans of Charlotte
White of Bethel
Whitman of Bennington
Williams of Barre City
Wood of Waterbury

Those members absent with leave of the House and not voting are:

Birong of Vergennes
Bongartz of Manchester
Hyman of South Burlington

LaMont of Morristown
Ode of Burlington
Smith of Derby

Troiano of Stannard

Rep. Sheldon of Middlebury explained her vote as follows:

“Madam Speaker:

I vote no because this amendment is redundant and unnecessary and has
potential unintended consequences.”

Rep. Stebbins of Burlington explained her vote as follows:

“Madam Speaker:

I voted no for four reasons. First, the 248-permit process requires grid
impact analysis as it is. Second, developers pay for grid upgrades required by
their project. Third, VELCO and our electric utilities complete Integrated
Resource Plans every three years and they study this issue. And fourth, due to
time, our committee could not hear from VELCO, VPPSE, Vermont Electric,
or Washington Electric Co-op on this amendment.”
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Rep. Walker of Swanton explained his vote as follows:

“Madam Speaker:

While the ratepayers will continue to write larger and larger checks, the
developers will cash them.”

Thereafter, the bill was read the third time and passed.

Third Reading; Bill Passed

H. 621

House bill, entitled

An act relating to health insurance coverage for diagnostic breast imaging

Was taken up, read the third time, and passed.

Action on Bill Postponed

H. 639

House bill, entitled

An act relating to disclosure of flood history of real property subject to sale

Was taken up and, pending third reading of the bill, on motion of
Rep. Chesnut-Tangerman of Middletown Springs, action on the bill was
postponed until March 22, 2024.

Third Reading; Bills Passed

House bills of the following titles were severally taken up, read the third
time, and passed:

H. 661

House bill, entitled

An act relating to child abuse and neglect investigation and substantiation
standards and procedures

H. 704

House bill, entitled

An act relating to disclosure of compensation in job advertisements

H. 872

House bill, entitled

An act relating to miscellaneous updates to the powers of the Vermont
Criminal Justice Council and the duties of law enforcement officers
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Committee Bill; Second Reading; Bill Amended;
Third Reading Ordered

H. 878

Rep. Rachelson of Burlington spoke for the Committee on Judiciary.

House bill, entitled

An act relating to miscellaneous judiciary procedures

Having appeared on the Notice Calendar, was taken up, and read the second
time.

Pending the question, Shall the bill be read a third time?, Rep. Small of
Winooski, moved to amend the bill as follows:

In Sec. 24, 15 V.S.A. § 558, in the title, by striking out “BIRTH” and
inserting in lieu thereof of “PRIOR” and in the body of the statute, by striking
out “birth” and inserting in lieu thereof “prior”

Which was agreed to.

Pending the question, Shall the bill be read a third time?, Rep. Chapin of
East Montpelier moved to amend the bill by adding two new sections to be
Secs. 44 and 45 to read as follows:

Sec. 44. 20 V.S.A. § 4626 is added to read:

§ 4626. DRONES; OPERATION OVER PRIVATE PROPERTY WITHOUT

CONSENT OF OWNER; CIVIL PENALTY

(a) A person shall not fly a drone for hobby or recreational purposes at an
altitude of less than 100 feet above privately owned real property unless the
person has obtained prior written consent from the property owner.

(b) A person shall not, without the prior written consent of the property
owner or occupant, use a drone to record an image of privately owned real
property or of the owner or occupant of the property with the intent to conduct
surveillance on the person or the property in violation of the person’s
reasonable expectation of privacy. For purposes of this subsection, a person is
presumed to have a reasonable expectation of privacy on the person’s privately
owned real property if the person is not observable by another person located
at ground level in a place where the other person has a legal right to be,
regardless of whether the person is observable from the air using a drone.

(c) A person engaged in the business of selling drones shall provide written
notice to each purchaser of a drone required to be registered by the U.S.
Department of Transportation about the requirements under subsections (a)
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and (b) of this section for flying a drone above privately owned real property
without the property owner’s prior written consent.

(d) A person who violates this section shall be assessed a civil penalty of
not more than:

(1) $50.00 for a first violation; or

(2) $250.00 for a second or subsequent violation.

(e) As used in this section:

(1) “Property owner” means a person who owns, leases, licenses, or
otherwise controls ownership or use of land, or an employee or agent of that
person.

(2) “Surveillance” means:

(A) with respect to an owner or occupant of privately owned real
property, the observation of the person with sufficient visual clarity to be able
to obtain information about the person’s identity, habits, conduct, movements,
or whereabouts; or

(B) with respect to privately owned real property, the observation of
the property’s physical improvements with sufficient visual clarity to be able
to determine unique identifying features about the property or information
about its owners or occupants.

(f) This section shall not apply to the use of drones by distribution or
transmission utilities or their contractors for purposes of ensuring system
reliability and resiliency.

Sec. 45. 4 V.S.A. § 1102 is amended to read:

§ 1102. JUDICIAL BUREAU; JURISDICTION

* * *

(b) The Judicial Bureau shall have jurisdiction of the following matters:

* * *

(31) Violations of 20 V.S.A. § 4626, relating to flying, and providing
information about flying, a drone above privately owned real property without
the owner’s consent.

and by renumbering the remaining section to be numerically correct.

Rep. Long of Newfane presiding.

Speaker presiding.
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Which was agreed to. Thereupon, third reading was ordered.

Message from the Senate No. 34

A message was received from the Senate by Ms. Gradel, its Assistant
Secretary, as follows:

Madam Speaker:

I am directed to inform the House that:

The Senate has on its part passed Senate bills of the following titles:

S. 55. An act relating to authorizing public bodies to meet electronically
under Vermont’s Open Meeting Law.

S. 186. An act relating to the systemic evaluation of recovery residences
and recovery communities.

S. 284. An act relating to student use of cell phones and other personal
electronic devices in schools.

S. 289. An act relating to age-appropriate design code.

In the passage of which the concurrence of the House is requested.

Second Reading; Bill Amended; Third Reading Ordered

H. 706

Rep. Rice of Dorset, for the Committee on Agriculture, Food Resiliency,
and Forestry, to which had been referred House bill, entitled

An act relating to banning the use of neonicotinoid pesticides

Reported in favor of its passage when amended by striking out all after the
enacting clause and inserting in lieu thereof the following:

Sec. 1. FINDINGS

The General Assembly finds that:

(1) Wild and managed pollinators are essential to the health and vitality
of Vermont’s agricultural economy, environment, and ecosystems. According
to the Department of Fish and Wildlife (DFW), between 60 and 80 percent of
the State’s wild plants depend on pollinators to reproduce.

(2) Vermont is home to thousands of pollinators, including more than
300 native bee species. Many pollinator species are in decline or have
disappeared from Vermont, including three bee species that the State lists as
endangered. The Vermont Center for Ecostudies and DFW’s State of Bees
2022 Report concludes that at least 55 of Vermont’s native bee species need
significant conservation action.
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(3) Neonicotinoids are a class of neurotoxic, systemic insecticides that
are extremely toxic to bees and other pollinators. Neonicotinoids are the most
widely used class of insecticides in the world and include imidacloprid,
clothianidin, thiamethoxam, acetamiprid, dinotefuran, thiacloprid, and
nithiazine.

(4) Among other uses, neonicotinoids are commonly applied to crop
seeds as a prophylactic treatment. More than 90 percent of neonicotinoids
applied to treated seeds move into soil, water, and nontarget plants. According
to the Agency of Agriculture, Food and Markets, at least 1197.66 tons of seeds
sold in Vermont in 2022 were treated with a neonicotinoid product.

(5) Integrated pest management is a pest management technique that
protects public health, the environment, and agricultural productivity by
prioritizing nonchemical pest management techniques. Under integrated pest
management, pesticides are a measure of last resort. According to the
European Academies Science Advisory Council, neonicotinoid seed treatments
are incompatible with integrated pest management.

(6) A 2020 Cornell University report that analyzed more than 1,100
peer-reviewed studies found that neonicotinoid corn and soybean seed
treatments pose substantial risks to bees and other pollinators but provide no
overall net income benefits to farms. DFW similarly recognizes that
neonicotinoid use contributes to declining pollinator populations.

(7) A 2014 peer-reviewed study conducted by the Harvard School of
Public Health and published in the journal Bulletin of Insectology concluded
that sublethal exposure to neonicotinoids is likely to be the main culprit for the
occurrence of colony collapse disorder in honey bees.

(8) A 2020 peer-reviewed study published in the journal Nature
Sustainability found that increased neonicotinoid use in the United States
between 2008 and 2014 led to statistically significant reductions in bird
biodiversity, particularly among insectivorous and grassland birds.

(9) A 2022 peer-reviewed study published in the journal Environmental
Science and Technology found neonicotinoids in 95 percent of the 171
pregnant women who participated in the study. Similarly, a 2019 peer-
reviewed study published in the journal Environmental Research found that
49.1 percent of the U.S. general population had recently been exposed to
neonicotinoids.

(10) The European Commission and the provinces of Quebec and
Ontario have implemented significant prohibitions on the use of
neonicotinoids.
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(11) The New York General Assembly passed legislation that prohibits
the sale or use of corn, soybean, and wheat seed treated with imidacloprid,
clothianidin, thiamethoxam, dinotefuran, or acetamiprid. The same legislation
prohibits the nonagricultural application of imidacloprid, clothianidin,
thiamethoxam, dinotefuran, or acetamiprid to outdoor ornamental plants and
turf.

Sec. 2. 6 V.S.A. § 1101 is amended to read:

§ 1101. DEFINITIONS

As used in this chapter unless the context clearly requires otherwise:

(1) “Secretary” shall have has the same meaning stated in subdivision
911(4) of this title.

(2) “Cumulative” when used in reference to a substance means that the
substance so designated has been demonstrated to increase twofold or more in
concentration if ingested or absorbed by successive life forms.

(3) “Dealer or pesticide dealer” means any person who regularly sells
pesticides in the course of business, but not including a casual sale.

(4) “Economic poison” shall have has the same meaning stated in
subdivision 911(5) of this title.

(5) “Pest” means any insect, rodent, nematode, fungus, weed, or any
other form of terrestrial or aquatic plant or animal life or virus viruses,
bacteria, or other microorganisms that the Secretary declares as being injurious
to health or environment. “Pest shall” does not mean any viruses, bacteria, or
other microorganisms on or in living humans or other living animals.

(6) “Pesticide” for the purposes of this chapter shall be is used
interchangeably with “economic poison.”

(7) “Treated article” means a pesticide or class of pesticides exempt
under 40 C.F.R. § 152.25(a) from regulation under the Federal Insecticide,
Fungicide, and Rodenticide Act, 7 U.S.C. § 136-136y.

(8) “Neonicotinoid pesticide” means any economic poison containing a
chemical belonging to the neonicotinoid class of chemicals.

(9) “Neonicotinoid treated article seeds” are treated article seeds that are
treated or coated with a neonicotinoid pesticide.

(10) “Agricultural commodity” means any food in its raw or natural
state, including all fruits or vegetables that are washed, colored, or otherwise
treated in their unpeeled natural form prior to marketing.
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(11) “Agricultural emergency” means an occurrence of any pest that
presents an imminent risk of significant harm, injury, or loss to agricultural
crops.

(12) “Bloom” means the period from the onset of flowering or
inflorescence until petal fall is complete.

(13) “Crop group” means the groupings of agricultural commodities
specified in 40 C.F.R. § 180.41(c) (2023).

(14) “Environmental emergency” means an occurrence of any pest that
presents a significant risk of harm or injury to the environment, or significant
harm, injury, or loss to agricultural crops or turf, including any exotic or
foreign pest that may need preventative quarantine measures to avert or
prevent that risk, as determined by the Secretary of Agriculture, Food and
Markets.

(15) “Ornamental plants” mean perennials, annuals, and groundcover
purposefully planted for aesthetic reasons.

(16) “Turf” means land planted in closely mowed, managed grasses,
including residential and commercial property and publicly owned land, parks,
and recreation areas. “Turf” does not include pasture, cropland, land used to
grow sod, or any other land used for agricultural production.

Sec. 3. 6 V.S.A. § 1105b is added to read:

§ 1105b. USE AND SALE OF NEONICOTINOID TREATED ARTICLE

SEEDS

(a) No person shall sell, offer for sale or use, distribute, or use any
neonicotinoid treated article seed for soybeans or for any crop in the cereal
grains crop group (crop groups 15, 15-22, 16, and 16-22).

(b) The Secretary of Agriculture, Food and Markets, after consultation
with the Secretary of Natural Resource, may issue a written exemption order to
suspend the provisions of subsection (a) of this section. Such written
exemption order shall not be valid for more than one year.

(c) A written exemption order issued under subsection (b) of this section
shall:

(1) specify the types of neonicotinoid treated article seeds to which the
exemption order applies, the date on which the exemption order takes effect;
the exemption order’s duration; and the exemption order’s geographic scope,
which may include specific farms, fields, or properties;
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(2) provide a detailed evaluation of the agricultural seed market,
including a determination either that the purchase of seeds that comply with
subsection (a) of this section would cause agricultural producers undue
financial hardship or that there is an insufficient amount of commercially
available seed not treated with neonicotinoid pesticides to supply agricultural
producers; and

(3) provide a detailed evaluation of the exemption order’s anticipated
effect on pollinator populations, bird populations, ecosystem health, and public
health, including whether the exemption order will cause undue harm to
pollinator populations, bird populations, ecosystem health, and public health.

(d) A written exemption order issued under subsection (b) of this section
may:

(1) establish restrictions related to the use of neonicotinoid treated
article seeds to which the exemption order applies to minimize harm to
pollinator populations, bird populations, ecosystem health, and public health;
or

(2) establish other restrictions related to the use of neonicotinoid treated
article seeds to which the exemption order applies that the Secretary of
Agriculture, Food and Markets considers necessary.

(e) Upon issuing a written exemption order under subsection (b) of this
section, the Secretary of Agriculture, Food and Markets shall submit a copy of
the exemption order to the Senate Committees on Natural Resources and
Energy and on Agriculture; the House Committees on Environment and
Energy and on Agriculture, Food Resiliency, and Forestry; and the
Agricultural Innovation Board. The General Assembly shall manage a written
exemption order submitted under this section in the same manner as a report to
the General Assembly and shall post the written exemption order to the
website of the General Assembly.

(f) The Secretary of Agriculture, Food and Markets, after consultation with
the Secretary of Natural Resources, may rescind a written exemption order
issued under subsection (b) of this section at any time. Such rescission shall
come into effect not sooner than 30 days after its issuance and shall not apply
to neonicotinoid treated article seeds planted or sown before such recission
comes into effect.

Sec. 4. 6 V.S.A. § 1105c is added to read:

§ 1105c. NEONICOTINOID PESTICIDES; PROHIBITED USES

(a) The following uses of neonicotinoid pesticides are prohibited:
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(1) the outdoor application of neonicotinoid pesticides to any crop
during bloom;

(2) the outdoor application of neonicotinoid pesticides to soybeans or
any crop in the cereal grains crop group (crop groups 15, 15-22, 16, and 16-
22);

(3) the outdoor application of neonicotinoid pesticides to crops in the
leafy vegetables, brassica, bulb vegetables, herbs and spices, and stalk, stem,
and leaf petiole vegetables crop groups (crop groups 3, 3-07, 4, 4-16, 5, 5-16,
19, 22, 25, and 26) harvested after bloom;

(4) the application of neonicotinoid pesticides to ornamental plants; and

(5) the application of neonicotinoid pesticides to turf.

(b) The Secretary of Agriculture, Food and Markets, after consultation
with the Secretary of Natural Resources, may issue a written exemption order
to suspend the provisions of subsection (a) of this section. Such written
exemption order shall not be valid for more than one year.

(c) A written exemption order issued under subsection (b) of this section
shall:

(1) specify the neonicotinoid pesticides, uses, and crops, plants, or turf
to which the exemption order applies; the date on which the exemption order
takes effect; the exemption order’s duration; and the exemption order’s
geographic scope, which may include specific farms, fields, or properties;

(2) provide a detailed evaluation determining that an agricultural
emergency or an environmental emergency exists;

(3) provide a detailed evaluation of reasonable responses available to
address the agricultural emergency or the environmental emergency, including
a determination that the use of the neonicotinoid pesticides to which the
exemption order applies would be effective in addressing the emergency and a
determination that there is no other less harmful pesticide or pest management
practice that would be effective in addressing the emergency; and

(4) provide a detailed evaluation of the exemption order’s anticipated
effects on pollinator populations, bird populations, ecosystem health, and
public health, including whether the exemption order will cause undue harm to
pollinator population, bird populations, ecosystem health, and public health.

(d) A written exemption order issued under subsection (b) of this section
may:
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(1) establish restrictions related to the use of neonicotinoid pesticides to
which the exemption order applies to minimize harm to pollinator populations,
bird populations, ecosystem health, and public health; or

(2) establish other restrictions related to the use of neonicotinoid
pesticides to which the exemption order applies that the Secretary of
Agriculture, Food and Markets considers necessary.

(e) Upon issuing a written exemption order under subsection (b) of this
section, the Secretary of Agriculture, Food and Markets shall submit a copy of
the exemption order to the Senate Committees on Natural Resources and
Energy and on Agriculture; the House Committees on Environment and
Energy and on Agriculture, Food Resiliency, and Forestry; and the
Agricultural Innovation Board. The General Assembly shall manage a written
exemption order submitted under this section in the same manner as a report to
the General Assembly and shall post the written exemption order to the
website of the General Assembly.

(f) The Secretary of Agriculture, Food and Markets, after consultation with
the Secretary of Natural Resources, may rescind any written exemption order
issued under subsection (b) of this section at any time. Such rescission shall
come into effect not sooner than 15 days after its issuance.

Sec. 5. 6 V.S.A. § 918 is amended to read:

§ 918. REGISTRATION

(a) Every economic poison that is distributed, sold, or offered for sale
within this State or delivered for transportation or transported in intrastate
commerce or between points within this State through any point outside this
State shall be registered in the Office of the Secretary, and such registration
shall be renewed annually, provided that products that have the same formula
are manufactured by the same person, the labeling of which contains the same
claims, and the labels of which bear a designation identifying the product as
the same economic poison may be registered as a single economic poison, and
additional names and labels shall be added by supplemental statements during
the current period of registration. It is further provided that any economic
poison imported into this State, which is subject to the provisions of any
federal act providing for the registration of economic poisons and that has
been duly registered under the provisions of this chapter, may, in the discretion
of the Secretary, be exempted from registration under this chapter when sold or
distributed in the unbroken immediate container in which it was originally
shipped. The registrant shall file with the Secretary a statement including:

* * *
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(f) The Unless the use or sale of a neonicotinoid pesticide is otherwise
prohibited, the Secretary shall register as a restricted use pesticide any
neonicotinoid pesticide labeled as approved for outdoor use that is distributed,
sold, sold into, or offered for sale within the State or delivered for
transportation or transported in intrastate commerce or between points within
this State through any point outside this State, provided that the Secretary shall
not register the following products as restricted use pesticides unless classified
under federal law as restricted use products:

(1) pet care products used for preventing, destroying, repelling, or
mitigating fleas, mites, ticks, heartworms, or other insects or organisms;

(2) personal care products used for preventing, destroying, repelling, or
mitigating lice or bedbugs; and

(3) indoor pest control products used for preventing, destroying,
repelling, or mitigating insects indoors; and

(4) treated article seed.

Sec. 6. 6 V.S.A. § 1105a(c) is amended to read:

(c)(1) Under subsection (a) of this section, the Secretary of Agriculture,
Food and Markets, after consultation with the Agricultural Innovation Board,
shall adopt by rule BMPs for the use in the State of:

(A) neonicotinoid treated article seeds when used prior to January 1,
2029;

(B) neonicotinoid treated article seeds when the Secretary issues a
written exemption order pursuant to section 1105b of this chapter authorizing
the use of neonicotinoid treated article seeds;

(C) neonicotinoid pesticides when the Secretary issues a written
exemption order pursuant to section 1105c of this chapter authorizing the use
of neonicotinoid pesticides; and

(D) the agricultural use after July 1, 2025 of neonicotinoid pesticides
the use of which is not otherwise prohibited under law.

(2) In developing the rules with the Agricultural Innovation Board, the
Secretary shall address:

(A) establishment of threshold levels of pest pressure required prior
to use of neonicotinoid treated article seeds or neonicotinoid pesticides;

(B) availability of nontreated article seeds that are not neonicotinoid
treated article seeds;
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(C) economic impact from crop loss as compared to crop yield when
neonicotinoid treated article seeds or neonicotinoid pesticides are used;

(D) relative toxicities of different neonicotinoid treated article seeds
or neonicotinoid pesticides and the effects of neonicotinoid treated article
seeds or neonicotinoid pesticides on human health and the environment;

(E) surveillance and monitoring techniques for in-field pest pressure;

(F) ways to reduce pest harborage from conservation tillage
practices; and

(G) criteria for a system of approval of neonicotinoid treated article
seeds or neonicotinoid pesticides.

(2)(3) In implementing the rules required under this subsection, the
Secretary of Agriculture, Food and Markets shall work with farmers, seed
companies, and other relevant parties to ensure that farmers have access to
appropriate varieties and amounts of untreated seed or treated seed that are not
neonicotinoid treated article seeds.

Sec. 7. 2022 Acts and Resolves No. 145, Sec. 4 is amended to read:

Sec. 4. IMPLEMENTATION; REPORT; RULEMAKING

(a) On or before March 1, 2024, the Secretary of Agriculture, Food, and
Markets shall submit to the Senate Committee on Agriculture and the House
Committee on Agriculture, Food Resiliency, and Forestry a copy of the
proposed rules required to be adopted under 6 V.S.A. § 1105a(c)(1)(A).

(b) The Secretary of Agriculture shall not file the final proposal of the
rules required by 6 V.S.A. § 1105a(c)(1)(A) under 3 V.S.A. § 841 until at least
90 days from submission of the proposed rules to the General Assembly under
subsection (a) of this section or July 1, 2024, which ever whichever shall occur
first.

Sec. 8. EFFECTIVE DATES

(a) This section and Secs. 1 (findings), 2 (definitions), 5 (registration), and
6 (BMP rules), 7 (implementation) shall take effect on passage.

(b) Sec. 4 (prohibited use; neonicotinoid pesticides) shall take effect on
July 1, 2025.

(c) Sec. 3 (treated article seed) shall take effect on January 1, 2029.

Rep. Taylor of Colchester, for the Committee on Ways and Means,
recommended the bill ought to pass when amended as recommended by the
Committee on Agriculture, Food Resiliency, and Forestry.
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Rep. Toleno of Brattleboro, for the Committee on Appropriations,
recommended the bill ought to pass when amended as recommended by the
Committee on Agriculture, Food Resiliency, and Forestry.

The bill, having appeared on the Notice Calendar, was taken up, and read
the second time.

Pending the question, Shall the bill be amended as recommended by the
Committee on Agriculture, Food Resiliency and Forestry?, Rep. Higley of
Lowell demanded the Yeas and Nays, which demand was sustained by the
Constitutional number. The Clerk proceeded to call the roll and the question,
Shall the bill be amended as recommended by the Committee on Agriculture,
Food Resiliency and Forestry?, was decided in the affirmative.
Yeas, 112. Nays, 29.

Those who voted in the affirmative are:

Andrews of Westford
Andriano of Orwell
Anthony of Barre City
Arrison of Weathersfield
Arsenault of Williston
Austin of Colchester
Bartholomew of Hartland
Berbeco of Winooski
Black of Essex
Bluemle of Burlington
Bongartz of Manchester
Bos-Lun of Westminster
Brady of Williston
Brown of Richmond
Brownell of Pownal
Brumsted of Shelburne
Burditt of West Rutland
Burke of Brattleboro
Burrows of West Windsor
Buss of Woodstock
Campbell of St. Johnsbury
Carpenter of Hyde Park *
Carroll of Bennington
Casey of Montpelier
Chapin of East Montpelier
Chase of Chester
Chase of Colchester
Chesnut-Tangerman of

Middletown Springs *
Christie of Hartford
Cina of Burlington
Coffey of Guilford
Cole of Hartford *

Dolan of Waitsfield
Donahue of Northfield
Durfee of Shaftsbury
Elder of Starksboro
Emmons of Springfield
Farlice-Rubio of Barnet
Galfetti of Barre Town
Garofano of Essex
Goldman of Rockingham
Goslant of Northfield
Graning of Jericho
Headrick of Burlington
Holcombe of Norwich
Hooper of Randolph
Hooper of Burlington
Houghton of Essex Junction
Howard of Rutland City
James of Manchester
Jerome of Brandon
Kornheiser of Brattleboro
Krasnow of South

Burlington
LaBounty of Lyndon
Lalley of Shelburne
LaLonde of South

Burlington
LaMont of Morristown
Lanpher of Vergennes
Leavitt of Grand Isle
Lipsky of Stowe
Logan of Burlington
Long of Newfane
Marcotte of Coventry

Mihaly of Calais
Minier of South Burlington
Morris of Springfield
Mrowicki of Putney
Nicoll of Ludlow
Notte of Rutland City
Noyes of Wolcott
Nugent of South Burlington
O'Brien of Tunbridge
Page of Newport City
Pajala of Londonderry
Parsons of Newbury
Patt of Worcester
Pouech of Hinesburg
Priestley of Bradford
Quimby of Lyndon
Rachelson of Burlington
Rice of Dorset
Roberts of Halifax *
Sammis of Castleton
Satcowitz of Randolph
Scheu of Middlebury
Sheldon of Middlebury
Small of Winooski
Squirrell of Underhill
Stebbins of Burlington
Stevens of Waterbury
Stone of Burlington
Surprenant of Barnard *
Taylor of Colchester
Templeman of

Brownington *
Toleno of Brattleboro
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Conlon of Cornwall
Corcoran of Bennington
Cordes of Lincoln
Demrow of Corinth
Dodge of Essex
Dolan of Essex Junction

Masland of Thetford
McCann of Montpelier
McCarthy of St. Albans

City
McFaun of Barre Town
McGill of Bridport

Torre of Moretown
Waters Evans of Charlotte
White of Bethel
Whitman of Bennington
Williams of Barre City
Wood of Waterbury

Those who voted in the negative are:

Bartley of Fairfax
Beck of St. Johnsbury
Boyden of Cambridge
Branagan of Georgia
Brennan of Colchester
Canfield of Fair Haven
Clifford of Rutland City
Demar of Enosburgh *
Dickinson of St. Albans

Town

Graham of Williamstown *
Gregoire of Fairfield *
Hango of Berkshire
Higley of Lowell
Labor of Morgan
Laroche of Franklin
Maguire of Rutland City
McCoy of Poultney
Morgan of Milton
Morrissey of Bennington

Oliver of Sheldon
Pearl of Danville
Peterson of Clarendon
Shaw of Pittsford
Sibilia of Dover
Sims of Craftsbury
Taylor of Milton
Toof of St. Albans Town
Walker of Swanton
Williams of Granby

Those members absent with leave of the House and not voting are:

Birong of Vergennes
Harrison of Chittenden
Hyman of South Burlington

Mattos of Milton
Mulvaney-Stanak of

Burlington

Ode of Burlington
Smith of Derby
Troiano of Stannard

Rep. Carpenter of Hyde Park explained her vote as follows:

“Madam Speaker:

I voted yes as a farmer: for the health of the pollinators, for the health of the
land, for the next generation of farmers who deserve the best we can give
them, and it’s not neonicks.”

Rep. Chesnut-Tangerman of Middletown Springs explained his vote as
follows:

“Madam Speaker:

This bill is a well-crafted law that provides a reasonable timeline, necessary
exemption options, and science-supported directives to give farmers more
choice in pest management, and provides protections for our critical
pollinators, both wild and managed.”

Rep. Cole of Hartford explained her vote as follows:

“Madam Speaker:

I voted YES because healthy pollinator populations increase crop yields,
expand farmers’ economic viability, and support a diversified, resilient food
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system. Neonicotinoids, in contrast, have proven ineffective in advancing any
of those three goals.”

Rep. Graham of Williamstown explained his vote as follows:

“Madam Speaker:

If we are really concerned about pollinator protection and humans, we
should be voting on a complete ban, not just one sector.”

Rep. Gregoire of Fairfield explained his vote as follows:

“Madam Speaker:

I support the goals of this bill. We need more data - perhaps from New
York’s new process. My farmers were clear that they oppose the bill. I do
support the goals, however.”

Rep. Roberts of Halifax explained his vote as follows:

“Madam Speaker:

No pollinators mean no farms, no food. I vote yes on H.706, and I also say
– let ‘er thrip!”

Rep. Surprenant of Barnard explained her vote as follows:

“Madam Speaker:

I have been farming for a decade, a third of my life. It is my entire world.
I have struggled to balance this legislative work with my farming career and
when I hear sentiments like ‘Do you know how hard it is for our farmers to
meet the demands of what the State imposes on them?’, I FUME. You
underestimate farmers’ ability to adapt. By speaking as if you know our
struggles, YOU undermine our agency as part of a community of responsible
land stewards who want to do better. I am 32 years old. I have many years of
farming ahead of me – yet already I have experienced devasting weather
events. I voted YES to ensure my future in this industry.”

Rep. Templeman of Brownington explained his vote as follows:

“Madam Speaker:

I voted yes, because I am concerned for our environment and neonicotinoids
are not an economic benefit when applied to seed; rather, the contrary is true
for apiaries.”

Thereafter, third reading was ordered.
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Second Reading; Bill Amended; Third Reading Ordered

H. 845

Rep. Hooper of Burlington, for the Committee on Government Operations
and Military Affairs, to which had been referred House bill, entitled

An act relating to designating November as Veterans Month

Reported in favor of its passage when amended by striking out all after the
enacting clause and inserting in lieu thereof the following:

Sec. 1. LEGISLATIVE INTENT

It is the intent of the General Assembly to honor the special value of the
military service that the veterans of the U.S. Armed Forces have contributed to
the security and well-being of our nation by designating November as Vermont
Month of the Veteran.

Sec. 2. 1 V.S.A. § 378 is added to read:

§ 378. VERMONT MONTH OF THE VETERAN

November of each year is designated as the Vermont Month of the Veteran.

Sec. 3. EFFECTIVE DATE

This act shall take effect on July 1, 2024.

and that after passage the title of the bill be amended to read: “An act relating
to designating November as Vermont Month of the Veteran”

Rep. Long of Newfane presiding.

The bill, having appeared on the Notice Calendar, was taken up, read the
second time, report of the Committee on Government Operations and Military
Affairs agreed to, and third reading ordered.

Speaker presiding.

Second Reading; Bill Amended; Third Reading Ordered

H. 121

Rep. Priestley of Bradford, for the Committee on Commerce and
Economic Development, to which had been referred House bill, entitled

An act relating to enhancing consumer privacy

Reported in favor of its passage when amended by striking out all after the
enacting clause and inserting in lieu thereof the following:
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Sec. 1. 9 V.S.A. chapter 61A is added to read:

CHAPTER 61A. VERMONT DATA PRIVACY ACT

§ 2415. DEFINITIONS

As used in this chapter:

(1) “Abortion” has the same meaning as in section 2492 of this title.

(2)(A) “Affiliate” means a legal entity that shares common branding
with another legal entity or controls, is controlled by, or is under common
control with another legal entity.

(B) As used in subdivision (A) of this subdivision (2), “control” or
“controlled” means:

(i) ownership of, or the power to vote, more than 50 percent of the
outstanding shares of any class of voting security of a company;

(ii) control in any manner over the election of a majority of the
directors or of individuals exercising similar functions; or

(iii) the power to exercise controlling influence over the
management of a company.

(3) “Authenticate” means to use reasonable means to determine that a
request to exercise any of the rights afforded under subdivisions 2418(a)(1)–
(5) of this title is being made by, or on behalf of, the consumer who is entitled
to exercise the consumer rights with respect to the personal data at issue.

(4) “Biometric data” means personal data generated from the
technological processing of an individual’s unique biological, physical, or
physiological characteristics that is linked or reasonably linkable to an
individual, including:

(A) iris or retina scans;

(B) fingerprints;

(C) facial or hand mapping, geometry, or templates;

(D) vein patterns;

(E) voice prints;

(F) gait or personally identifying physical movement or patterns;

(G) depictions, images, descriptions, or recordings; and

(H) data derived from any data in subdivision (G) of this subdivision
(4), to the extent that it would be reasonably possible to identify the specific
individual from whose biometric data the data has been derived.
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(5) “Broker-dealer” has the same meaning as in 9 V.S.A. § 5102.

(6) “Business associate” has the same meaning as in HIPAA.

(7) “Child” has the same meaning as in COPPA.

(8)(A) “Consent” means a clear affirmative act signifying a consumer’s
freely given, specific, informed, and unambiguous agreement to allow the
processing of personal data relating to the consumer.

(B) “Consent” may include a written statement, including by
electronic means, or any other unambiguous affirmative action.

(C) “Consent” does not include:

(i) acceptance of a general or broad terms of use or similar
document that contains descriptions of personal data processing along with
other, unrelated information;

(ii) hovering over, muting, pausing, or closing a given piece of
content; or

(iii) agreement obtained through the use of dark patterns.

(9)(A) “Consumer” means an individual who is a resident of the State.

(B) “Consumer” does not include an individual acting in a
commercial or employment context or as an employee, owner, director, officer,
or contractor of a company, partnership, sole proprietorship, nonprofit, or
government agency whose communications or transactions with the controller
occur solely within the context of that individual’s role with the company,
partnership, sole proprietorship, nonprofit, or government agency.

(10) “Consumer health data” means any personal data that a controller
uses to identify a consumer’s physical or mental health condition or diagnosis,
including gender-affirming health data and reproductive or sexual health data.

(11) “Consumer health data controller” means any controller that, alone
or jointly with others, determines the purpose and means of processing
consumer health data.

(12) “Consumer reporting agency” has the same meaning as in the Fair
Credit Reporting Act, 15 U.S.C. § 1681a(f);

(13) “Controller” means a person who, alone or jointly with others,
determines the purpose and means of processing personal data.

(14) “COPPA” means the Children’s Online Privacy Protection Act of
1998, 15 U.S.C. § 6501–6506, and any regulations, rules, guidance, and
exemptions promulgated pursuant to the act, as the act and regulations, rules,
guidance, and exemptions may be amended.
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(15) “Covered entity” has the same meaning as in HIPAA.

(16) “Credit union” has the same meaning as in 8 V.S.A. § 30101.

(17) “Dark pattern” means a user interface designed or manipulated
with the substantial effect of subverting or impairing user autonomy, decision-
making, or choice and includes any practice the Federal Trade Commission
refers to as a “dark pattern.”

(18) “Decisions that produce legal or similarly significant effects
concerning the consumer” means decisions made by the controller that result
in the provision or denial by the controller of financial or lending services,
housing, insurance, education enrollment or opportunity, criminal justice,
employment opportunities, health care services, or access to essential goods or
services.

(19) “De-identified data” means data that does not identify and cannot
reasonably be used to infer information about, or otherwise be linked to, an
identified or identifiable individual, or a device linked to the individual, if the
controller that possesses the data:

(A)(i) takes reasonable measures to ensure that the data cannot be
used to re-identify an identified or identifiable individual or be associated with
an individual or device that identifies or is linked or reasonably linkable to an
individual or household;

(ii) for purposes of this subdivision (A), “reasonable measures”
shall include the de-identification requirements set forth under 45 C.F.R.
§ 164.514 (other requirements relating to uses and disclosures of protected
health information);

(B) publicly commits to process the data only in a de-identified
fashion and not attempt to re-identify the data; and

(C) contractually obligates any recipients of the data to satisfy the
criteria set forth in subdivisions (A) and (B) of this subdivision (19).

(20) “Financial institution”:

(A) as used in subdivision 2417(a)(12) of this title, has the same
meaning as in 15 U.S.C. § 6809; and

(B) as used in subdivision 2417(a)(14) of this title, has the same
meaning as in 8 V.S.A. § 11101.

(21) “Gender-affirming health care services” has the same meaning as in
1 V.S.A. § 150.



THURSDAY, MARCH 21, 2024 701

(22) “Gender-affirming health data” means any personal data
concerning a past, present, or future effort made by a consumer to seek, or a
consumer’s receipt of, gender-affirming health care services, including:

(A) precise geolocation data that is used for determining a
consumer’s attempt to acquire or receive gender-affirming health care services;

(B) efforts to research or obtain gender-affirming health care
services; and

(C) any gender-affirming health data that is derived from nonhealth
information.

(23) “Genetic data” means any data, regardless of its format, that results
from the analysis of a biological sample of an individual, or from another
source enabling equivalent information to be obtained, and concerns genetic
material, including deoxyribonucleic acids (DNA), ribonucleic acids (RNA),
genes, chromosomes, alleles, genomes, alterations or modifications to DNA or
RNA, single nucleotide polymorphisms (SNPs), epigenetic markers,
uninterpreted data that results from analysis of the biological sample or other
source, and any information extrapolated, derived, or inferred therefrom.

(24) “Geofence” means any technology that uses global positioning
coordinates, cell tower connectivity, cellular data, radio frequency
identification, wireless fidelity technology data, or any other form of location
detection, or any combination of such coordinates, connectivity, data,
identification, or other form of location detection, to establish a virtual
boundary.

(25) “Health care facility” has the same meaning as in 18 V.S.A. § 9432.

(26) “Heightened risk of harm to a minor” means processing the
personal data of a minor in a manner that presents a reasonably foreseeable
risk of:

(A) unfair or deceptive treatment of, or unlawful disparate impact on,
a minor;

(B) financial, physical, mental, emotional, or reputational injury to a
minor;

(C) unintended disclosure of the personal data of a minor; or

(D) any physical or other intrusion upon the solitude or seclusion, or
the private affairs or concerns, of a minor if the intrusion would be offensive
to a reasonable person.
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(27) “HIPAA” means the Health Insurance Portability and
Accountability Act of 1996, Pub. L. No. 104-191, and any regulations
promulgated pursuant to the act, as may be amended.

(28) “Identified or identifiable individual” means an individual who can
be readily identified, directly or indirectly, including by reference to an
identifier such as a name, an identification number, specific geolocation data,
or an online identifier.

(29) “Independent trust company” has the same meaning as in 8 V.S.A.
§ 2401.

(30) “Investment adviser” has the same meaning as in 9 V.S.A. § 5102.

(31) “Mental health facility” means any health care facility in which at
least 70 percent of the health care services provided in the facility are mental
health services.

(32) “Nonpublic personal information” has the same meaning as in 15
U.S.C. § 6809.

(33)(A) “Online service, product, or feature” means any service,
product, or feature that is provided online, except as provided in subdivision
(B) of this subdivision (33).

(B) “Online service, product, or feature” does not include:

(i) telecommunications service, as that term is defined in the
Communications Act of 1934, 47 U.S.C. § 153;

(ii) broadband internet access service, as that term is defined in
47 C.F.R. § 54.400 (universal service support); or

(iii) the delivery or use of a physical product.

(34) “Patient identifying information” has the same meaning as in
42 C.F.R. § 2.11 (confidentiality of substance use disorder patient records).

(35) “Patient safety work product” has the same meaning as in 42
C.F.R. § 3.20 (patient safety organizations and patient safety work product).

(36)(A) “Personal data” means any information, including derived data
and unique identifiers, that is linked or reasonably linkable to an identified or
identifiable individual or to a device that identifies, is linked to, or is
reasonably linkable to one or more identified or identifiable individuals in a
household.

(B) “Personal data” does not include de-identified data or publicly
available information.
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(37)(A) “Precise geolocation data” means personal data that accurately
identifies within a radius of 1,850 feet a consumer’s present or past location or
the present or past location of a device that links or is linkable to a consumer
or any data that is derived from a device that is used or intended to be used to
locate a consumer within a radius of 1,850 feet by means of technology that
includes a global positioning system that provides latitude and longitude
coordinates.

(B) “Precise geolocation data” does not include the content of
communications or any data generated by or connected to advanced utility
metering infrastructure systems or equipment for use by a utility.

(38) “Process” or “processing” means any operation or set of operations
performed, whether by manual or automated means, on personal data or on
sets of personal data, such as the collection, use, storage, disclosure, analysis,
deletion, or modification of personal data.

(39) “Processor” means a person who processes personal data on behalf
of a controller.

(40) “Profiling” means any form of automated processing performed on
personal data to evaluate, analyze, or predict personal aspects related to an
identified or identifiable individual’s economic situation, health, personal
preferences, interests, reliability, behavior, location, or movements.

(41) “Protected health information” has the same meaning as in HIPAA.

(42) “Pseudonymous data” means personal data that cannot be attributed
to a specific individual without the use of additional information, provided the
additional information is kept separately and is subject to appropriate technical
and organizational measures to ensure that the personal data is not attributed to
an identified or identifiable individual.

(43) “Publicly available information” means information that:

(A) is lawfully made available through federal, state, or local
government records; or

(B) a controller has a reasonable basis to believe that the consumer
has lawfully made available to the general public through widely distributed
media.

(44) “Qualified service organization” has the same meaning as in 42
C.F.R. § 2.11 (confidentiality of substance use disorder patient records);

(45) “Reproductive or sexual health care” has the same meaning as
“reproductive health care services” in 1 V.S.A. § 150(c)(1).
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(46) “Reproductive or sexual health data” means any personal data
concerning a past, present, or future effort made by a consumer to seek, or a
consumer’s receipt of, reproductive or sexual health care.

(47) “Reproductive or sexual health facility” means any health care
facility in which at least 70 percent of the health care-related services or
products rendered or provided in the facility are reproductive or sexual health
care.

(48)(A) “Sale of personal data” means the sale, rent, release, disclosure,
dissemination, provision, transfer, or other communication, whether oral, in
writing, or by electronic or other means, of a consumer’s personal data by the
controller to a third party for monetary or other valuable consideration or
otherwise for a commercial purpose.

(B) For purposes of this subdivision (48), “commercial purpose”
means to advance a person’s commercial or economic interests, such as by
inducing another person to buy, rent, lease, join, subscribe to, provide, or
exchange products, goods, property, information, or services, or enabling or
effecting, directly or indirectly, a commercial transaction.

(C) “Sale of personal data” does not include:

(i) the disclosure of personal data to a processor that processes the
personal data on behalf of the controller;

(ii) the disclosure of personal data to a third party for purposes of
providing a product or service requested by the consumer;

(iii) the disclosure or transfer of personal data to an affiliate of the
controller;

(iv) the disclosure of personal data where the consumer directs the
controller to disclose the personal data or intentionally uses the controller to
interact with a third party;

(v) the disclosure of personal data that the consumer:

(I) intentionally made available to the general public via a
channel of mass media; and

(II) did not restrict to a specific audience; or

(vi) the disclosure or transfer of personal data to a third party as
an asset that is part of a merger, acquisition, bankruptcy or other transaction, or
a proposed merger, acquisition, bankruptcy, or other transaction, in which the
third party assumes control of all or part of the controller’s assets.

(49) “Sensitive data” means personal data that:
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(A) reveals a consumer’s government-issued identifier, such as a
Social Security number, passport number, state identification card, or driver’s
license number, that is not required by law to be publicly displayed;

(B) reveals a consumer’s racial or ethnic origin, national origin,
citizenship or immigration status, religious or philosophical beliefs, or union
membership;

(C) reveals a consumer’s sexual orientation, sex life, sexuality, or
status as transgender or nonbinary;

(D) reveals a consumer’s status as a victim of a crime;

(E) is financial information, including a consumer’s account number,
financial account log-in, financial account, debit card number, or credit card
number in combination with any required security or access code, password, or
credentials allowing access to an account;

(F) is consumer health data;

(G) is personal data collected and analyzed concerning consumer
health data or personal data that describes or reveals a past, present, or future
mental or physical health condition, treatment, disability, or diagnosis,
including pregnancy, to the extent the personal data is not used by the
controller to identify a specific consumer’s physical or mental health condition
or diagnosis;

(H) is biometric or genetic data;

(I) is personal data collected from a known child;

(J) is a photograph, film, video recording, or other similar medium
that shows the naked or undergarment-clad private area of a consumer; or

(K) is precise geolocation data.

(50)(A) “Targeted advertising” means:

(i) except as provided in subdivision (ii) of this subdivision
(50)(A), the targeting of an advertisement to a consumer based on the
consumer’s activity with one or more businesses, distinctly branded websites,
applications, or services, other than the controller, distinctly branded website,
application, or service with which the consumer is intentionally interacting;
and

(ii) as used in section 2420 of this title, the targeting of an
advertisement to a minor based on the minor’s activity with one or more
businesses, distinctly branded websites, applications, or services, including
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with the controller, distinctly branded website, application, or service with
which the minor is intentionally interacting.

(B) “Targeted advertising” does not include:

(i) for targeted advertising to a consumer other than a minor, an
advertisement based on activities within a controller’s own commonly branded
website or online application;

(ii) an advertisement based on the context of a consumer’s current
search query, visit to a website, or use of an online application;

(iii) an advertisement directed to a consumer in response to the
consumer’s request for information or feedback; or

(iv) processing personal data solely to measure or report
advertising frequency, performance, or reach.

(51) “Third party” means a person, such as a public authority, agency, or
body, other than the consumer, controller, or processor or an affiliate of the
processor or the controller.

(52) “Trade secret” has the same meaning as in section 4601 of this title.

(53) “Victim services organization” means a nonprofit organization that
is established to provide services to victims or witnesses of child abuse,
domestic violence, human trafficking, sexual assault, violent felony, or
stalking.

§ 2416. APPLICABILITY

(a) Except as provided in subsection (b) of this section, this chapter applies
to a person that conducts business in this State or a person that produces
products or services that are targeted to residents of this State and that during
the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 6,500
consumers, excluding personal data controlled or processed solely for the
purpose of completing a payment transaction; or

(2) controlled or processed the personal data of not fewer than 3,250
consumers and derived more than 20 percent of the person’s gross revenue
from the sale of personal data.

(b) Sections 2420, 2424, and 2428 of this title, and the provisions of this
chapter concerning consumer health data and consumer health data controllers
apply to a person that conducts business in this State or a person that produces
products or services that are targeted to residents of this State.
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§ 2417. EXEMPTIONS

(a) This chapter does not apply to:

(1) a federal, State, tribal, or local government entity in the ordinary
course of its operation;

(2) protected health information that a covered entity or business
associate processes in accordance with, or documents that a covered entity or
business associate creates for the purpose of complying with HIPAA;

(3) information used only for public health activities and purposes
described in 45 C.F.R. § 164.512 (disclosure of protected health information
without authorization);

(4) information that identifies a consumer in connection with:

(A) activities that are subject to the Federal Policy for the Protection
of Human Subjects, codified as 45 C.F.R. part 46 (HHS protection of human
subjects) and in various other federal regulations;

(B) research on human subjects undertaken in accordance with good
clinical practice guidelines issued by the International Council for
Harmonisation of Technical Requirements for Pharmaceuticals for Human
Use;

(C) activities that are subject to the protections provided in 21 C.F.R.
parts 50 (FDA clinical investigations protection of human subjects) and 56
(FDA clinical investigations institutional review boards); or

(D) research conducted in accordance with the requirements set forth
in subdivisions (A) through (C) of this subdivision (a)(4) or otherwise in
accordance with applicable law;

(5) patient identifying information that is collected and processed in
accordance with 42 C.F.R. part 2 (confidentiality of substance use disorder
patient records);

(6) patient safety work product that is created for purposes of improving
patient safety under 42 C.F.R. part 3 (patient safety organizations and patient
safety work product);

(7) information or documents created for the purposes of the Healthcare
Quality Improvement Act of 1986, 42 U.S.C. § 11101–11152, and regulations
adopted to implement that act;

(8) information that originates from, that is intermingled so as to be
indistinguishable from, or that is treated in the same manner as information
described in subdivisions (2)–(7) of this subsection that a covered entity,



708 JOURNAL OF THE HOUSE

business associate, or a qualified service organization program creates,
collects, processes, uses, or maintains in the same manner as is required under
the laws, regulations, and guidelines described in subdivisions (2)–(7) of this
subsection;

(9) information processed or maintained solely in connection with, and
for the purpose of, enabling:

(A) an individual’s employment or application for employment;

(B) an individual’s ownership of, or function as a director or officer
of, a business entity;

(C) an individual’s contractual relationship with a business entity;

(D) an individual’s receipt of benefits from an employer, including
benefits for the individual’s dependents or beneficiaries; or

(E) notice of an emergency to persons that an individual specifies;

(10) any activity that involves collecting, maintaining, disclosing,
selling, communicating, or using information for the purpose of evaluating a
consumer’s creditworthiness, credit standing, credit capacity, character,
general reputation, personal characteristics, or mode of living if done strictly
in accordance with the provisions of the Fair Credit Reporting Act, 15 U.S.C.
§ 1681–1681x, as may be amended, by:

(A) a consumer reporting agency;

(B) a person who furnishes information to a consumer reporting
agency under 15 U.S.C. § 1681s-2 (responsibilities of furnishers of
information to consumer reporting agencies); or

(C) a person who uses a consumer report as provided in 15 U.S.C.
§ 1681b(a)(3) (permissible purposes of consumer reports);

(11) information collected, processed, sold, or disclosed under and in
accordance with the following laws and regulations:

(A) the Driver’s Privacy Protection Act of 1994, 18 U.S.C. § 2721–
2725;

(B) the Family Educational Rights and Privacy Act, 20 U.S.C.
§ 1232g, and regulations adopted to implement that act;

(C) the Airline Deregulation Act, Pub. L. No. 95-504, only to the
extent that an air carrier collects information related to prices, routes, or
services, and only to the extent that the provisions of the Airline Deregulation
Act preempt this chapter;

(D) the Farm Credit Act, Pub. L. No. 92-181, as may be amended;
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(E) federal policy under 21 U.S.C. § 830 (regulation of listed
chemicals and certain machines);

(12) nonpublic personal information that is processed by a financial
institution subject to the Gramm-Leach-Bliley Act, Pub. L. No. 106-102, and
regulations adopted to implement that act;

(13) information that originates from, or is intermingled so as to be
indistinguishable from, information described in subdivision (12) of this
subsection and that a controller or processor collects, processes, uses, or
maintains in the same manner as is required under the law and regulations
specified in subdivision (12) of this subsection;

(14) a financial institution, credit union, independent trust company,
broker-dealer, or investment adviser or a financial institution’s, credit union’s,
independent trust company’s, broker-dealer’s, or investment adviser’s affiliate
or subsidiary that is only and directly engaged in financial activities, as
described in 12 U.S.C. § 1843(k);

(15) a person regulated pursuant to part 3 of Title 8 (chapters 101–165)
other than a person that, alone or in combination with another person,
establishes and maintains a self-insurance program and that does not otherwise
engage in the business of entering into policies of insurance;

(16) a third-party administrator, as that term is defined in the Third
Party Administrator Rule adopted pursuant to 18 V.S.A. § 9417;

(17) personal data of a victim or witness of child abuse, domestic
violence, human trafficking, sexual assault, violent felony, or stalking that a
victim services organization collects, processes, or maintains in the course of
its operation;

(18) a nonprofit organization that is established to detect and prevent
fraudulent acts in connection with insurance; or

(19) noncommercial activity of:

(A) a publisher, editor, reporter, or other person who is connected
with or employed by a newspaper, magazine, periodical, newsletter, pamphlet,
report, or other publication in general circulation;

(B) a radio or television station that holds a license issued by the
Federal Communications Commission;

(C) a nonprofit organization that provides programming to radio or
television networks; or

(D) an entity that provides an information service, including a press
association or wire service.
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(b) Controllers, processors, and consumer health data controllers that
comply with the verifiable parental consent requirements of COPPA shall be
deemed compliant with any obligation to obtain parental consent pursuant to
this chapter, including pursuant to section 2420 of this title.

§ 2418. CONSUMER PERSONAL DATA RIGHTS

(a) A consumer shall have the right to:

(1) confirm whether or not a controller is processing the consumer’s
personal data and access the personal data, unless the confirmation or access
would require the controller to reveal a trade secret;

(2) obtain from a controller a list of third parties, other than individuals,
to which the controller has transferred, at the controller’s election, either the
consumer’s personal data or any personal data;

(3) correct inaccuracies in the consumer’s personal data, taking into
account the nature of the personal data and the purposes of the processing of
the consumer’s personal data;

(4) delete personal data provided by, or obtained about, the consumer;

(5) obtain a copy of the consumer’s personal data processed by the
controller, in a portable and, to the extent technically feasible, readily usable
format that allows the consumer to transmit the data to another controller
without hindrance, where the processing is carried out by automated means,
provided such controller shall not be required to reveal any trade secret; and

(6) opt out of the processing of the personal data for purposes of:

(A) targeted advertising;

(B) the sale of personal data; or

(C) profiling in furtherance of solely automated decisions that
produce legal or similarly significant effects concerning the consumer.

(b)(1) A consumer may exercise rights under this section by submitting a
request to a controller using the method that the controller specifies in the
privacy notice under section 2419 of this title.

(2) A controller shall not require a consumer to create an account for the
purpose described in subdivision (1) of this subsection, but the controller may
require the consumer to use an account the consumer previously created.

(3) A parent or legal guardian may exercise rights under this section on
behalf of the parent’s child or on behalf of a child for whom the guardian has
legal responsibility. A guardian or conservator may exercise the rights under
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this section on behalf of a consumer that is subject to a guardianship,
conservatorship, or other protective arrangement.

(4)(A) A consumer may designate another person to act on the
consumer’s behalf as the consumer’s authorized agent for the purpose of
exercising the consumer’s rights under subdivision (a)(4) or (a)(6) of this
section.

(B) The consumer may designate an authorized agent by means of an
internet link, browser setting, browser extension, global device setting, or
other technology that enables the consumer to exercise the consumer’s rights
under subdivision (a)(4) or (a)(6) of this section.

(c) Except as otherwise provided in this chapter, a controller shall comply
with a request by a consumer to exercise the consumer rights authorized
pursuant to this chapter as follows:

(1)(A) A controller shall respond to the consumer without undue delay,
but not later than 45 days after receipt of the request.

(B) The controller may extend the response period by 45 additional
days when reasonably necessary, considering the complexity and number of
the consumer’s requests, provided the controller informs the consumer of the
extension within the initial 45-day response period and of the reason for the
extension.

(2) If a controller declines to take action regarding the consumer’s
request, the controller shall inform the consumer without undue delay, but not
later than 45 days after receipt of the request, of the justification for declining
to take action and instructions for how to appeal the decision.

(3)(A) Information provided in response to a consumer request shall be
provided by a controller, free of charge, once per consumer during any 12-
month period.

(B) If requests from a consumer are manifestly unfounded, excessive,
or repetitive, the controller may charge the consumer a reasonable fee to cover
the administrative costs of complying with the request or decline to act on the
request.

(C) The controller bears the burden of demonstrating the manifestly
unfounded, excessive, or repetitive nature of the request.

(4)(A) If a controller is unable to authenticate a request to exercise any
of the rights afforded under subdivisions (a)(1)–(5) of this section using
commercially reasonable efforts, the controller shall not be required to comply
with a request to initiate an action pursuant to this section and shall provide
notice to the consumer that the controller is unable to authenticate the request
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to exercise the right or rights until the consumer provides additional
information reasonably necessary to authenticate the consumer and the
consumer’s request to exercise the right or rights.

(B) A controller shall not be required to authenticate an opt-out
request, but a controller may deny an opt-out request if the controller has a
good faith, reasonable, and documented belief that the request is fraudulent.

(C) If a controller denies an opt-out request because the controller
believes the request is fraudulent, the controller shall send a notice to the
person who made the request disclosing that the controller believes the request
is fraudulent, why the controller believes the request is fraudulent, and that the
controller shall not comply with the request.

(5) A controller that has obtained personal data about a consumer from
a source other than the consumer shall be deemed in compliance with a
consumer’s request to delete the data pursuant to subdivision (a)(4) of this
section by:

(A) retaining a record of the deletion request and the minimum data
necessary for the purpose of ensuring the consumer’s personal data remains
deleted from the controller’s records and not using the retained data for any
other purpose pursuant to the provisions of this chapter; or

(B) opting the consumer out of the processing of the personal data
for any purpose except for those exempted pursuant to the provisions of this
chapter.

(6) A controller may not condition the exercise of a right under this
section through:

(A) the use of any false, fictitious, fraudulent, or materially
misleading statement or representation; or

(B) the employment of any dark pattern.

(d) A controller shall establish a process by means of which a consumer
may appeal the controller’s refusal to take action on a request under
subsection (b) of this section. The controller’s process must:

(1) Allow a reasonable period of time after the consumer receives the
controller’s refusal within which to appeal.

(2) Be conspicuously available to the consumer.

(3) Be similar to the manner in which a consumer must submit a request
under subsection (b) of this section.
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(4) Require the controller to approve or deny the appeal within 45 days
after the date on which the controller received the appeal and to notify the
consumer in writing of the controller’s decision and the reasons for the
decision. If the controller denies the appeal, the notice must provide or specify
information that enables the consumer to contact the Attorney General to
submit a complaint.

§ 2419. DUTIES OF CONTROLLERS

(a) A controller shall:

(1) specify in the privacy notice described in subsection (d) of this
section the express purposes for which the controller is collecting and
processing personal data;

(2) process personal data only:

(A) as reasonably necessary and proportionate to provide the services
for which the personal data was collected, consistent with the reasonable
expectations of the consumer whose personal data is being processed;

(B) for another disclosed purpose that is compatible with the context
in which the personal data was collected; or

(C) for a further disclosed purpose if the controller obtains the
consumer’s consent;

(3) establish, implement, and maintain reasonable administrative,
technical, and physical data security practices to protect the confidentiality,
integrity, and accessibility of personal data appropriate to the volume and
nature of the personal data at issue; and

(4) provide an effective mechanism for a consumer to revoke consent to
the controller’s processing of the consumer’s personal data that is at least as
easy as the mechanism by which the consumer provided the consumer’s
consent and, upon revocation of the consent, cease to process the data as soon
as practicable, but not later than 15 days after receiving the request.

(b) A controller shall not:

(1) process personal data beyond what is reasonably necessary and
proportionate to the processing purpose;

(2) process sensitive data about a consumer without first obtaining the
consumer’s consent or, if the controller knows the consumer is a child, without
processing the sensitive data in accordance with COPPA;

(3)(A) except as provided in subdivision (B) of this subdivision (3),
process a consumer’s personal data in a manner that discriminates against



714 JOURNAL OF THE HOUSE

individuals or otherwise makes unavailable the equal enjoyment of goods or
services on the basis of an individual’s actual or perceived race, color, sex,
sexual orientation or gender identity, physical or mental disability, religion,
ancestry, or national origin;

(B) subdivision (A) of this subdivision (3) shall not apply to:

(i) a private establishment, as that term is used in 42 U.S.C.
§ 2000a(e) (prohibition against discrimination or segregation in places of
public accommodation);

(ii) processing for the purpose of a controller’s or processor’s self-
testing to prevent or mitigate unlawful discrimination; or

(iii) processing for the purpose of diversifying an applicant,
participant, or consumer pool.

(4) process a consumer’s personal data for the purposes of targeted
advertising, of profiling the consumer in furtherance of decisions that produce
legal or similarly significant effects concerning the consumer, or of selling the
consumer’s personal data without the consumer’s consent if the controller has
actual knowledge that, or willfully disregards whether, the consumer is at least
13 years of age and not older than 16 years of age; or

(5) discriminate or retaliate against a consumer who exercises a right
provided to the consumer under this chapter or refuses to consent to the
collection or processing of personal data for a separate product or service,
including by:

(A) denying goods or services;

(B) charging different prices or rates for goods or services; or

(C) providing a different level of quality or selection of goods or
services to the consumer.

(c) Subsections (a) and (b) of this section shall not be construed to:

(1) require a controller to provide a good or service that requires
personal data from a consumer that the controller does not collect or maintain;
or

(2) prohibit a controller from offering a different price, rate, level of
quality, or selection of goods or services to a consumer, including an offer for
no fee or charge, in connection with a consumer’s voluntary participation in a
financial incentive program, such as a bona fide loyalty, rewards, premium
features, discount, or club card program, provided that the controller may not
transfer personal data to a third party as part of the program unless:
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(A) the transfer is necessary to enable the third party to provide a
benefit to which the consumer is entitled; or

(B)(i) the terms of the program clearly disclose that personal data
will be transferred to the third party or to a category of third parties of which
the third party belongs; and

(ii) the consumer consents to the transfer.

(d)(1) A controller shall provide to consumers a reasonably accessible,
clear, and meaningful privacy notice that:

(A) lists the categories of personal data, including the categories of
sensitive data, that the controller processes;

(B) describes the controller’s purposes for processing the personal
data;

(C) describes how a consumer may exercise the consumer’s rights
under this chapter, including how a consumer may appeal a controller’s denial
of a consumer’s request under section 2418 of this title;

(D) lists all categories of personal data, including the categories of
sensitive data, that the controller shares with third parties;

(E) describes all categories of third parties with which the controller
shares personal data at a level of detail that enables the consumer to understand
what type of entity each third party is and, to the extent possible, how each
third party may process personal data;

(F) specifies an e-mail address or other online method by which a
consumer can contact the controller that the controller actively monitors;

(G) identifies the controller, including any business name under
which the controller registered with the Secretary of State and any assumed
business name that the controller uses in this State;

(H) provides a clear and conspicuous description of any processing
of personal data in which the controller engages for the purposes of targeted
advertising, sale of personal data to third parties, or profiling the consumer in
furtherance of decisions that produce legal or similarly significant effects
concerning the consumer, and a procedure by which the consumer may opt out
of this type of processing; and

(I) describes the method or methods the controller has established for
a consumer to submit a request under subdivision 2418(b)(1) of this title.

(2) The privacy notice shall adhere to the accessibility and usability
guidelines recommended under 42 U.S.C. chapter 126 (the Americans with
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Disabilities Act) and 29 U.S.C. 794d (section 508 of the Rehabilitation Act of
1973), including ensuring readability for individuals with disabilities across
various screen resolutions and devices and employing design practices that
facilitate easy comprehension and navigation for all users.

(e) The method or methods under subdivision (d)(1)(I) of this section for
submitting a consumer’s request to a controller must:

(1) take into account the ways in which consumers normally interact
with the controller, the need for security and reliability in communications
related to the request, and the controller’s ability to authenticate the identity of
the consumer that makes the request;

(2) provide a clear and conspicuous link to a website where the
consumer or an authorized agent may opt out from a controller’s processing of
the consumer’s personal data pursuant to subdivision 2418(a)(6) of this title or,
solely if the controller does not have a capacity needed for linking to a
webpage, provide another method the consumer can use to opt out; and

(3) allow a consumer or authorized agent to send a signal to the
controller that indicates the consumer’s preference to opt out of the sale of
personal data or targeted advertising pursuant to subdivision 2418(a)(6) of this
title by means of a platform, technology, or mechanism that:

(A) does not unfairly disadvantage another controller;

(B) does not use a default setting but instead requires the consumer
or authorized agent to make an affirmative, voluntary, and unambiguous
choice to opt out;

(C) is consumer friendly and easy for an average consumer to use;

(D) is as consistent as possible with similar platforms, technologies,
or mechanisms required under federal or state laws or regulations; and

(E) enables the controller to reasonably determine whether the
consumer has made a legitimate request pursuant to subsection 2418(b) of this
title to opt out pursuant to subdivision 2418(a)(6) of this title.

(f) If a consumer or authorized agent uses a method under subdivision
(d)(1)(I) of this section to opt out of a controller’s processing of the
consumer’s personal data pursuant to subdivision 2418(a)(6) of this title and
the decision conflicts with a consumer’s voluntary participation in a bona fide
reward, club card, or loyalty program or a program that provides premium
features or discounts in return for the consumer’s consent to the controller’s
processing of the consumer’s personal data, the controller may either comply
with the request to opt out or notify the consumer of the conflict and ask the
consumer to affirm that the consumer intends to withdraw from the bona fide
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reward, club card, or loyalty program or the program that provides premium
features or discounts. If the consumer affirms that the consumer intends to
withdraw, the controller shall comply with the request to opt out.

§ 2420. DUTIES OF CONTROLLERS TO MINORS

(a)(1) A controller that offers any online service, product, or feature to a
consumer whom the controller actually knows or willfully disregards is a
minor shall use reasonable care to avoid any heightened risk of harm to minors
caused by the online service, product, or feature.

(2) In any action brought pursuant to section 2427, there is a rebuttable
presumption that a controller used reasonable care as required under this
section if the controller complied with this section.

(b) Unless a controller has obtained consent in accordance with subsection
(c) of this section, a controller that offers any online service, product, or
feature to a consumer whom the controller actually knows or willfully
disregards is a minor shall not:

(1) process a minor’s personal data for the purposes of:

(A) targeted advertising;

(B) the sale of personal data; or

(C) profiling in furtherance of any solely automated decisions that
produce legal or similarly significant effects concerning the consumer;

(2) process a minor’s personal data for any purpose other than:

(A) the processing purpose that the controller disclosed at the time
the controller collected the minor’s personal data; or

(B) a processing purpose that is reasonably necessary for, and
compatible with, the processing purpose that the controller disclosed at the
time the controller collected the minor’s personal data; or

(3) process a minor’s personal data for longer than is reasonably
necessary to provide the online service, product, or feature;

(4) use any system design feature, except for a service or application that
is used by and under the direction of an educational entity, to significantly
increase, sustain, or extend a minor’s use of the online service, product, or
feature; or

(5) collect a minor’s precise geolocation data unless:

(A) the minor’s precise geolocation data is reasonably necessary for
the controller to provide the online service, product, or feature;
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(B) the controller only collects the minor’s precise geolocation data
for the time necessary to provide the online service, product, or feature; and

(C) the controller provides to the minor a signal indicating that the
controller is collecting the minor’s precise geolocation data and makes the
signal available to the minor for the entire duration of the collection of the
minor’s precise geolocation data.

(c) A controller shall not engage in the activities described in subsection
(b) of this section unless the controller obtains:

(1) the minor’s consent; or

(2) if the minor is a child, the consent of the minor’s parent or legal
guardian.

(d) A controller that offers any online service, product, or feature to a
consumer whom that controller actually knows or willfully disregards is a
minor shall not:

(1) employ any dark pattern; or

(2) except as provided in subsection (e) of this section, offer any direct
messaging apparatus for use by a minor without providing readily accessible
and easy-to-use safeguards to limit the ability of an adult to send unsolicited
communications to the minor with whom the adult is not connected.

(e) Subdivision (d)(2) of this section does not apply to an online service,
product, or feature of which the predominant or exclusive function is:

(1) e-mail; or

(2) direct messaging consisting of text, photographs, or videos that are
sent between devices by electronic means, where messages are:

(A) shared between the sender and the recipient;

(B) only visible to the sender and the recipient; and

(C) not posted publicly.

§ 2421. DUTIES OF PROCESSORS

(a) A processor shall adhere to a controller’s instructions and shall assist
the controller in meeting the controller’s obligations under this chapter. In
assisting the controller, the processor must:

(1) enable the controller to respond to requests from consumers pursuant
to subsection 2418(b) of this title by means that:

(A) take into account how the processor processes personal data and
the information available to the processor; and



THURSDAY, MARCH 21, 2024 719

(B) use appropriate technical and organizational measures to the
extent reasonably practicable;

(2) adopt administrative, technical, and physical safeguards that are
reasonably designed to protect the security and confidentiality of the personal
data the processor processes, taking into account how the processor processes
the personal data and the information available to the processor; and

(3) provide information reasonably necessary for the controller to
conduct and document data protection assessments.

(b) Processing by a processor must be governed by a contract between the
controller and the processor. The contract must:

(1) be valid and binding on both parties;

(2) set forth clear instructions for processing data, the nature and
purpose of the processing, the type of data that is subject to processing, and the
duration of the processing;

(3) specify the rights and obligations of both parties with respect to the
subject matter of the contract;

(4) ensure that each person that processes personal data is subject to a
duty of confidentiality with respect to the personal data;

(5) require the processor to delete the personal data or return the
personal data to the controller at the controller’s direction or at the end of the
provision of services, unless a law requires the processor to retain the personal
data;

(6) require the processor to make available to the controller, at the
controller’s request, all information the controller needs to verify that the
processor has complied with all obligations the processor has under this
chapter;

(7) require the processor to enter into a subcontract with a person the
processor engages to assist with processing personal data on the controller’s
behalf and in the subcontract require the subcontractor to meet the processor’s
obligations concerning personal data;

(8)(A) allow the controller, the controller’s designee, or a qualified and
independent person the processor engages, in accordance with an appropriate
and accepted control standard, framework, or procedure, to assess the
processor’s policies and technical and organizational measures for complying
with the processor’s obligations under this chapter;

(B) require the processor to cooperate with the assessment; and
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(C) at the controller’s request, report the results of the assessment to
the controller; and

(9) prohibit the processor from combining personal data obtained from
the controller with personal data that the processor:

(A) receives from or on behalf of another controller or person; or

(B) collects from an individual.

(c) This section does not relieve a controller or processor from any liability
that accrues under this chapter as a result of the controller’s or processor’s
actions in processing personal data.

(d)(1) For purposes of determining obligations under this chapter, a person
is a controller with respect to processing a set of personal data and is subject to
an action under section 2427 of this title to punish a violation of this chapter, if
the person:

(A) does not adhere to a controller’s instructions to process the
personal data; or

(B) begins at any point to determine the purposes and means for
processing the personal data, alone or in concert with another person.

(2) A determination under this subsection is a fact-based determination
that must take account of the context in which a set of personal data is
processed.

(3) A processor that adheres to a controller’s instructions with respect to
a specific processing of personal data remains a processor.

§ 2422. DUTIES OF PROCESSORS TO MINORS

(a) A processor shall adhere to the instructions of a controller and shall:

(1) assist the controller in meeting the controller’s obligations under
sections 2420 and 2424 of this title, taking into account:

(A) the nature of the processing;

(B) the information available to the processor by appropriate
technical and organizational measures; and

(C) whether the assistance is reasonably practicable and necessary to
assist the controller in meeting its obligations; and

(2) provide any information that is necessary to enable the controller to
conduct and document data protection assessments pursuant to section 2424 of
this title.



THURSDAY, MARCH 21, 2024 721

(b) A contract between a controller and a processor must satisfy the
requirements in subsection 2421(b) of this title.

(c) Nothing in this section shall be construed to relieve a controller or
processor from the liabilities imposed on the controller or processor by virtue
of the controller’s or processor’s role in the processing relationship as
described in sections 2420 and 2424 of this title.

(d) Determining whether a person is acting as a controller or processor
with respect to a specific processing of data is a fact-based determination that
depends upon the context in which personal data is to be processed. A person
that is not limited in the person’s processing of personal data pursuant to a
controller’s instructions, or that fails to adhere to the instructions, is a
controller and not a processor with respect to a specific processing of data. A
processor that continues to adhere to a controller’s instructions with respect to
a specific processing of personal data remains a processor. If a processor
begins, alone or jointly with others, determining the purposes and means of the
processing of personal data, the processor is a controller with respect to the
processing and may be subject to an enforcement action under section 2427 of
this title.

§ 2423. DATA PROTECTION ASSESSMENTS FOR PROCESSING

ACTIVITIES THAT PRESENT A HEIGHTENED RISK OF HARM

TO A CONSUMER

(a) A controller shall conduct and document a data protection assessment
for each of the controller’s processing activities that presents a heightened risk
of harm to a consumer, which, for the purposes of this section, includes:

(1) the processing of personal data for the purposes of targeted
advertising;

(2) the sale of personal data;

(3) the processing of personal data for the purposes of profiling, where
the profiling presents a reasonably foreseeable risk of:

(A) unfair or deceptive treatment of, or unlawful disparate impact on,
consumers;

(B) financial, physical, or reputational injury to consumers;

(C) a physical or other intrusion upon the solitude or seclusion, or the
private affairs or concerns, of consumers, where the intrusion would be
offensive to a reasonable person; or

(D) other substantial injury to consumers; and
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(4) the processing of sensitive data.

(b)(1) Data protection assessments conducted pursuant to subsection (a) of
this section shall:

(A) identify the categories of personal data processed, the purposes
for processing the personal data, and whether the personal data is being
transferred to third parties; and

(B) identify and weigh the benefits that may flow, directly and
indirectly, from the processing to the controller, the consumer, other
stakeholders, and the public against the potential risks to the consumer
associated with the processing, as mitigated by safeguards that can be
employed by the controller to reduce the risks.

(2) The controller shall factor into any data protection assessment the
use of de-identified data and the reasonable expectations of consumers, as well
as the context of the processing and the relationship between the controller and
the consumer whose personal data will be processed.

(c)(1) The Attorney General may require that a controller disclose any data
protection assessment that is relevant to an investigation conducted by the
Attorney General pursuant to section 2427 of this title, and the controller shall
make the data protection assessment available to the Attorney General.

(2) The Attorney General may evaluate the data protection assessment
for compliance with the responsibilities set forth in this chapter.

(3) Data protection assessments shall be confidential and shall be
exempt from disclosure and copying under the Public Records Act.

(4) To the extent any information contained in a data protection
assessment disclosed to the Attorney General includes information subject to
attorney-client privilege or work product protection, the disclosure shall not
constitute a waiver of the privilege or protection.

(d) A single data protection assessment may address a comparable set of
processing operations that present a similar heightened risk of harm.

(e) If a controller conducts a data protection assessment for the purpose of
complying with another applicable law or regulation, the data protection
assessment shall be deemed to satisfy the requirements established in this
section if the data protection assessment is reasonably similar in scope and
effect to the data protection assessment that would otherwise be conducted
pursuant to this section.

(f) Data protection assessment requirements shall apply to processing
activities created or generated after July 1, 2025, and are not retroactive.
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(g) A controller shall retain for at least five years all data protection
assessments the controller conducts under this section.

§ 2424. DATA PROTECTION ASSESSMENTS FOR ONLINE SERVICES,

PRODUCTS, OR FEATURES OFFERED TO MINORS

(a) A controller that offers any online service, product, or feature to a
consumer whom the controller actually knows or willfully disregards is a
minor shall conduct a data protection assessment for the online service product
or feature:

(1) in a manner that is consistent with the requirements established in
section 2423 of this title; and

(2) that addresses:

(A) the purpose of the online service, product, or feature;

(B) the categories of a minor’s personal data that the online service,
product, or feature processes;

(C) the purposes for which the controller processes a minor’s
personal data with respect to the online service, product, or feature; and

(D) any heightened risk of harm to a minor that is a reasonably
foreseeable result of offering the online service, product, or feature to a minor.

(b) A controller that conducts a data protection assessment pursuant to
subsection (a) of this section shall review the data protection assessment as
necessary to account for any material change to the processing operations of
the online service, product, or feature that is the subject of the data protection
assessment.

(c) If a controller conducts a data protection assessment pursuant to
subsection (a) of this section or a data protection assessment review pursuant
to subsection (b) of this section and determines that the online service,
product, or feature that is the subject of the assessment poses a heightened risk
of harm to a minor, the controller shall establish and implement a plan to
mitigate or eliminate the heightened risk.

(d)(1) The Attorney General may require that a controller disclose any data
protection assessment pursuant to subsection (a) of this section that is relevant
to an investigation conducted by the Attorney General pursuant to section
2427 of this title, and the controller shall make the data protection assessment
available to the Attorney General.

(2) The Attorney General may evaluate the data protection assessment
for compliance with the responsibilities set forth in this chapter.
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(3) Data protection assessments shall be confidential and shall be
exempt from disclosure and copying under the Public Records Act.

(4) To the extent any information contained in a data protection
assessment disclosed to the Attorney General includes information subject to
attorney-client privilege or work product protection, the disclosure shall not
constitute a waiver of the privilege or protection.

(e) A single data protection assessment may address a comparable set of
processing operations that include similar activities.

(f) If a controller conducts a data protection assessment for the purpose of
complying with another applicable law or regulation, the data protection
assessment shall be deemed to satisfy the requirements established in this
section if the data protection assessment is reasonably similar in scope and
effect to the data protection assessment that would otherwise be conducted
pursuant to this section.

(g) Data protection assessment requirements shall apply to processing
activities created or generated after July 1, 2025, and are not retroactive.

(h) A controller that conducts a data protection assessment pursuant to
subsection (a) of this section shall maintain documentation concerning the data
protection assessment for the longer of:

(1) three years after the date on which the processing operations cease;
or

(2) the date the controller ceases offering the online service, product, or
feature.

§ 2425. DE-IDENTIFIED OR PSEUDONYMOUS DATA

(a) A controller in possession of de-identified data shall:

(1) follow industry best-practices to ensure that the data cannot be used
to re-identify an identified or identifiable individual or be associated with an
individual or device that identifies or is linked or reasonably linkable to an
individual or household;

(2) publicly commit to maintaining and using de-identified data without
attempting to re-identify the data; and

(3) contractually obligate any recipients of the de-identified data to
comply with the provisions of this chapter.

(b) This section does not prohibit a controller from attempting to re-
identify de-identified data solely for the purpose of testing the controller’s
methods for de-identifying data.
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(c) This chapter shall not be construed to require a controller or processor
to:

(1) re-identify de-identified data; or

(2) maintain data in identifiable form, or collect, obtain, retain, or
access any data or technology, in order to associate a consumer with personal
data in order to authenticate the consumer’s request under subsection 2418(b)
of this title; or

(3) comply with an authenticated consumer rights request if the
controller:

(A) is not reasonably capable of associating the request with the
personal data or it would be unreasonably burdensome for the controller to
associate the request with the personal data;

(B) does not use the personal data to recognize or respond to the
specific consumer who is the subject of the personal data or associate the
personal data with other personal data about the same specific consumer; and

(C) does not sell or otherwise voluntarily disclose the personal data
to any third party, except as otherwise permitted in this section.

(d) The rights afforded under subdivisions 2418(a)(1)–(5) of this title shall
not apply to pseudonymous data in cases where the controller is able to
demonstrate that any information necessary to identify the consumer is kept
separately and is subject to effective technical and organizational controls that
prevent the controller from accessing the information.

(e) A controller that discloses or transfers pseudonymous data or de-
identified data shall exercise reasonable oversight to monitor compliance with
any contractual commitments to which the pseudonymous data or de-identified
data is subject and shall take appropriate steps to address any breaches of those
contractual commitments.

§ 2426. CONSTRUCTION OF DUTIES OF CONTROLLERS AND

PROCESSORS

(a) This chapter shall not be construed to restrict a controller’s,
processor’s, or consumer health data controller’s ability to:

(1) comply with federal, state, or municipal laws, ordinances, or
regulations;

(2) comply with a civil, criminal, or regulatory inquiry, investigation,
subpoena, or summons by federal, state, municipal, or other governmental
authorities;
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(3) cooperate with law enforcement agencies concerning conduct or
activity that the controller, processor, or consumer health data controller
reasonably and in good faith believes may violate federal, state, or municipal
laws, ordinances, or regulations;

(4) carry out obligations under a contract under subsection 2421(b) of
this title for a federal or State agency or local unit of government;

(5) investigate, establish, exercise, prepare for, or defend legal claims;

(6) provide a product or service specifically requested by the consumer
to whom the personal data pertains;

(7) perform under a contract to which a consumer is a party, including
fulfilling the terms of a written warranty;

(8) take steps at the request of a consumer prior to entering into a
contract;

(9) take immediate steps to protect an interest that is essential for the
life or physical safety of the consumer or another individual, and where the
processing cannot be manifestly based on another legal basis;

(10) prevent, detect, protect against, or respond to a network security or
physical security incident, including an intrusion or trespass, medical alert, or
fire alarm;

(11) prevent, detect, protect against, or respond to identity theft, fraud,
harassment, malicious or deceptive activity, or any criminal activity targeted at
or involving the controller or processor or its services, preserve the integrity or
security of systems, or investigate, report, or prosecute those responsible for
the action;

(12) assist another controller, processor, consumer health data
controller, or third party with any of the obligations under this chapter; or

(13) process personal data for reasons of public interest in the area of
public health, community health, or population health, but solely to the extent
that the processing is:

(A) subject to suitable and specific measures to safeguard the rights
of the consumer whose personal data is being processed; and

(B) under the responsibility of a professional subject to
confidentiality obligations under federal, state, or local law.

(b) The obligations imposed on controllers, processors, or consumer health
data controllers under this chapter shall not restrict a controller’s, processor’s,
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or consumer health data controller’s ability to collect, use, or retain data for
internal use to:

(1) conduct internal research to develop, improve, or repair products,
services, or technology;

(2) effectuate a product recall; or

(3) identify and repair technical errors that impair existing or intended
functionality.

(c)(1) The obligations imposed on controllers, processors, or consumer
health data controllers under this chapter shall not apply where compliance by
the controller, processor, or consumer health data controller with this chapter
would violate an evidentiary privilege under the laws of this State.

(2) This chapter shall not be construed to prevent a controller, processor,
or consumer health data controller from providing personal data concerning a
consumer to a person covered by an evidentiary privilege under the laws of the
State as part of a privileged communication.

(d)(1) A controller, processor, or consumer health data controller that
discloses personal data to a processor or third-party controller pursuant to this
chapter shall not be deemed to have violated this chapter if the processor or
third-party controller that receives and processes the personal data violates this
chapter, provided, at the time the disclosing controller, processor, or consumer
health data controller disclosed the personal data, the disclosing controller,
processor, or consumer health data controller did not have actual knowledge
that the receiving processor or third-party controller would violate this chapter.

(2) A third-party controller or processor receiving personal data from a
controller, processor, or consumer health data controller in compliance with
this chapter is not in violation of this chapter for the transgressions of the
controller, processor, or consumer health data controller from which the third-
party controller or processor receives the personal data.

(e) This chapter shall not be construed to:

(1) impose any obligation on a controller, processor, or consumer health
data controller that adversely affects the rights or freedoms of any person,
including the rights of any person:

(A) to freedom of speech or freedom of the press guaranteed in the
First Amendment to the U.S. Constitution; or

(B) under 12 V.S.A. § 1615; or

(2) apply to any person’s processing of personal data in the course of
the person’s purely personal or household activities.
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(f)(1) Personal data processed by a controller or consumer health data
controller pursuant to this section may be processed to the extent that the
processing is:

(A)(i) reasonably necessary and proportionate to the purposes listed
in this section; or

(ii) in the case of sensitive data, strictly necessary to the purposes
listed in this section; and

(B) adequate, relevant, and limited to what is necessary in relation to
the specific purposes listed in this section.

(2)(A) Personal data collected, used, or retained pursuant to subsection
(b) of this section shall, where applicable, take into account the nature and
purpose or purposes of the collection, use, or retention.

(B) Personal data collected, used, or retained pursuant to subsection
(b) of this section shall be subject to reasonable administrative, technical, and
physical measures to protect the confidentiality, integrity, and accessibility of
the personal data and to reduce reasonably foreseeable risks of harm to
consumers relating to the collection, use, or retention of personal data.

(g) If a controller or consumer health data controller processes personal
data pursuant to an exemption in this section, the controller or consumer health
data controller bears the burden of demonstrating that the processing qualifies
for the exemption and complies with the requirements in subsection (f) of this
section.

(h) Processing personal data for the purposes expressly identified in this
section shall not solely make a legal entity a controller or consumer health data
controller with respect to the processing.

§ 2427. ENFORCEMENT: PRIVATE RIGHT OF ACTION AND

ATTORNEY GENERAL’S POWERS

(a)(1) A person who violates this chapter or rules adopted pursuant to this
chapter commits an unfair and deceptive act in commerce in violation of
section 2453 of this title.

(2) A consumer harmed by a violation of this chapter or rules adopted
pursuant to this chapter may bring an action in Superior Court for the greater
of $1,000.00 or actual damages, injunctive relief, punitive damages in the case
of an intentional violation, and reasonable costs and attorney’s fees if the
consumer has notified the controller or processor of the violation and the
controller or processor fails to cure the violation within 60 days following
receipt of the notice of violation.
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(b)(1) The Attorney General may, prior to initiating any action for a
violation of any provision of this chapter, issue a notice of violation to the
controller or consumer health data controller if the Attorney General
determines that a cure is possible.

(2) The Attorney General may, in determining whether to grant a
controller, processor, or consumer health data controller the opportunity to
cure an alleged violation described in subdivision (1) of this subsection,
consider:

(A) the number of violations;

(B) the size and complexity of the controller, processor, or consumer
health data controller;

(C) the nature and extent of the controller’s, processor’s, or
consumer health data controller’s processing activities;

(D) the substantial likelihood of injury to the public;

(E) the safety of persons or property;

(F) whether the alleged violation was likely caused by human or
technical error; and

(G) the sensitivity of the data.

(c) Annually, on or before February 1, the Attorney General shall submit a
report to the General Assembly disclosing:

(1) the number of notices of violation the Attorney General has issued;

(2) the nature of each violation;

(3) the number of violations that were cured during the available cure
period; and

(4) any other matter the Attorney General deems relevant for the
purposes of the report.

§ 2428. CONFIDENTIALITY OF CONSUMER HEALTH DATA

Except as provided in subsections 2417(a) and (b) of this title and section
2426 of this title, no person shall:

(1) provide any employee or contractor with access to consumer health
data unless the employee or contractor is subject to a contractual or statutory
duty of confidentiality;

(2) provide any processor with access to consumer health data unless the
person and processor comply with section 2421 of this title;
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(3) use a geofence to establish a virtual boundary that is within 1,850
feet of any health care facility, mental health facility, or reproductive or sexual
health facility for the purpose of identifying, tracking, collecting data from, or
sending any notification to a consumer regarding the consumer’s consumer
health data; or

(4) sell or offer to sell consumer health data without first obtaining the
consumer’s consent.

Sec. 2. PUBLIC EDUCATION AND OUTREACH; ATTORNEY GENERAL

STUDY

(a) The Attorney General and the Agency of Commerce and Community
Development shall implement a comprehensive public education, outreach,
and assistance program for controllers and processors, as those terms are
defined in 9 V.S.A. § 2415. The program shall focus on:

(1) the requirements and obligations of controllers and processors under
the Vermont Data Privacy Act;

(2) data protection assessments under 9 V.S.A. § 2421;

(3) enhanced protections that apply to children, minors, sensitive data,
or consumer health data, as those terms are defined in 9 V.S.A. § 2415;

(4) a controller’s obligations to law enforcement agencies and the
Attorney General’s office;

(5) methods for conducting data inventories; and

(6) any other matters the Attorney General or the Agency of Commerce
and Community Development deems appropriate.

(b) The Attorney General and the Agency of Commerce and Community
Development shall provide guidance to controllers for establishing data
privacy notices and opt-out mechanisms, which may be in the form of
templates.

(c) The Attorney General and the Agency of Commerce and Community
Development shall implement a comprehensive public education, outreach,
and assistance program for consumers, as that term is defined in 9 V.S.A.
§ 2415. The program shall focus on:

(1) the rights afforded consumers under the Vermont Data Privacy Act,
including:

(A) the methods available for exercising data privacy rights; and

(B) the opt-out mechanism available to consumers;
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(2) the obligations controllers have to consumers;

(3) different treatment of children, minors, and other consumers under
the act, including the different consent mechanisms in place for children and
other consumers;

(4) understanding a privacy notice provided under the act;

(5) the different enforcement mechanisms available under the act,
including the consumer’s private right of action; and

(6) any other matters the Attorney General or the Agency of Commerce
and Community Development deems appropriate.

(d) The Attorney General and the Agency of Commerce and Community
Development shall cooperate with states with comparable data privacy regimes
to develop any outreach, assistance, and education programs, where
appropriate.

(e) On or before December 15, 2026, the Attorney General shall assess the
effectiveness of the implementation of the act and submit a report to the House
Committee on Commerce and Economic Development and the Senate
Committee on Economic Development, Housing and General Affairs with its
findings and recommendations, including any proposed draft legislation to
address issues that have arisen since implementation.

Sec. 3. 9 V.S.A. chapter 62 is amended to read:

CHAPTER 62. PROTECTION OF PERSONAL INFORMATION

Subchapter 1. General Provisions

§ 2430. DEFINITIONS

As used in this chapter:

(1) “Biometric data” shall have the same meaning as in section 2415 of
this title.

(2)(A) “Brokered personal information” means one or more of the
following computerized data elements about a consumer, if categorized or
organized for dissemination to third parties:

(i) name;

(ii) address;

(iii) date of birth;

(iv) place of birth;

(v) mother’s maiden name;
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(vi) unique biometric data generated from measurements or
technical analysis of human body characteristics used by the owner or licensee
of the data to identify or authenticate the consumer, such as a fingerprint,
retina or iris image, or other unique physical representation or digital
representation of biometric data;

(vii) name or address of a member of the consumer’s immediate
family or household;

(viii) Social Security number or other government-issued
identification number; or

(ix) other information that, alone or in combination with the other
information sold or licensed, would allow a reasonable person to identify the
consumer with reasonable certainty.

(B) “Brokered personal information” does not include publicly
available information to the extent that it is related to a consumer’s business or
profession.

(2)(3) “Business” means a controller, a consumer health data controller ,
or a commercial entity, including a sole proprietorship, partnership,
corporation, association, limited liability company, or other group, however
organized and whether or not organized to operate at a profit, including a
financial institution organized, chartered, or holding a license or authorization
certificate under the laws of this State, any other state, the United States, or
any other country, or the parent, affiliate, or subsidiary of a financial
institution, but does not include the State, a State agency, any political
subdivision of the State, or a vendor acting solely on behalf of, and at the
direction of, the State.

(3)(4) “Consumer” means an individual residing in this State who is a
resident of the State or an individual who is in the State at the time a data
broker collects the individual’s data.

(5) “Consumer health data controller” has the same meaning as in
section 2415 of this title.

(6) “Controller” has the same meaning as in section 2415 of this title.

(4)(7)(A) “Data broker” means a business, or unit or units of a business,
separately or together, that knowingly collects and sells or licenses to third
parties the brokered personal information of a consumer with whom the
business does not have a direct relationship.

(B) Examples of a direct relationship with a business include if the
consumer is a past or present:
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(i) customer, client, subscriber, user, or registered user of the
business’s goods or services;

(ii) employee, contractor, or agent of the business;

(iii) investor in the business; or

(iv) donor to the business.

(C) The following activities conducted by a business, and the
collection and sale or licensing of brokered personal information incidental to
conducting these activities, do not qualify the business as a data broker:

(i) developing or maintaining third-party e-commerce or
application platforms;

(ii) providing 411 directory assistance or directory information
services, including name, address, and telephone number, on behalf of or as a
function of a telecommunications carrier;

(iii) providing publicly available information related to a
consumer’s business or profession; or

(iv) providing publicly available information via real-time or
near-real-time alert services for health or safety purposes.

(D) The phrase “sells or licenses” does not include:

(i) a one-time or occasional sale of assets of a business as part of a
transfer of control of those assets that is not part of the ordinary conduct of the
business; or

(ii) a sale or license of data that is merely incidental to the
business.

(5)(8)(A) “Data broker security breach” means an unauthorized
acquisition or a reasonable belief of an unauthorized acquisition of more than
one element of brokered personal information maintained by a data broker
when the brokered personal information is not encrypted, redacted, or
protected by another method that renders the information unreadable or
unusable by an unauthorized person.

(B) “Data broker security breach” does not include good faith but
unauthorized acquisition of brokered personal information by an employee or
agent of the data broker for a legitimate purpose of the data broker, provided
that the brokered personal information is not used for a purpose unrelated to
the data broker’s business or subject to further unauthorized disclosure.

(C) In determining whether brokered personal information has been
acquired or is reasonably believed to have been acquired by a person without
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valid authorization, a data broker may consider the following factors, among
others:

(i) indications that the brokered personal information is in the
physical possession and control of a person without valid authorization, such
as a lost or stolen computer or other device containing brokered personal
information;

(ii) indications that the brokered personal information has been
downloaded or copied;

(iii) indications that the brokered personal information was used
by an unauthorized person, such as fraudulent accounts opened or instances of
identity theft reported; or

(iv) that the brokered personal information has been made public.

(6)(9) “Data collector” means a person who, for any purpose, whether
by automated collection or otherwise, handles, collects, disseminates, or
otherwise deals with personally identifiable information, and includes the
State, State agencies, political subdivisions of the State, public and private
universities, privately and publicly held corporations, limited liability
companies, financial institutions, and retail operators.

(7)(10) “Encryption” means use of an algorithmic process to transform
data into a form in which the data is rendered unreadable or unusable without
use of a confidential process or key.

(8)(11) “License” means a grant of access to, or distribution of, data by
one person to another in exchange for consideration. A use of data for the sole
benefit of the data provider, where the data provider maintains control over the
use of the data, is not a license.

(9)(12) “Login credentials” means a consumer’s user name or e-mail
address, in combination with a password or an answer to a security question,
that together permit access to an online account.

(10)(13)(A) “Personally identifiable information” means a consumer’s
first name or first initial and last name in combination with one or more of the
following digital data elements, when the data elements are not encrypted,
redacted, or protected by another method that renders them unreadable or
unusable by unauthorized persons:

(i) a Social Security number;

(ii) a driver license or nondriver State identification card number,
individual taxpayer identification number, passport number, military
identification card number, or other identification number that originates from
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a government identification document that is commonly used to verify identity
for a commercial transaction;

(iii) a financial account number or credit or debit card number, if
the number could be used without additional identifying information, access
codes, or passwords;

(iv) a password, personal identification number, or other access
code for a financial account;

(v) unique biometric data generated from measurements or
technical analysis of human body characteristics used by the owner or licensee
of the data to identify or authenticate the consumer, such as a fingerprint,
retina or iris image, or other unique physical representation or digital
representation of biometric data;

(vi) genetic information; and

(vii)(I) health records or records of a wellness program or similar
program of health promotion or disease prevention;

(II) a health care professional’s medical diagnosis or treatment
of the consumer; or

(III) a health insurance policy number.

(B) “Personally identifiable information” does not mean publicly
available information that is lawfully made available to the general public
from federal, State, or local government records.

(11)(14) “Record” means any material on which written, drawn, spoken,
visual, or electromagnetic information is recorded or preserved, regardless of
physical form or characteristics.

(12)(15) “Redaction” means the rendering of data so that the data are
unreadable or are truncated so that no not more than the last four digits of the
identification number are accessible as part of the data.

(13)(16)(A) “Security breach” means unauthorized acquisition of
electronic data, or a reasonable belief of an unauthorized acquisition of
electronic data, that compromises the security, confidentiality, or integrity of a
consumer’s personally identifiable information or login credentials maintained
by a data collector.

(B) “Security breach” does not include good faith but unauthorized
acquisition of personally identifiable information or login credentials by an
employee or agent of the data collector for a legitimate purpose of the data
collector, provided that the personally identifiable information or login
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credentials are not used for a purpose unrelated to the data collector’s business
or subject to further unauthorized disclosure.

(C) In determining whether personally identifiable information or
login credentials have been acquired or is reasonably believed to have been
acquired by a person without valid authorization, a data collector may consider
the following factors, among others:

(i) indications that the information is in the physical possession
and control of a person without valid authorization, such as a lost or stolen
computer or other device containing information;

(ii) indications that the information has been downloaded or
copied;

(iii) indications that the information was used by an unauthorized
person, such as fraudulent accounts opened or instances of identity theft
reported; or

(iv) that the information has been made public.

* * *

Subchapter 2. Security Breach Notice Act Data Security Breaches

* * *

§ 2436. NOTICE OF DATA BROKER SECURITY BREACH

(a) Short title. This section shall be known as the Data Broker Security
Breach Notice Act.

(b) Notice of breach.

(1) Except as otherwise provided in subsection (c) of this section, any
data broker shall notify the consumer that there has been a data broker security
breach following discovery or notification to the data broker of the breach.
Notice of the security breach shall be made in the most expedient time possible
and without unreasonable delay, but not later than 45 days after the discovery
or notification, consistent with the legitimate needs of the law enforcement
agency, as provided in subdivisions (3) and (4) of this subsection, or with any
measures necessary to determine the scope of the security breach and restore
the reasonable integrity, security, and confidentiality of the data system.

(2) A data broker shall provide notice of a breach to the Attorney
General as follows:

(A)(i) The data broker shall notify the Attorney General of the date
of the security breach and the date of discovery of the breach and shall provide
a preliminary description of the breach within 14 business days, consistent
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with the legitimate needs of the law enforcement agency, as provided in
subdivisions (3) and (4) of this subsection (b), after the data broker’s discovery
of the security breach or when the data broker provides notice to consumers
pursuant to this section, whichever is sooner.

(ii) If the date of the breach is unknown at the time notice is sent
to the Attorney General, the data broker shall send the Attorney General the
date of the breach as soon as it is known.

(iii) Unless otherwise ordered by a court of this State for good
cause shown, a notice provided under this subdivision (2)(A) shall not be
disclosed to any person other than the authorized agent or representative of the
Attorney General, a State’s Attorney, or another law enforcement officer
engaged in legitimate law enforcement activities without the consent of the
data broker.

(B)(i) When the data broker provides notice of the breach pursuant to
subdivision (1) of this subsection (b), the data broker shall notify the Attorney
General of the number of Vermont consumers affected, if known to the data
broker, and shall provide a copy of the notice provided to consumers under
subdivision (1) of this subsection (b).

(ii) The data broker may send to the Attorney General a second
copy of the consumer notice, from which is redacted the type of brokered
personal information that was subject to the breach, that the Attorney General
shall use for any public disclosure of the breach.

(3) The notice to a consumer required by this subsection shall be
delayed upon request of a law enforcement agency. A law enforcement
agency may request the delay if it believes that notification may impede a law
enforcement investigation or a national or Homeland Security investigation or
jeopardize public safety or national or Homeland Security interests. In the
event law enforcement makes the request for a delay in a manner other than in
writing, the data broker shall document the request contemporaneously in
writing and include the name of the law enforcement officer making the
request and the officer’s law enforcement agency engaged in the investigation.
A law enforcement agency shall promptly notify the data broker in writing
when the law enforcement agency no longer believes that notification may
impede a law enforcement investigation or a national or Homeland Security
investigation, or jeopardize public safety or national or Homeland Security
interests. The data broker shall provide notice required by this section without
unreasonable delay upon receipt of a written communication, which includes
facsimile or electronic communication, from the law enforcement agency
withdrawing its request for delay.
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(4) The notice to a consumer required in subdivision (1) of this
subsection shall be clear and conspicuous. A notice to a consumer of a
security breach involving brokered personal information shall include a
description of each of the following, if known to the data broker:

(A) the incident in general terms;

(B) the type of brokered personal information that was subject to the
security breach;

(C) the general acts of the data broker to protect the brokered
personal information from further security breach;

(D) a telephone number, toll-free if available, that the consumer may
call for further information and assistance;

(E) advice that directs the consumer to remain vigilant by reviewing
account statements and monitoring free credit reports; and

(F) the approximate date of the data broker security breach.

(5) A data broker may provide notice of a security breach involving
brokered personal information to a consumer by two or more of the following
methods:

(A) written notice mailed to the consumer’s residence;

(B) electronic notice, for those consumers for whom the data broker
has a valid e-mail address, if:

(i) the data broker’s primary method of communication with the
consumer is by electronic means, the electronic notice does not request or
contain a hypertext link to a request that the consumer provide personal
information, and the electronic notice conspicuously warns consumers not to
provide personal information in response to electronic communications
regarding security breaches; or

(ii) the notice is consistent with the provisions regarding
electronic records and signatures for notices in 15 U.S.C. § 7001;

(C) telephonic notice, provided that telephonic contact is made
directly with each affected consumer and not through a prerecorded message;
or

(D) notice by publication in a newspaper of statewide circulation in
the event the data broker cannot effectuate notice by any other means.

(c) Exception.

(1) Notice of a security breach pursuant to subsection (b) of this section
is not required if the data broker establishes that misuse of brokered personal
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information is not reasonably possible and the data broker provides notice of
the determination that the misuse of the brokered personal information is not
reasonably possible pursuant to the requirements of this subsection. If the data
broker establishes that misuse of the brokered personal information is not
reasonably possible, the data broker shall provide notice of its determination
that misuse of the brokered personal information is not reasonably possible
and a detailed explanation for said determination to the Vermont Attorney
General. The data broker may designate its notice and detailed explanation to
the Vermont Attorney General as a trade secret if the notice and detailed
explanation meet the definition of trade secret contained in 1 V.S.A.
§ 317(c)(9).

(2) If a data broker established that misuse of brokered personal
information was not reasonably possible under subdivision (1) of this
subsection and subsequently obtains facts indicating that misuse of the
brokered personal information has occurred or is occurring, the data broker
shall provide notice of the security breach pursuant to subsection (b) of this
section.

(d) Waiver. Any waiver of the provisions of this subchapter is contrary to
public policy and is void and unenforceable.

(e) Enforcement.

(1) With respect to a controller or processor other than a controller or
processor licensed or registered with the Department of Financial Regulation
under title 8 or this title, the Attorney General and State’s Attorney shall have
sole and full authority to investigate potential violations of this chapter and to
enforce, prosecute, obtain, and impose remedies for a violation of this chapter
or any rules or regulations adopted pursuant to this chapter as the Attorney
General and State’s Attorney have under chapter 63 of this title. The Attorney
General may refer the matter to the State’s Attorney in an appropriate case.
The Superior Courts shall have jurisdiction over any enforcement matter
brought by the Attorney General or a State’s Attorney under this subsection.

(2) With respect to a controller or processor that is licensed or registered
with the Department of Financial Regulation under title 8 or this title, the
Department of Financial Regulation shall have the full authority to investigate
potential violations of this chapter and to enforce, prosecute, obtain, and
impose remedies for a violation of this chapter or any rules or regulations
adopted pursuant to this chapter, as the Department has under title 8 or this
title or any other applicable law or regulation.

* * *
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Subchapter 5. Data Brokers

§ 2446. DATA BROKERS; ANNUAL REGISTRATION

(a) Annually, on or before January 31 following a year in which a person
meets the definition of data broker as provided in section 2430 of this title, a
data broker shall:

(1) register with the Secretary of State;

(2) pay a registration fee of $100.00; and

(3) provide the following information:

(A) the name and primary physical, e-mail, and Internet internet
addresses of the data broker;

(B) if the data broker permits the method for a consumer to opt out
of the data broker’s collection of brokered personal information, opt out of its
databases, or opt out of certain sales of data:

(i) the method for requesting an opt-out;

(ii) if the opt-out applies to only certain activities or sales, which
ones; and

(iii) and whether the data broker permits a consumer to authorize a
third party to perform the opt-out on the consumer’s behalf;

(C) a statement specifying the data collection, databases, or sales
activities from which a consumer may not opt out;

(D) a statement whether the data broker implements a purchaser
credentialing process;

(E) the number of data broker security breaches that the data broker
has experienced during the prior year, and if known, the total number of
consumers affected by the breaches;

(F) where the data broker has actual knowledge that it possesses the
brokered personal information of minors, a separate statement detailing the
data collection practices, databases, and sales activities, and opt-out policies
that are applicable to the brokered personal information of minors; and

(G)(D) any additional information or explanation the data broker
chooses to provide concerning its data collection practices.

(b) A data broker that fails to register pursuant to subsection (a) of this
section is liable to the State for:

(1) a civil penalty of $50.00 $125.00 for each day, not to exceed a total
of $10,000.00 for each year, it fails to register pursuant to this section;
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(2) an amount equal to the fees due under this section during the period
it failed to register pursuant to this section; and

(3) other penalties imposed by law.

(c) A data broker that omits required information from its registration shall
file an amendment to include the omitted information within five business
days following notification of the omission and is liable to the State for a civil
penalty of $1,000.00 per day for each day thereafter.

(d) A data broker that files materially incorrect information in its
registration:

(1) is liable to the State for a civil penalty of $25,000.00; and

(2) if it fails to correct the false information within five business days
after discovery or notification of the incorrect information, an additional civil
penalty of $1,000.00 per day for each day thereafter that it fails to correct the
information.

(e) The Attorney General may maintain an action in the Civil Division of
the Superior Court to collect the penalties imposed in this section and to seek
appropriate injunctive relief.

* * *

§ 2448. DATA BROKERS; ADDITIONAL DUTIES

(a) Individual opt-out.

(1) A consumer may request that a data broker do any of the following:

(A) stop collecting the consumer’s data;

(B) delete all data in its possession about the consumer; or

(C) stop selling the consumer’s data.

(2) Notwithstanding subsections 2418(c)–(d) of this title, a data broker
shall establish a simple procedure for consumers to submit a request and, shall
comply with a request from a consumer within 10 days after receiving the
request.

(3) A data broker shall clearly and conspicuously describe the opt-out
procedure in its annual registration and on its website.

(b) General opt-out.

(1) A consumer may request that all data brokers registered with the
State of Vermont honor an opt-out request by filing the request with the
Secretary of State.
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(2) On or before January 1, 2026, the Secretary of State shall develop an
online form to facilitate the general opt-out by a consumer and shall maintain a
Data Broker Opt-Out List of consumers who have requested a general opt-out,
with the specific type of opt-out.

(3) The Data Broker Opt-Out List shall contain the minimum amount of
information necessary for a data broker to identify the specific consumer
making the opt-out.

(4) Once every 31 days, any data broker registered with the State of
Vermont shall review the Data Broker Opt-Out List in order to comply with
the opt-out requests contained therein.

(5) Data contained in the Data Broker Opt-Out List shall not be used for
any purpose other than to effectuate a consumer’s opt-out request.

(6) The Secretary of State shall implement and maintain reasonable
security procedures and practices to protect a consumer’s information under
the Data Broker Opt-Out List from unauthorized use, disclosure, access,
destruction, or modification, including administrative, physical, and technical
safeguards appropriate to the nature of the information and the purposes for
which the information will be used.

(7) The Secretary of State shall not charge a consumer to make an opt-
out request.

(8) The Data Broker Opt-Out List shall include an accessible deletion
mechanism that supports the ability of an authorized agent to act on behalf of a
consumer.

(c) Credentialing.

(1) A data broker shall maintain reasonable procedures designed to
ensure that the brokered personal information it discloses is used for a
legitimate and legal purpose.

(2) These procedures shall require that prospective users of the
information identify themselves, certify the purposes for which the
information is sought, and certify that the information shall be used for no
other purpose.

(3) A data broker shall make a reasonable effort to verify the identity of
a new prospective user and the uses certified by the prospective user prior to
furnishing the user brokered personal information.

(4) A data broker shall not furnish brokered personal information to any
person if it has reasonable grounds for believing that the consumer report will
not be used for a legitimate and legal purpose.
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(d) Exemption. Nothing in this section applies to brokered personal
information that is:

(1) regulated as a consumer report pursuant to the Fair Credit Reporting
Act, 15 U.S.C. § 1681–1681x, if the data broker is fully complying with the
Act; or

(2) regulated pursuant to the Driver’s Privacy Protection Act of 1994,
18 U.S.C. § 2721–2725, if the data broker is fully complying with the Act.

Sec. 4. EFFECTIVE DATE

This act shall take effect on July 1, 2025.

The bill, having appeared on the Notice Calendar, was taken up and read
the second time.

Pending the question, Shall the bill be amended as recommend by the
Committee on Commerce and Economic Development?, Rep. Andriano of
Orwell moved to amend the report of the Committee on Commerce and
Economic Development in Sec. 1, 9 V.S.A. chapter 61A, in section 2427, by
striking out subdivision (a)(2) in its entirety and inserting in lieu thereof a new
subdivision (a)(2) to read as follows:

(2) If a consumer who is harmed by a violation of this chapter or rules
adopted pursuant to this chapter notifies the controller or processor of the
violation and the controller or processor fails to cure the violation within 60
days following receipt of the notice of violation, the consumer may bring an
action in Superior Court for:

(A) the greater of $1,000.00 or actual damages;

(B) injunctive relief;

(C) punitive damages in the case of an intentional violation; or

(D) reasonable costs and attorney’s fees.

Which was agreed to. Thereafter, the bill was amended as recommended by
the Committee on Commerce and Economic Development, as amended, and
third reading ordered.

Adjournment

At six o'clock and twenty-four minutes in the afternoon, on motion of
Rep. McCoy of Poultney, the House adjourned until tomorrow at nine o'clock
and thirty minutes in the forenoon.


